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Tém tit: Trong boi canh gido duc sé phdt trién manh mé, viéc chia sé tai nguyén hoc
tdp qua cdc Hé thong quan 1y hoc tdp (LMS) dat ra théach thire 16n vé bdo mdt va an toan dir
liéu. Céc mé hinh kiém sodt truy cdp truyén thong, ddc biét la RBAC, cho thay nhiéu han ché
vé linh hoat va khd nang qudn 1y khi phai dép tmg nhu cau truy cdp phirc tap, thirong xuyén
thay déi trong méi truong gido duc hién dai. Bai bdo nay dé xudt mét kién triic 1y thuyét moi
dira trén Ciphertext-Policy Attribute-Based Encryption (CP-ABE) nham khdc phuc nhitng
van dé trén. Kién triic cho phép xdy dung co ché kiém sodt truy cdp dong, chi tiét va an todn
hon. Déng gép chinh ciia nghién ciru gom: (1) dé xudt mé hinh kién triic méi véi CP-ABE dé
kiém sodt truy cdp trong LMS; (2) dinh nghia ré rang cdc thuc thé va thudt todn cot 16i ciia
mé hinh; va (3) phan tich cdc wu diém vé bao mdt, chong thong dong va kha ndng mé réng.
Két qua chitng minh mé hinh cé tiém ndang mang lai gidi phdp chia sé hoc liéu an toan, linh
hoat va hiéu qua hon so voi cac phwong phap hién hanh.

Tir khéa: md héa thudc tinh, kiém sodt truy cdp dong, hé thong qudn 1y hoc tdp, CP-ABE, bdo
mdt gido duc

I. Pit van dé

Cudc cich mang cong nghiép lan thir
tu d4 thac ddy mot qué trinh chuyén doi sb
sau rong trong moi linh vuc, trong do gido
duc dugc xac dinh 1a mét trong nhitng wu
tién hang dau. Tai Viét Nam, theo ké hoach
cua Chinh phu va B6 Gido duc va Pao tao,
dén nam 2025 nganh gido duc s& duoc sb
hoa & muc do cao véi viée ing dung manh
m¢ tri tu¢ nhan tao va cong ngh¢ thong tin.
Céc co so giao duc, dac bi¢t 1a cac truong

'Truong Pai hoc Mo Ha Noi

dai hoc hién dang sur dung rong rai cac h¢
thng quan 1y hoc tap dé luu trit, quan 1y va
chia sé khdi luong khong 16 tai nguyén hoc
tap s (Wagman, 2021).

Tuy nhién, nhiing lgi ich nay ciing
di kém véi nhitng rui ro an ninh mang
nghiém trong. Trong mdi trudng gido duc,
viéc chia s¢ va quan ly dir liéu trong moi
treong sb dit ra cac thach thirc 16n vé bao
v€ dir liu cad nhan cua nguoi dung va tai
san tri tué cua giang vién. Néu mot sy ¢b
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10 ri dit liéu x4y ra thi c6 thé gy ra nhiing
thiét hai ning né vé tai chinh va uy tin cho
t6 chtrc d6 (Styra, 2022). Do d6, viéc xay
dung mot co ché kiém soat truy cap an
toan, hi¢u qua va linh hoat cho hoc li¢u
s6 khong chi 1a mot yéu cau ky thuat ma
con 1a mot nhiém vu chién luge vo cung
cap thiét.

Hién nay, mdt mo hinh kiém soat
truy cap phd bién nhat trong cac hé thong
thong tin, bao gdm ca LMS, 1a kiém soat
truy cap dua trén vai tro (RBAC). RBAC
don gian hoa viéc quan 1y quyén han bang
cach gan quyén cho cac vai trd nhu “Giang
vién”, “Sinh vién”, “Quan tri vién” thay vi
cho tirng nguoi dung riéng 1¢é. Tuy nhién
day 1a mgt mo hinh tinh nén khé dap ung
cac tinh hubng chia sé can sy chi tiét va
thay ddi lién tuc. Van d& han ché thir hai
chinh 13 phan tich vai trd ngudi dung, dé
dap g cac nhu cau chi tiét, quan tri vién
budc phai tao ra vo sd vai trd méi, dan dén
viéc 1am cho hé théng trd nén phic tap,
kho quan 1y va bao tri. Thir ba 1a vin dé
quan 1y tip trung, quyén truy cip va vai
trd ctia ngudi dung c6 thé thay doi theo
thoi gian va viéc duy tri RBAC doi hoi sy
cap nhat lién tuc. Nhitng han ché nay dan
dén cau hoi nghién ctu cdt 16i: 1am thé
nao dé xay dung mot kién trac kiém soat
truy cap cho LMS cho phép nguoi s¢ hiru
dir liéu co6 thé ty dinh nghia va thyuc thi
cac chinh sach truy cap phic tap, chi tiét
trén chinh tai nguyén sé ctia ho mot cach
an toan va hiéu qua, dong thoi khic phuc
duoc su cung nhéc cua md hinh RBAC.

Muc tiéu nghién ctru cta bai bao la
thiét ké mot kién trac 1y thuyét toan dién,
ldy CP-ABE lam trung tdm, dé cung cip
mét co ché kiém soat truy cap dong, chi
tiét va an toan cho cac tai nguyén hoc tap
sO trén hé thong LMS.

IL. Co sé Iy thuyét

DPé nhan dién 16 gia tri cua nghién
ctru, can nhin lai qué trinh phat trién cua
cac mo hinh kiém soat truy cap cting cong
nghé ma hoda dya trén thudc tinh. Trai qua
nhiéu giai doan, cic mo hinh nay d tién
hoa tir dang co ban dén phic tap.

M6 hinh sém nhit la DAC
(Discretionary Access Control) - kiém
sodt truy cap tily quyén. Trong d6, chu s
hitu tai nguyén tryc tiép quyét dinh ai c6
quyén truy cdp va muc do quyén han. Tuy
nhién, khi hé théng md rong véi nhiéu
nguoi dung va tai nguyén, DAC tré nén
kho quan ly.

P6i lap véi DAC 1la MAC
(Mandatory Access Control) - kiém soat
truy cdp bat budc. O ddy, chu so hitu
khong quyét dinh quyén truy cdp ma hé
thong hodc mot co quan co thim quyén
dinh san qua cac nhin an ninh. MAC dam
béo an toan cao, nhung ctng nhic va chi
thich hop cho cac hé thdng yéu cau bao
mat nghiém ngat.

Tiép dén 1a RBAC (Role-Based
Access Control) - kiém soat dwa trén vai
trd. Quyén han duoc gan cho vai tro, sau d6
gan vai tro cho nguoi dung. Cach nay don
gian hoa quan Iy trong to chtrc c6 phan cép
r0 rang. Song, trong moi truong gido duc
- noi ton tai nhiéu nhom nguoi dung voi
quyén thay ddi lién tuc theo khoa, nam hoc,
diém sd, tinh trang ghi danh - RBAC bdc 10
han ché 16n. Su phu thude vao danh tinh va
vai tro tinh khién RBAC kho dap tmg yéu
cau truy cap thuong xuyén bién doi.

Mot bude tién vugt bac 1a Ma héa
dua trén thudc tinh (Attribute-Based
Encryption - ABE) do Sahai va Waters
dé xuat nim 2005. Day 1a dang mat ma
khoa cong khai tién tién, cho phép gin
diéu kién kiém soat truy cap truc tiép vao



dir li¢u da ma hoa. Trong ABE, khoa bi
mét ciia ngudi ding va ban ma déu gin
v6i thude tinh; gidi ma chi thanh cong khi
thudc tinh trong khoa phu hgp chinh sach
trén ban ma.

ABE c6 hai bién thé chinh:

KP-ABE (Key-Policy ABE): ban ma
gén v6i thudc tinh, con khoa bi mat chira
chinh sach. Ngudi dung chi giai ma dugc
khi thudc tinh cua ban ma dap Gng chinh
sach trong khoa.

CP-ABE (Ciphertext-Policy ABE):
nguoc lai, ban ma chtra chinh sach do
ngudi ma hoa xac dinh, trong khi khoa bi
mét gan v6i thudc tinh nguoi ding. Giai
ma thanh cong khi tap thudc tinh khdp
chinh sach.

Céc nghién ctru gan day, nhu Li va
cong su (2018), da chi ra tiém ning rong
16n cia ABE, dac bi¢t trong dién todn ddm
may, gitip giai quyét cac van dé vé bao
mat va quyén riéng tu khi chia sé dir liéu.

I11. Phwong phap nghién ciru

Nghién ctru nay nham muc dich tao
ra mot kién triic méi - cu thé 1a mot kién
trac 1y thuyét cho hé théng kiém soat truy
cap. Do d6, phuong phdp ludn phu hop
nhét 14 DSR - Nghién ctru khoa hoc thiét
ké (Design Science Research). Pay 1a mo
hinh nghién ctu dugc cong nhan rong rai
trong cac nganh ky thuat va hé théng thong
tin, tAp trung vao viéc giai quyét cac van dé
thuc tién thong qua viéc thiét ké va danh
gia cac giai phap mdi hitu ich va sang tao.

Trong nghién ctru ndy, nhom tac gia
ap dung quy trinh DSR do Peffers va cong
su (2007) dé xuét. Quy trinh bao gdm sau
bude chinh: (1) nhan dién van d& va tao
dong luc, (2) xac dinh muc ti€u giai phap,
(3) thiét ké va phat trién, (4) trinh dién, (5)
danh gia va (6) truyén thong. Tuy nhién,
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do dic thu mang tinh 1y thuyét, nghién
ctru tap trung chu yéu vao bén bude: 1,
2,3vas.

Bu6c 1: Nhan dién van dé. Giai
doan nay tdp trung phan tich mdt cach
hé théng céc han ché cia mo hinh RBAC
trong moi treong gido duc. Qua trinh bao
gd6m khao sat tai liéu, phan tich cac tinh
hudng thyc té trong LMS va tham khao
¥ kién tir chuyén gia trong gido duc ciing
nhu bao mat thong tin.

Budc 2: Xac dinh muc tiéu. Muc
tiéu duoc dinh nghia dudi dang yéu cau
chirc nang va phi chirc ning cho kién tric
méi. Yéu ciu chirc ning gébm kha ning
biéu dién chinh sach phtic tap, dam bao
quyén kiém soat cho chu so hiru dir liéu
va tinh mo rong. Yéu cau phi chirc ning
lién quan dén bao mat, hiéu ning va kha
nang st dung.

Budc 3: Thiét ké va phat trién.
Nghién ctru xay dung kién trac duwa trén
CP-ABE, dinh nghia cac thuc thé, mo
ta giao thic tuong tac va xac dinh thuat
toan mat ma cdt 16i. Cong doan nay doi
hoi hiéu biét chuyén sdu vé mat mi hoc,
dic biét cac lwoc d6 ABE, ciing nhu kinh
nghiém trong thiét ké hé théng phén tan.

Budc 5: Panh gia. Kién tric dugc
phan tich & mic 1y thuyét nham lam 15 cac
dac tinh bao mat va hi¢u nang. Hoat dong
nay bao gdm chimg minh tinh an toan dya
trén gid dinh mat ma duoc chép nhéan,
phéan tich d phtre tap tinh todn va so sanh
voi mo hinh hién co, déng thoi xem xét
kha nang trién khai thyc té va tich hop véi
LMS hi¢n hanh.

IV. Két qua va thao luin
4.1. Kién tricc hé thong dé xudt

Kién truc kiém soat truy cap duoc dé
xudt dua trén CP-ABE bao goém bén thyc
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thé logic chinh, mdi thyc thé co vai trd va
trach nhiém riéng biét trong vi¢c dam bao
tinh bao mat va hi¢u qua cua h¢ théng:

Co quan quan ly thugc tinh (Attribute
Authority - AA): Day 1a mot thyc thé duoc
tin cdy trong hé théng, chiu trach nhiém
dinh nghia toan bg khong gian thudc tinh
(vi du: cac khoa, céac vai tro, cac nam hoc),
tao ra cac tham s cong khai va khéa chu
ciia hé thong. AA cap phat khoa bi mat
cho mdi ngudi dung dya trén cac thudc
tinh ma ho s¢ hiru.

Nguoi so hitu dir liéu (Data Owner):
Pay co thé 1a don vi quan ly hé thong
LMS. Ho la nguoi tao ra hoc li€u, dinh
nghia chinh sach truy cap cho hoc li¢u do,
va thuc hién viéc ma hoa trude khi tai [én
hé théng.

Nguweoi dung dir liéu (Data User): La
cac sinh vién hodc céc bén lién quan khac.
Ho yéu cau truy cp hoc liéu va sir dung
khoa bi mat cia minh dé giai ma néu cac
thudc tinh cua ho théa man chinh sach.

Hé thong luu trit (Storage System):
La LMS hodac moét dich vu luu trir dam
may. Thuc thé ndy duoc xem 13 «ban tin
cay» hodc «khong tin cady». N6 chi co
nhi¢ém vu luu trir cadc ban ma (ciphertext)
ma khong thé doc duoc nodi dung bén
trong.

M6 hinh CP-ABE duoc xay dung
duya trén bon thuét toAn mat ma co ban sau:

Setup(l) — (PK, MK): Thuat toan
khoi tao hé théng. N6 nhan dau vao 1a mot
tham sb an toan A, va tao ra Khoa Cong
khai (Public Key - PK) va Khoéa Chu
(Master Key - MK).

Encrypt(PK, M, P) — CT: Thuat
toan ma hoa. NO nhan dau vao 1a khoa
cong khai PK, mot thong diép M (hoc
liéu), va mot cAu trac truy cdp P (chinh

sach). Thuat todn nay ma hdéa M theo
chinh sach P va tao ra mét ban ma CT.

KeyGen(MK, S) — SK: Thuat toan
tao khoa. N6 nhan dau vao 1a khoa chu
MK va mot tap hop cac thude tinh S mo
ta mot nguoi dung. Thuat toan tao ra mot
Khoa bi mat (Secret Key - SK) twong tng
voi tap thudc tinh S.

Decrypt(CT, SK) — M hoac 1:
Thuat toan giai ma. N6 nhan dau vao 1a
ban ma CT va mot khoa bi mat SK. Néu
tap thudc tinh S lién két v6i SK thoa man
chinh sach P dugc nhung trong CT, thuat
toan s& tra vé thong diép gdc M. Nguogc
lai, n6 tra vé 18i (L1).

4.2. Luéng hoat dong ciia hé théng

Kién trac hé théng gom 2 ludng hoat
dong chinh:

Luéng chia sé tai ligu (do Giing
vién thuc hién):

— Giang vién chuan bi mét hoc liéu (M).

— Giang vién dinh nghia mét chinh
sach truy cap (P) cho hoc li¢u do.

— Hé théng LMS goi thuit toan
Encrypt(PK, M, P) dé tao ra ban mi CT.

— Hé théng tinh toan gia tri bam
cta CT, vi du Hash(CT), dé dam bao tinh
toan ven.

— LMS luu trlr CT va Hash(CT).

Ludng truy cap tai liéu (do Sinh vién
thuc hién):

— Sinh vién yéu cAu truy cap hoc liéu.

— LMS tra vé& ban ma CT tuong tng.

— Sinh vién st dung khoéa bi mat SK
ctia minh (d duoc AA cip trude do, tuong
ung véi cac thude tinh cta sinh vién, vi
du: S = {Vai tro: Sinh vién, Khoa: CNTT,
Nam hoc: 3}) dé thuc hién giai ma.

— Sinh vién goi thuat toan Decrypt
(CT, SK). Vi tap thugc tinh S ctia sinh vién



thda man chinh sach P, thuét toan s& tra vé
thong diép gdc M. Néu mot sinh vién khac
vé6i tap thudc tinh khong phu hop cb ging
giai ma, thudt toan s& that bai.

4.3. Phan tich an toan ciia mo hinh

Mo hinh duoc dé xuit bao dam an
toan nhd nén tang mat ma CP-ABE. Dit
liéu dugc ma hoa trudce khi luu trit, vi vay
ngay ca khi may chi LMS bj tin cong,
ké x4u ciing khong thé truy cép ndi dung
néu khong c6 khoa bi mat hop 1& véi cac
thudc tinh phu hgp chinh séch. Tinh bao
mat nay dugc ching minh dua trén nhitng
gia dinh todn hoc phuc tap nhu Bilinear
Diffie-Hellman (DBDH), vén dugc cong
déng mat ma hoc thtra nhén rong rai.

Mot dic diém quan trong khac cua
ABE la kha ning chdng thong dong. Diéu
ndy ngin can viéc nhidu nguoi dung két
hop khoa bi mat dé giai ma dir liéu khi mdi
ngudi déu khong du quyén riéng 1é. Vi du,
mot sinh vién c6 thudc tinh “Khoa: Tiéng
Anh” va mot sinh vién khac c¢6 thudc tinh
“Nam hoc: 3” khong thé két hop khoa dé
truy cap tai liéu yéu cau ca hai thudc tinh
“Khoa: Tiéng Anh” AND “Nam hoc: 3.
Dic tinh nay duoc bao dam boi thiét ké
toan hoc ctia ABE, khi mdi khoa bi mat
déu gan gia tri ngdu nhién riéng.

Ngoai ra, m6 hinh con bao v¢ tinh
toan ven dir li¢u thong qua vi¢c luu trir gia
tri bam kém ban ma, gitip nguoi dung dé
dang kiém tra dir liéu co bi thay ddi trong
qué trinh luu trir hay khong. Nho vay, h¢
thong trd nén toan dién va an toan hon.

4.4. So sanh voi mo hinh RBAC

So v&i RBAC, kién tric dua trén
CP-ABE mang lai nhiing loi thé hon vé
nhiéu khia canh.

Thir nhat 1 kha nang kiém soat truy
cap chi tiét va linh hoat. CP-ABE cho phép
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biéu dién cac chinh sach truy cip phuc tap
duéi dang céc biéu thirc logic (AND, OR,
NOT) trén céc thudc tinh. Néu RBAC can
tao ra hang chuc hoac héng tram vai tro
dé biéu dién mot chinh sach phtc tap, thi
CP-ABE chi can biéu dién cting mot chinh
sach bang mot biéu thirc logic don gian.

Th hai 1a viéc trao quyén kiém soat
cho ngudi s6 hitu dit liéu. Pay 1a thay doi
mang tinh cach mang so véi RBAC. Nguoi
tao ra hoc li€u, ndi dung $6 o toan quyén
dinh nghia chinh sach truy cép cho chinh
tai liéu do tai thoi diém ma hoa. Diéu nay
tuan thi chit ché hon nguyén tic s& hitu
tri tu¢ va loai bd su phu thudc vao quan tri
vién hé thong.

Thtr ba la kha nang mo rong cling 1a
mot loi thé quan trong khéac. Trong mo hinh
CP-ABE, viéc thém mot nguoi dung maoi
chi yéu ciu AA cép mot khoa bi mat duy
nhét cho nguoi do dua trén cac thudc tinh
cua ho. Viéc thém mot tai liéu mdi khong
anh huong dén cac khoa di cip. Piéu nay
gitip hé thong d& dang mé rong ma khong
can phai dinh nghia lai toan bd cAu triic vai
trd va quyén han nhu trong RBAC.

4.5. Thdch thirc va han ché

Mic du c6 nhiéu vu diém nhu da néu
& phan trén, mo hinh kién trac hé thong dé
xuét ciing di mat v6i mot sé thach thirc
va han ché can duoc xem xét. Mot trong
nhimg thach thirc 16n nhat 1a van dé thu
hdi thudc tinh hiéu qua. Trong cac lugc
dd ABE truyén théng, viéc thu hdi quyén
truy cap cua mot nguodi dung hodc mat
thudc tinh 1a rat khé khan. Trong RBAC,
quéan tri hé thong c6 thé loai bo vai tro
clia nguoi ding mot cach rat don gian thi
trong ABE, quan tri vién phai tao va phan
phéi lai khoa cho tat ca ngudi dung khac,
diéu nay s€ khong hi€u qua trong mot hé
thong 16n.
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Bén canh d6, hi¢u suat tinh toan 1a
mot thach thuc 16n. Cac phép toan mat
ma trong ABE, dac biét 1a cac phép ghép
cap song tuyén (bilinear pairings) doi hoi
nhiéu tai nguyén tinh toan hon so véi cac
phép toan trong RBAC. Piéu nay c6 thé
anh huong dén thoi gian phan hoi ciia hé
thdng, dic biét trong cic moi trudong cod
nhiéu nguoi dung dong thoi. Mubn giai
quyét vin dé nay can dau tu cho phan cting
va toi wu héa cac ky thuat ctia hé thong.

M6t van dé khac cling can dugc xem
xét 1a van dé ky quy khoa (key escrow).
Trong kién trac hién tai, co quan quan ly
thudc tinh c¢6 quyén truy cap vio tit ca cic
khoa bi mét, néu co quan niy bi xAm nhap,
toan bo hé théng c6 thé bi anh hudng.

Thém mét thach thac thue t& khac
1a do phtrc tap trong viéc trién khai va tich
hop véi cac hé théng hién tai. Viéc chuyén
tr mé hinh RBAC sang CP-ABE doi hoi
nhing thay doi dang ké trong kién triic hé
thdng, chi phi dau tu cao ciing nhu do tao
nguoi ding dé sir dung céc tinh nang méi.

V. Két luan

Nhu vay, Nghién clru nay da gioi
thiéu mot kién trac kiém soét truy cap tién
tién dua trén CP-ABE, nham khéc phuc
cac han ché ¢ hiru cia RBAC nhu su
cung nhéc, thiéu linh hoat va phu thudc
vao quan trj vién. Kién trac dé xuat mang
lai co ché kiém soat truy cap chi tiét, linh
hoat, ddng thoi cho phép biéu dién chinh
sach phuc tap mot cach hiéu qua hon. So
sanh voi RBAC cho thdy CP-ABE vuot
troi & kha ning mé rong va quan 1y quyén
truy cap, phu hop voi moi truong gido duc
vbn da dang va thuong xuyén thay doi.

Bing viéc 4p dung cac thudt toan
mat ma hién dai, hé théng dam bao mirc
do bao mat manh m¢, c6 kha nang chéng
thong dong va bao vé dir liéu ngay ca khi

may cht luu tri bi xdm nhap. Diéu nay c6
y nghia ddc biét quan trong ddi véi gido
duc s6, noi viéc bao vé tai san tri tué cta
giang vién va thong tin ¢4 nhan cua sinh
vién 1a uu tién hang dau.

Tuy nhién, nghién ctu cling chi ra
nhiéu thach thirc can giai quyét nhu van
dé thu hoi thude tinh hiéu qua, chi phi tinh
toan cao va kho khan khi trién khai thyc té.
Trong tuong lai, cac hudng nghién ctru c6
thé tap trung phat trién co ché thu hoi thudc
tinh khong can tai tao khoa, t6i wu hoa hiéu
nang, va xay dung giao dién nguoi dung
tryc quan dé giam d6 phuc tap. Xa hon,
viéc phat trién mo hinh ABE phi tap trung,
ky thut che gidu chinh sach nham bao vé
thong tin nhay cam, cung céc luge dd ABE
khang luong tir dé thich img véi cong nghé
moi ciing 13 nhitng hudng di trién vong.

Nghién ctru nay déng gép vao nén
tang 1y thuyét cho viéc phat trién cac hé
thong kiém soat truy cap thé hé mai trong
gido duc s6. Mic du con mot sb thach thirc
can giai quyét, nhitng két qua ban dau cho
thdy tiém nang 16n cta viéc ap dung cong
nghé mat ma tién tién vao giai quyét cac
van dé thuc té trong mai trudng gido duc
hién dai.

Loi cam on: Nghién ciu nay dugc
tai trg boi dé tai cép Truong Pai hoc Mo
Ha No6i, ma s6 MHN2025-03.65.
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DYNAMIC ACCESS CONTROL
FOR LEARNING MANAGEMENT SYSTEMS
BASED ON ATTRIBUTE-BASED ENCRYPTION

Nguyen Thi Khanh Quyen', Nguyen Minh Dung', Lam Van An’

Abstract: In the context of the strong digital transformation of the education sector,
sharing learning resources on Learning Management Systems (LMS) poses significant
challenges in terms of safety and security. Traditional access control models, particularly
Role-Based Access Control (RBAC), reveal many limitations in flexibility and manageability
when facing the complex and dynamic data-sharing requirements of modern educational
environments. This paper proposes a theoretical architecture to address these issues using
Ciphertext-Policy Attribute-Based Encryption (CP-ABE). This architecture establishes
a dynamic, fine-grained, and secure access control mechanism, allowing data owners
(lecturers) to fully define complex access policies directly on their digital resources. The
main contributions of this paper include: (1) proposing a new theoretical architectural model
centered on CP-ABE for access control in LMS; (2) formally defining the entities and core
algorithms of the model; and (3) analyzing the security properties and theoretical advantages
of the architecture, including confidentiality, collusion resistance, and scalability. The results
indicate that the proposed model has great potential in providing a more secure, flexible, and
efficient solution for learning resource sharing compared to existing approaches.

Keywords: attribute-based encryption, dynamic access control, learning management system,
CP-ABE, educational security
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