50

HE THONG NHUNG - TAO VA HIEN THI MA QR
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Tom tit: Truy xudt nguon goc trong cdc kho hang théng minh (AloT) thuwong doi mat
Vi su thiéu déng bo giita dinh danh vat Iy va dong dir liéu su kién, khién cdc ma OR tinh
khéng thé phan dnh trang thdi thoi gian thiee ciia san pham. Bai bdo nay trinh bay viéc thiét
ké, trién khai va danh gid mot hé thong nhiing chi phi thap dwa trén ESP32, ¢6 khd néing tao
va hién thi ma OR dong, lién két tirc thoi t6i chudi sw kién hdu can. Hé tho”hg tich hop ba tru
ot chinh: (i) ma héa dinh danh san pham theo chudn GSI Digital Link dé tao ra cic URL
6 ngit nghia; (ii) tao va truyén tai sw kién theo mé hinh EPCIS 2.0 dé dong bé héa trang
thdi giita thiét bi bién va dam may; (iii) kiém sodt chat lwong quang hoc ciia méd OR theo tiéu
chudn ISO/IEC 15415 dé dam bdo kha néing doc on dinh. Béng gép chinh ciia nghién ciru la
mét kién triic thoi gian thuc hoan chinh, mot co ché rang buoc chat ché giita dinh danh-sy
kién-dir liéu, va mot bo phwong phap do lwong hiéu nang-do tin cdy dwoc chudn héa. Két
qua thwe nghiém cho thdy hé thong dat @é tré dau-cuoi 43 ms (p95 = 57 ms) cho mét chu ky
cdp nhat; ti lé doc thanh cong 99,2% trong dai sang 200-800 lux o khoang cach 30-60cm;
va mikc tiéu thu nang liwong chi 0,16 Wh/ngay khi sir dung man hinh e-paper 2,9”. Hé thong
nay chieng t6 tinh kha thi ciia viéc trién khai ma QR code thoi gian thuc trong méi trieong kho
AloT, gitip giam thiéu sai léch dit liéu va ting cwong kha nang twong tac hé thong.

Tir khoa: thudt todan giai md, cong nghé chuéi khoi, truy xudt, dién toan bién, dinh danh san
pham, chuoi cung wng, chir ky so

I. Pit vin dé Tai day, viéc truy xuat ngudn gdc chinh xac,
Cudc cach mang 4.0 dang thic ddy kip thoi 1a yéu ciu song con, dam bao higu
qua trinh chuyén d6i s6 manh mé trong linh qua vAn hanh d¢ danh gi4 chat luong san
vuc logistics, quan ly chudi cung tng, trong pham (Salah va cong sy, 2019). Tuy nhién,
do6 kho hang thong minh dong vai tro 1a mét phuong phap pho bién hién nay dya trén ma
mit xich then chdt (Xu va cong su, 2018). QR 2D in tinh boc 16 nhiéu han ché ¢6 hiru.
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Céc ma nay thuong duoc tao san theo 10,
khién cho dinh danh vat Iy cta san pham bi
tach roi khdi dong su kién phat sinh trong
thoi gian thuc, dan dén tinh trang sai 1¢ch dir
liéu gitra thuc té tai ké hang so voi hé théng
quan ly kho (WMS), lam cham tré trong
viée truy xuat gdy ton kém chi phi tai in 4n
(Kim va cong sy, 2017).

Céc thach thie trd nén phire tap hon
trong moi truong da hé thong (may quét,
WMS, ERP), khi thiéu ving mot ngdn
ngtt chung (lién thong nglr nghia) cho
dinh danh san pham, tir ¢6 1am suy giam
kha nang cdp nhat theo thoi gian thuc
(GS1 Web Vocabulary, 2023). Thém vao
d6, cac yéu to tir moi trudng, didu kién
chiéu sang thay d6i va dic tinh ctia bé mat
hién thi khién chat luong doc ma khong
6n dinh, 1am gia tang 16i van hanh (Feng
va cong su, 2019). Mic du nhiéu nghién
ctru da tap trung vao viéc cai thién thuat
toan gidi ma QR (Galiyawala & Pandya,
2022) hodc tng dung cong nghé chudi
khéi (Blockchain) cho truy xudt (Tan va
cong su, 2018), mot khoang tréng 16m van
con ton tai. PO 1a su thiéu Véng mot giai
phap hop nhét, c¢6 kha niang lién két chuan
dinh danh GS1 Digital Link véi dong su
kién EPCIS 2.0 ngay tai 16p bién (edge)
trén mot nén tang nhiing chi phi thip. Hon
nita, rat it cong trinh thuc hién viéc lugng
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hoa cht luong quang hoc ciia ma QR hién
thi trén cac man hinh dong theo chuan
qudc té ISO/IEC 15415 (Papadopoulos va
cong su, 2021).

Giai quyét khoang trong nay, nghién
ctru cua chiing toi thyc hién nham thiét ké,
ché tao dé xac thuc mot hé théng nhing
toan dién. Cong trinh nghién ctu chinh
ctia bai bao bao gdm:

1.Xay dung mot kién trac AloT
bién-dam may, tich hop sdu cac chuan
GS1 Digital Link va EPCIS 2.0 trén nén
tang ESP32 dé tao va dong bo mi QR
dong trong thoi gian thyc.

2. Thiét 1ap duoc quy trinh kiém
dinh chat lugng quang hoc theo chuin
ISO/IEC 15415 danh riéng cho ma QR
hién thi trén cac loai man hinh khac nhau
(phat xa va phan xa).

3. Cung cip mot bo két qua danh gia
hiéu nang, hi¢u qua dugc dinh lugng toan
dién, bao g@)m do tré, do tin cay, tdi wu
muc nang lugng ti€u thu va chi phi bao
mat cua hé théng trong cac diéu kién mo
phong kho hang thuc té.

IL. Co sé 1y thuyét

2.1. Céc chuin GSI cho truy xudt
nguén goc

Nén tang cua hé théng dap tng cac
chuan quéc té do t6 chirc GS1 ban hanh.

1

Product GTIN

[ I |

bl mmmm)  https://id.gs1.0org/01/00027541217057/22/AW12345i

Product Key

Serial Key

Hinh 1: Binh danh truyén thong thanh cdu triic URL ciia GS1

GS1 Digital Link (DL): Chuan nay
tai cAu trac cac dinh danh truyén thong
ciia GS1 (nhu GTIN, sb sé-ri) thanh mot
ciu trac URL duy nhét, ¢ thé quét dugc

boi cac thiét bi tiéu chuan (GS1 Digital
Link, 2022). Diéu nay cho phép mot ma
QR duy nhét c6 thé tré dén nhiéu thong
tin khac nhau, bao gom: (théng tin san
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phém, XUt xu, huéng dan sir dung, va
quan trong nhat 1 lich sir sy kién), tao ra
mot cau ndi lién mach gitra thé gisi vat Iy
va thé gidi sb.

EPCIS 2.0: Pay 1a mot tiéu chuan
vé mo hinh dit liéu va giao dién, duoc thiét
ké dé cac ddi tac trong chudi cung tng c6
thé chia sé thong tin vé sy di chuyén va
trang thai ciia san pham mot cach cé cau
trac (EPCIS Standard, 2022). EPCIS dinh
nghia cac sy kién c6t 16i (“Cai gi, Khi nao,
O dau, Tai sao”), cho phép ghi lai nhat ky
truy xudt mot cach nhat quan va co kha
nang twong tac cao.

2.2. Nguyén Iy ddnh gid chit lwong
OR code theo ISO/IEC 15415

Khac v6i viéc in trén gidy, hién
thi ma QR trén man hinh dién to (TFT,
e-paper) dat ra nhiing thach thirc riéng vé
chat luong quang hoc. Tiéu chuan ISO/
IEC 15415 cung cép phuong phap khach
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quan dé do luong va chdm diém chét
luong cua ky hi¢u 2D (ISO/IEC 15415,
2011). Qua trinh nay dua trén viéc phan
tich hinh anh dugc chup chuin hoa ciia ma
va chdm diém (tir A dén F) dua trén cac
tham s6 critique nhu: symbol contrast (d6
tuong phan ky hiéu), modulation (46 diéu
bién), axial non-uniformity (bat déng nhat
truc) va unused error correction (dung
lugng sira 16i chua str dung). Viée ap dung
cac tiéu chuan nay cho phép dinh lugng
tac dong cua cac yéu té nhu do sang man
hinh, anh sang moi truong va thuat toan
dung hinh 1én kha nang doc cia ma QR.

I11. Phwong phap nghién ciru

3.1. Thiét ké phan cirng va
nguyén méu

Nt thiét bi tai bién co thiét ké voi
tiéu chi chi phi thap, tiéu thy ning luong
thap, hiéu qua va dé dang lip dat.

Hinh 2: Thiét ké phan cieng cia nit thiét bi va nguyén mau thiee té

3.1.1. Vi diéu khién (MCU)

ESP32-WROOM-32 duoc lua chon

do tich hop san Wifi, Bluetooth, c¢6 hi¢u
nang du manh va cong dong ho trg 16n.

3.1.2. Hién thi

Hai loai man hinh dugc khao sat:
man hinh E-Paper 2,9”(cho cac tng dung
yéu cau siéu tiét kiém niang luong) cling
man hinh TFT LCD 2,4”(cho cac tng
dung can tbc do lam moéi nhanh va mau
sdc trung thyc).



3.1.3. Ngu(;n va vo

Hé thdng dugc cung cip ngudn boi
pin Li-Po c6 thé sac lai. Toan b linh kién
duoc lép dat trong mot vé bao vé in 3D
nho gon.

[
Ting Bién (ESP32)

o
Sinh/hién thi/nhip OR

Ky st nhe Xac thye & kiém tra chit ky (COSE)

a
Bao mit thiet by
LDy

1Ty chon) Cam bidn'do dac

Két noi

1 Ting Bidn (ESP32)

Ting Gateway

MOTT Broker/Bridge vi HTTP{S) API

Bicn doi s kién sang EPCIS 2.0 (150N

Bém/Retry & Gidm sat

W Tiing Gateway
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3.2. H¢ théng kién triic

Hé théng nhung co kién trac duge
thiét ké ba tang dién hinh ctia mot giai
phép AloT, dugc minh hoa trong Hinh 3.

Ting Ung dyng (EPCIS/WMS)

a o
EPCIS Capture Interface

a a
EPCIS Repository & Query

Tich hop WMS/ERP & Dashboard

B Ting Ung dung (EPCIS/'WMS) 8 o mit

Hinh 3: Kién triic hé thong 3 tang: bién, gateway va g dung

Tang bién (Edge Layer): Trung
tam 1a nat thiét bi ESP32, chiu trach nhiém
thu thap thong tin kich hoat (tir cam bién
hoac WMS), tao URI GS1 Digital Link,
dung hinh anh ma QR, va hién thi 1én man
hinh e-paper hoac TFT. Déng thoi, no tao
modt ban tin sy kién gon nhe va gui 1én
tang gateway qua giao thirc MQTT 5.0 véi
ma hoéa TLS 1.3.

Tang Gateway: CO vai tro trung
gian, tiép nhan cc ban tin tir tang bién.
Gateway thuc hién cac nhiém vu: xac thyuc

thiét bi, phan tich ct phap ban tin, lam giau
dir liéu (b6 sung ngit canh nhu vi tri, budc
kinh doanh), va chuyén d6i ban tin sang
dinh dang chuan EPCIS 2.0 JSON-LD.

Tang wng dung (Application
Layer): Bao gém mot kho luu trit su kién
EPCIS (EPCIS Repository) va cac hé
thong doanh nghiép nhu WMS/ERP. Tang
nay tiép nhan cac sy kién di dugc chuan
hoéa tir gateway dé cap nhat trang thai kho,
phéan tich dir li¢u va phuc vu cac truy van
truy Xudt nguén géc.

3.3. Giao thirc thir nghiém va danh gida

Bang 1: Céc tham sé va bién sé trong kich ban thir nghiém

STT Tham sb Gia tri 1 Gia tri 2 Gia tri 3
1 |Tham s6 C6 dinh | Version: 8 ECC:M Mask: 5
2 |Loai Man hinh E-Paper 2.9” TFT 2.4" -
3 |Khoang cach quét |30 cm 45 cm 60 cm
4 | Goc nghiéng 0° 15° 30°
5 |Cuong do sang 200 lux 500 lux 800 lux
6 | Thiét bi quét Camera cong nghi¢p SMP May quét cam tay Zebra |-
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béanh gia dugc hi¢u nang cua hé
théng, chung toi da thiét 1ap mot kich
ban thtr nghi¢ém trong phong thi nghiém,
mé phong c6 cac diéu kién kho hang
khac nhau. Cac tham sé sau dugc kiém
soat va thay ddi: loai man hinh, khoang
cach quét (30-60cm), goc nghiéng

IV. Két qua va thao luin

4.1. Hiéu ning hé thong

E-Paper 2.9"

30cm

45 cm

Khoang cach quét

60 cm

500 Iux
Cuding df sang

200 lux

800 lux

Ti & doc thanh céng (%)

Khoang cach quét
=9
w
[a]
3
(]
&

(0-30 d¢), va muc do6 chiéu sang cua moi
trudong (200-800 lux). Thiét bi do ludng
bao gdm mot may quét mi vach cong
nghiép, moét may phan tich cong suat,
va mot hé thong camera chuyén dung
dé danh gia chét luong san pham theo
ISO/IEC 15415.

TFT 2.4"

£
2
w
ey
Ti Ié doc thanh cong (%)

200 lux

500 lux
Cuding dé sang

800 lux

Hinh 4: Heatmap biéu dién ti 1é doc thanh céng tinh theo (%)

Bdng 2: Bdng tong hop cdc chi s6 hiéu nang chinh ciia hé thong

Chi sb Két qua do dwoc Ghi chu
N X gh A 43ms (trung binh), A e o
b tre dau-cuoi 57ms (p95) Baf) gom tao QR, hién thi, MQTT, xur ly gateway
Ti 1§ doc thanh cong 99,2% bicu kién: 30-60 cm, 200-800 lux, goc < 30°
DPiém chat lvong ISO 15415 [3,7 /4.0 (trung binh) | Twong duong Hang A
Nang lugng (E-Paper) 0,16 Wh/ngay Gia dinh 100 Ian cap nhat/ngay

Chi phi bao mat (COSE)

+6 ms (ky), +12%

So voéi payload khong ky
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ESP32 + E-Paper

ESP32 + TFT

Raspberry Pi + TFT

Hinh 5: So sanh nang luong tiéu thu trung binh trén mai lan cdp nhat QR

giitta cdac cau hinh phan cirng




Céc két qua do ludong chinh duoc
téng hop trong Bang 2. Hé thong thé hién
d6 tré dau-cudi (tr Iae c6 yéu cAu cap nhat
dén khi sy kién duoc ghi nhan thanh cong
trén EPCIS repository) rat thap, trung binh
chi 43 ms. Ti I¢ doc thanh cong duy tri &
mirc xuat sic (>99%) trong hau hét cac
diéu kién thyuc hién thir nghiém. V& mat
nang lugng, giai phap st dung man hinh
e-paper cho thay hiéu qua vuot troi, tiét
kiém nang lugng, phu hgp céc tng dung
chay bang pin trong thoi gian dai.

4.2. Thao lugn

Cac két qua thuc nghiém trén da
khang dinh tinh kha thi va hiéu qua cua
kién truc dé xuét. Do tré thap chung t6
hé thong dap ung tot cac yéu cau vé thoi
gian thyc trong moi truong cong nghiép.
Ti 1€ doc cao, dugc xac thuc béng diém
chat luong ISO 15415, cho thiy giai
phap dang tin cdy trong diéu kién van
hanh da dang.

Su khac biét vé hiéu nang gilra man
hinh e-paper va TFT ciing cung cip nhimng
goi ¥ quan trong cho viéc trién khai:
e-paper la lya chon ly tudng cho céac vi tri
tinh, it thay doi va yéu cau van hanh bang
pin, trong khi TFT phu hgp hon cho cac
khu vyce giao dich co tan sut cap nhat cao
nhu day chuyén dong gbi. Viée tich hop
bao mat bang chir ky s6 COSE c6 mdt chi
phi nho vé& do tré va kich thuée dit liéu,
nhung ddy 1a mot sy danh d6i hoan toan
chép nhén duoc dé c6 duge tinh toan ven
va xac thuc cho dir liéu truy XUuét.

So véi cac giai phap hién co, hé
théng cua chung toi nbi bat & viéc hop
nhat cic tiéu chuan cong nghiép vao mot
thiét bi bién duy nhét, chi phi thap, dong
thoi cung cdp mot phuong phap danh gia
hiéu nang toan dién va duoc chuén hoa.
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V. Két luén

Bai bdo nay, chung t61 da trinh bay
khai quat c6 hé théng qua trinh thiét ké,
ché tao va danh gia mot hé thong nhung
dya trén ESP32 dé tao QR code dong, dap
ung thoi gian thyc cho cac tmg dung kho
hang AloT. Bang cach tich hop chit ché
cac chuan GSI1 Digital Link, EPCIS 2.0
va ISO/IEC 15415, giai phap dua ra da
chtirng minh dugc kha ning dong bo hoa
hiéu qua gitra dinh danh vat ly va dir li¢u
s6, v4i hiéu nang, hiéu qua, cd dod tin cay
cao va muc tiéu thu nang lugng tich kiém
t6i vu. Tuy nhién, nghién ctru van con
mot sb han ché, bao gdm viée thir nghiém
dugc thuc hi¢n trong moi truong phong
thi nghiém, mang tinh mé phéng va quy
mo trién khai con nhé. Do do6, cac hudng
phat trién trong twong lai s& tap trung vio:

Thir nghiém trién khai quy mé
16m: Trién khai hé thdng trong mot kho
hang thuc té dé danh gia do bén, kha nang
mo rong va su chap nhan cia nguoi ding
trong dai han.

Tich hop AI tai bién: Phat trién
cac moO hinh hoc may gon nhe chay trén
ESP32 dé ty dong diéu chinh tham sé ma
QR (vi du: mrc stra 16i) dua trén diéu kién
moi truong, hodc dé phét hién cac mau sy
kién bat thuong.

Nang cao bdao mat: Tich hop
cac module phan cimg an toan (Secure
Element) dé bao vé khéa riéng, ting cuong
kha niang chdng lai cic tin cong vat 1y.

Chung t6i tin rang cac hé thong
nhing théng minh, dwgc chuan héa va
chi phi thip nhu d& xuét trong bai bao
nay s& 1a nhan té thic diy quan trong,
gitip nang cao dang ké hiéu qua, tinh
minh bach va dé tin cdy cho chudi cung
ung trong tuong lai.
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Hién tai ’ - Ngan han
1. Phan img ' 2. Thich img
(Hién tai) (Ngan han)

* Tao QR theo yéu

|||||

+ Bong bo EPCIS
* Danh gia thi céng

Trung han Dai han

3. Thong minh Al 4. Hé sinh thai
(Trung han) (Dai han)

= Tich hop Digital
Twin

* Giao tiép D2D

* Téi wu chudi cung
img bt dong

Ttr gidi phap hién tai dén tuong lai théng minh & tw dong hoa

Hinh 6: L¢ trinh phdt trién trong twong lai ciia hé thong
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EMBEDDED SYSTEM - CREATE AND DISPLAY QR CODES
BASED ON ESP32 PRODUCT TRACEABILITY

Nguyen Thong Nhat', Dao Xuan Phuc'

Abstract: Traceability in AloT warehouses is often fragmented between physical
identifiers and event data, causing static 2D codes to not reflect real-time status. This paper
presents the detailed design, implementation, and validation of a low-cost, ESP32-based
embedded system that generates and displays dynamic QR codes, instantly linking to the
logistics event chain. The methodology comprises: (i) data encoding according to GS1 Digital
Link to create semantic URLs, (ii) event generation and pushing via EPCIS 2.0 for edge-
cloud synchronization, and (iii) image quality control based on ISO/IEC 15415 to ensure
readability. Key contributions include a real-time architecture from sensor/ERP to dynamic
OR codes on e-paper/TFT displays, a unified data-event-identifier binding mechanism, and
a standardized performance/reliability measurement suite. Experiments show an end-to-end
latency of 43 ms (p95 = 57 ms) for the update-display cycle; a 99.2% successful read rate
within the 200-800 lux range at 30-60 cm distances; and an energy consumption of 0.16
Wh/day with a 2.9"e-paper display. The system demonstrates the feasibility of real-time QR

codes for AloT warehouses, reducing data discrepancies and enhancing interoperability.

Keywords: decoding algorithm, blockchain technology, traceability, edge computing, product
identification, supply chain, digital signature
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