212

TOI UU HOA MA HOA PONG HINH TREN THIET BI
DI PONG VOI CAC PHUONG PHAP BAO MAT TRONG
UNG DUNG HQC MAY

Thai Thanh Tung'", Vit Xuan Hanh', Lé Htu Nam',
Tran Duy Hung', Dang Thuy Linh'
"Tac gia lién hé, email: tttung@hou.edu.vn. ORCID: 0009-0004-2910-568X

Ngay toa soan nhan dugc bai bdo: 15/01/2026
Ngay phan bién danh gia: 17/03/2026
Ngay bai bao duogc duyét dang: 14/04/2026

DOI: 10.59266/houjs.2026.1172

Tém tit: Ma héa dc;ng hinh (Homomorphic Encryption - HE) cho phép thyc hién tinh
todn truc tié'p trén dir liéu dwoc ma hoa, mo ra huong tié'p can hiéu qua cho hoc may bao vé
quyén riéng tw (PPML). Tuy nhién, chi phi tinh todn cao cia HE la rao can I6n doi véi viéc
trién khai trén cdc thiét bi di ddng cé tai nguyén han ché. Bai bdo nay danh gid tinh kha thi
ciia lege do CKKS trong suy ludn giong néi dwoc md héa trén dién thoai thong minh thong
qua mét kién tric di dong-dam may lai. Chiing téi trién khai mé hinh CNN 3 [6p twong thich
HE va thuc nghiém trén tap dir lieu LibriSpeech. Két quad cho thd'y dé tré dau-cuoi dat dudi
1,5 gidgy (Wifi) va dudi 2 gidy (LTE), véi mike tiéu thy ndang lwong chdp nhdan dwoc. Mdc di
qud trinh ma héa trén thiét bi van la nit that c¢é chai, cdc ky thudt nhw heong tir héa mé hinh,
xit [y theo 16 va phdn b6 tinh todn hop Iy cho thdy tiém ndng trién khai thuc té ciia cdc vmg
dung AI bdo vé quyén riéng tw trén thiét bi di dong.

Tir khéa: ma héa dong hinh, Mobile-cloud computing, tri tué nhdn tao bdo vé quyén riéng tu,
Bdo mat di dong, suy lugn ma hoa

I. Dit vin dé

Sy phat trién nhanh chéng cua dién
toan di dong va tri tu¢ nhan tao (Al) da
thac day viéc thu thap va xtr 1y lugng 16n
dit liéu ca nhan trén céac thiét bi cAm tay.
Tuy nhién, viéc phu thudc vao dién toan
dam may dé xt 1y cac tac vu Al lam gia
tang dang ké rui ro vé quyén riéng tu va
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bdo mat dir liéu, dac biét khi dir li¢u dugc
truyén va xir Iy trén cac hé thong khong
dang tin cdy.

Céc phuong phdp mi héa truyén
thong nhu AES va RSA chi bao vé dit liéu
trong qua trinh luu trit va truyén tai, nhung
yéu cau giai ma trude khi xtr 1y, dan dén
nguy co ro ri thong tin (Sahai & Waters,



2005). Mi hoa ddng hinh (Homomorphic
Encryption - HE) khac phuc han ché nay
bang cach cho phép thyc hién tinh toan
truc tiép trén dir lidu dd dwoc mi hoa
(Gentry, 2009).

Trong cac lugc do HE hién dai,
CKKS hd tro tinh toan xép xi trén sd thue,
phu hop voi cac tac vu hoc may (Cheon
va cong su, 2017). Tuy nhién, chi phi tinh
toan cao va yéu cau tai nguyén 16n van 1a
rao can chinh khi trién khai trén thiét bi di
dong (Chen va cong su, 2020). Déng thoi,
céc thu vién HE hién nay chu yéu duoc t6i
vu cho hé théng may cha va chua hd tro
hiéu qua cho kién trac di dong nhu ARM
(Laine va cong su, 2017).

Mic du dd c6 nhiéu nghién ctu vé
HE va hoc may bao vé quyén riéng tu,
phan 16n tap trung vao moi truong may
chu, chua xem xét ddy du cac rang budc
thuc té trén thiét bi di dong nhu tiéu thy
ning lugng va do tré (Chen va cong su,
2020; Lu & Zhang, 2019). Do do, viéc
danh gia kha nang trién khai HE trong cac
hé théng Al di @ong van 1a mot van dé mo.

Bai bao nay dé xuat va danh gia mot
kién tric di dong-dam may lai cho suy ludn
hoc may dugc ma hoa su dung CKKS.
Nghién curu tap trung phan tich hiéu nang,
tiéu thy ning luong va do tré, tir d6 lam 1
su danh doi gitra bao mat va kha nang trién
khai trong méi trueong thuc té.

Nhiing dong gop chinh cua nghién
ctru ndy dugc tom tit nhu sau:

(1) Trién khai thyc nghiém ma hoa
doéng hinh CKKS trén thiét bi di dong
thuc (Samsung Galaxy S21), bao gom tbi
uu bién dich thu vién SEAL cho kién trac
ARMO64;

(2) Bé xuat chién luoc t6i uu hoa
két hop giita xtr Iy theo 16 (batching), lira
chon da thirc xap xi va phan bd tinh toan
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mobile-cloud nham giam do tré va tiéu thy
nang lugng trong suy luan ma hoda;

(3) Xay dung b danh gid toan dién
bao gom do tré, murc tidu thu nang luong,
bang thong va do chinh xac mé hinh, dong
thoi so sanh véi phuong phap suy luan
khong ma hoa (baseline);

(4) Phén tich sy danh ddi giita bao
mat (muc 128bit), hi€u nang va kha nang
trién khai thuc té trong cic hé thong Al
bao vé quyén riéng tu trén thiét bj di dong.

II. Co s& ly thuyét

2.1. Mi héa déong hinh va lwoc do
CKKS

Mi héa dong hinh (Homomorphic
Encryption - HE) cho phép thuc hién cac
phép toan tryc tiép trén dir liéu da dugce ma
hoa ma khong can giai ma, tir d6 dam bao
tinh bao mat trong qua trinh xtr Iy (Gentry,
2009). Céc lugc dd HE hién dai nhu BGV
va BFV duya trén cac bai toan kho trong
ly thuyét lattice va hd trg cac phép toan
s6 hoc trén ban ma (Brakerski va cong su,
2014; Fan & Vercauteren, 2012).

Trong s6 d6, lugc dd CKKS ndi bat
nho kha ning hd tro tinh toan x4p xi trén sd
thuc, phu hgp véi cac ting dung hoc may
va xu 1y tin hiéu (Cheon va cong sy, 2017).
Tuy nhién, cac phép toan dong hinh 1am gia
tang nhiéu trong ban ma, va viéc kiém soat
nhiéu, dic biét thong qua bootstrapping,
doi hoi chi phi tinh toan dang ké (Cheon
va cong su, 2018). Diéu nay han ché kha
nang trién khai HE trén cac nén tang co tai
nguyén han ché nhu thiét bi di dong.

2.2. Thw vién HE va thach thuc
trén thiét bi di dpng

Céc thu vién HE pho bién nhu
Microsoft SEAL va HElib cung cép cac
cong cu trién khai cic phép toan dong
hinh va thudng duoc tdi wu hoa cho méi
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truong may chu (Microsoft Research,
2023; Halevi & Shoup, 2020). Tuy nhién,
kha niang hd trg cho kién trac di dong nhu
ARM van con han ché, din dén hiéu nang
thip khi trién khai trén thiét bi cAm tay
(Laine va cong su, 2017).

Céc nghién cuu thyc nghiém cho
thiy chi phi tinh todn va tiéu thu ning
lwong 14 nhitng rao can chinh ddi véi HE
trén thiét bi di dong (Chen va cong su,
2020). Do d6, nhiéu huéng tiép can dé
xuat mo hinh di dong-dam may lai, trong
d6 thiét bi di dong thuc hién ma hoa/giai
ma, con may chi ddm nhédn cac phép tinh
dong hinh (Lu & Zhang, 2019).

2.3. HE trong hoc mdy bdo vé
quyén riéng tw (PPML)

HE la mdt cong cu quan trong trong
hoc may bao vé quyén riéng tu (PPML),
cho phép thuc hién suy ludn mé hinh ma
khong tiét 16 dir liéu dau vao. CryptoNets
la mot trong nhitng cong trinh tién phong,
ching minh kha ndng 4p dung HE trong
suy ludn mang no-ron (Gilad-Bachrach va
cong su, 2016). Céac nghién ctru tiép theo
tap trung vao viéc toi wu hda mo hinh dé
phu hop véi cac rang budc cia HE, ching
han nhu str dung cac ham kich hoat da thire
nham giam d6 sau tinh toan (Bourse va
cong sy, 2018). Ngoai ra, cac framework
nhu nGraph-HE di duoc dé& xuat dé cai
thién hiéu nang suy luan trén dir liéu ma
héa (Boemer va cong su, 2019).

Tuy nhién, phan 16n cac nghién ciru
nay duogc trién khai trén moi trudng may
chu, trong khi ap dung truc tiép trén thiét
bi di dong van con han ché do céc rang
budc vé tai nguyén va ning luong.

2.4. Khodng trong nghién civu

Mic du di c6 nhiéu tién bd trong HE
va PPML, viéc trién khai trén thiét bi di

dong van tdn tai mot sd thach thire chinh:
(i) thiéu cac thu vién HE duoc t6i uu hoa
cho kién trac di dong, (ii) han ché vé céac
khung danh gié hi¢u nang toan dién, dac
biét lién quan dén nang luong va do tré, va
(iii) thiéu cac nghién ciru thyc nghiém trén
céc tac vu thyc té.

Ngoai ra, danh d6i giita muc do
bao mat, hiéu ning va kha ning trién
khai trong cac hé théng AI di dong su
dung HE van chua dugc phan tich day
du. Nghién ctru ndy nham giai quyét cac
khoang tréng trén thong qua danh gia
thuc nghiém lugc do6 CKKS trong kién
tric di dong-dam may.

II1. Phwong phap nghién ciru

3.1. Tong quan vé kién triic hé thong

Nghién ctru dé xuat mot kién tric
di dong-dam may lai nham trién khai suy
ludn hoc may trén ditr li¢u dugc ma hoa
bang CKKS. Trong kién trac nay, thiét bi
di dong thuc hién thu thap dir lidu, tién xir
1y va ma hoa, trong khi médy chi ddm nhan
suy luan trén ban ma. Két qua dugc tra vé
dudi dang ma hoa va giai ma cuc bd tai
thiét bi nguoi ding.

Céch tiép can nay phu hop véi md
hinh tinh toén thué ngoai an toan, trong do
dir liéu nhay cam khong bao gio xuat hién
0 dang ban rd trén may chu, giip giam
thiéu rai ro ro ri thong tin (Popa va cong
su, 2011). Quy trinh xir Iy gdm cac budc:
(i) trich xuat dic trung tir tin hiéu giong
noi, (ii) ma hoa bang CKKS, (iii) truyén
dit liéu, (iv) suy ludn dong hinh va (v) giai
ma két qua.

Hé théng bao gdm ba thanh phan
chinh:

Ung dung di dong (client-side): thu
thap dir liéu giong ndi, thuc hi¢n tién xur
1y, ma hoa va giai ma két qua;



May chu suy luan (server-side): thuc
hién cac phép toan dong hinh trén mo hinh
hoc sau;

Lép truyén thong (communication
layer): dam bao truyén tai dir liéu ma hoa
an toan thong qua céac giao thirc nhu TLS.

Thiét bi di déng

EEE| rhu thap dir liéu
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Hinh minh hoa kién trac hé théng
trong d6 thiét bi di dong thyc hién thu thap
dir liéu, ma hoa CKKS va giai ma két qua,
trong khi may chu thyc hién suy luan trén
ban ma thong qua tinh toan déng hinh. Di
lidu dugc truyén qua 16p truyén théng bao
mat TLS.

May chi dam may
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Hinh 1: Kién triic hé thong suy ludn ma héa di dong - ddm mady

3.2. Thiét ldp thwe nghiém va ciu
hinh h¢ thong

3.2.1. Cdu hinh phia thiét bi di dong

Thiét bi: Samsung Galaxy S21

Bo xtr ly: Qualcomm Snapdragon
888 (8 nhan, 5Snm)

RAM: 8GB

Hé diéu hanh: Android 13

Thu vién HE: Microsoft SEAL v4.1,
dugc bién dich chéo cho ARM64 bang
Android NDK 25 va Clang 14.

Kién trac mé hinh: CNN 3 16p véi
phép tich chap 1D, dugc luong tir hoa
hoan toan va anh xa téi cac phép toan
da thic tuong thich HE. Vi dy: thay thé
ReLU bang cac phép xap xi bac thap nhu
ham binh phuong hoac spline da thtic
(Bourse va cong su, 2018).

Dir liéu dau vao: Tin hiéu giong
noéi tor kho ngtr liéu LibriSpeech ASR
(Panayotov va cdng su, 2015), dugc xur ly
trude thanh céc dac trung hé $6 cepstral
tan s6 mel (MFCC) va dugc chuan hoa

thanh céc vecto gia tri thuc phu hop cho
ma hoa CKKS.

Céc thao tac ma hoda va gidi ma
dugc trién khai bang C++ thong qua cac
lién két INI. Phuong phap xir 1y theo 16
(vectorized batching) cho phép ma hoa 16
khung dic trung MFCC cho mdi ban ma.
Kich thudc ban ma trung binh khoang 80
KB mdi mau, va d tré ma hoéa dao dong
tir 600ms dén 1,1 gidy mdi mau, tiy thudc
vao cai dat tham sé.

3.2.2. Cau hinh phia méy chii:

May chu suy luan sir dung CPU da
16i va thyc thi cac phép toan dong hinh
thong qua thu vién Microsoft SEAL véi
hd tro da luéng. M6 hinh hoc may duoc
trién khai 1a mang no-ron tich chap (CNN)
3 16p, dugc diéu chinh dé tuong thich voi
HE bang cach thay thé cac ham kich hoat
phi tuyén nhu ReLU bang cac ham da
thirc xép Xi bac thép (Bourse va cong su,
2018). Cac phép toan tich chap dugc anh
xa sang cac phép toan dong hinh tuong
g, bao gdm phép quay (rotation), phép
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nhan va phép cong trén ban ma. Nho thiét
ké mang nong va tdi vu héa tham s6, qua
trinh bootstrapping khong dugc sir dung
nham giam chi phi tinh toan (Cheon va
cong su, 2018).

CPU : Intel Xeon Gold 5218 (16 161,
2.3 GHz)

RAM : 128GB

Khung HE : Microsoft SEAL 4.1
v6i phép toan da thirc da ludng st dung
Intel AVX2

Hé diéu hanh : Ubuntu 22.04 LTS

3.3. Ciu hinh tham sé mé héa

Luogc dd CKKS dugce cAu hinh nham
dat murc bao mat tuong duong 128-bit dya
trén do kho cua bai toan LWE (Albrecht
va cong sy, 2015). Cac tham sb chinh bao
gom:

Bac modun da thiace : 8192

Chudi mé dun hé sb : [60, 40, 40,
40, 40, 60] bit

Ty 1€ (A) : 2242"{24}224

Kich thudc 16 : 16 vecto dac trung
duoc ma hoa

Mitrc 6 bao mat : > 128 bit

K§ thuét batching duoc st dung dé
ma hoa nhiéu dic trung trong mot ban ma,
giup cai thién hiéu nang xu ly. Cac khoa
phu tro dugc tao trude nham giam chi phi
tinh toan trong qua trinh suy luén.

3.4. Cdc chi so dinh gid

Céc chi s6 sau day da dugc do luong
dé danh gia hiéu suét hé thong:

1. Thoi gian ma hoa/giai ma (EDT)
trén thiét bi di dong;

2. Thoi gian suy luan dugc ma hoa
(IT) trén may chu;

3.D6 tré dau cudi (EEL) bao gdm
do tré mang qua Wifi;

4.Tbc do hao pin (BDR) dugc do
bang Qualcomm Trepn Profiler;

5.Muc st dung bang thong (BW)
cho viéc truyén dir liéu duoc ma hoa.

Mobi thi nghiém dugc lip lai 20
lan va ldy gia tri trung binh trén hai céu
hinh mang: Wi-Fi 6 (mang LAN tai nha,
300Mbps) va 4G LTE (mang cua nha
mang, 30 Mbps). Cac mau giong néi co
d6 dai tir 2 dén 4 gidy cho mdi cau noi.

3.5. Mé hinh moi de doa

Hé théng gia dinh mot may chu
trung thuce, thuc hién chinh xac cac phép
tinh ma hoa nhung c6 thé ¢ gang suy luin
thong tin nhay cam tr vdn ban ma hoa.
Céac thiét bi di dong duogc coi la an toan
va giit quyén truy cdp doc quyén vao cac
khoa giai ma riéng tu. Dit liéu dugc truyén
doc quyén qua cac kénh duoc ma hoa TLS
v6i tinh bao mat chuyén tiép. Két qua 1a,
tinh bao mat dir liéu dugc duy tri ngay ca
khi may chu bi xam pham hodc bi gidm
sat mang thu dong, phu hop voi muc ti€u
tinh todn thué ngoai an toan (Popa va cong
su, 2011).

3.6. Chién lwoc téi wu héa cho HE
trén thiét bi di dpng

Dé giam chi phi tinh toan va tiéu thy
ning luong, nghién ctru 4p dung mot sd
chién luoc:

Batching: kha nang dong goi cua
CKKS dé xir Iy nhiéu dit liéu trong mot
ban ma3;

XA4p xi da thire: thay thé cac ham
kich hoat phi tuyén bang da thic bac thap
dé giam do sau mach;

Phan bo tinh toan: chuyén phan
suy luan sang may chu dé giam tai cho
thiét bi di dong;

Nén dir liéu: gidm kich thudc ban
ma trude khi truyén tai.



Céc chién lugc nay giup cai thién
dang ké hiéu nang va kha nang trién khai
thuc té cua hé théng.

3.7. Phan tich bdao mat

Hé théng dat mic bao mat tuong
duong 128-bit dya trén gid dinh do kho
ctia bai toan RLWE, mét bién thé ctia LWE
(Albrecht va cong sy, 2015). Piéu nay dam
bao rang cac tan cong vét can 1a khong kha
thi trong thuc té. Tuy nhién, mot sb rui ro
van ton tai, bao gdm ro ri thong tin thong
qua thoi gian xur 1y hodc kich thudc ban
ma, ciing nhu cac tin cong suy luan mo
hinh. Do do, trong cac nghién ctiru tuong
lai, cAn két hop HE vdi cac ki thuat bd
sung nhu differential privacy hodc secure
aggregation dé tang cudong bao mat.
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IV. Két qua va thio luin

Nghién cuu danh gia tinh kha thi
cua suy ludn hoc may dugc ma hoa trén
thiét bi di dong thong qua cac chi sb vé
hiéu nang, ti€u thu nang luong va chi phi
truyén thong. Cac két qua duoc thu thap
tir hé thong trién khai thyc té, véi dir liéu
giong noi tu LibriSpeech (Panayotov va
cong su, 2015).

4.1. Hiéu nang md hoa va gidai ma

Két qua cho thy thoi gian mi héa
tang gan tuyén tinh theo do dai vecto dau
vao, dao dong tir khoang 600 ms dén hon
1 gidy dbi voi cac tin hiéu tir 2 dén 4 giay.
Nguogc lai, thoi gian giai ma thip hon
dang ké do khong yéu cau cac phép toan
phtrc tap.

Bdng 1: Thoi gian md héa va gidi ma trén thiét bi di déng (Galaxy S21, CKKS)

Thoi lwong dau vao | Do dai vecto Thoi gian ma hoa (ms) Thoi gian giai ma (ms)
2 gidy 128 615 142
3 gidy 192 878 203
4 giay 256 1123 266

Xu hudéng nay phu hop véi cac
nghién ctru trude, trong d6 ma hoa dugc
xé4c dinh 1a thanh phan tén kém nhét khi
trién khai HE trén thiét bi di dong (Chen
va cong su, 2020). Piéu nay cho thiy
ma hoa 1a nut that ¢ chai chinh trong
hé thdng.

4.2. Hiéu nang suy lugn (Phia
mady chu)

Thoi gian suy luan trén may chu duy tri
dudi 400 ms trong moi trudng hop, cho thiy
kha nang xur Iy hi€éu qua cua mo6 hinh CNN
da duoc toi wu hoa cho HE. Viée st dung
cac ham kich hoat da thire gitp giam do sau
tinh toan va tranh nhu cau bootstrapping.

Bang 2: Thoi gian suy ludn duwoc ma hoa trén may chu

P dai vecto | Céc phép toin dong cAu | Thoi gian suy luin (ms) | Mire sit dung CPU (%)
128 ~5k 198 42
192 ~7.4k 272 54
256 ~10 nghin 347 63

Két qua nay phu hop véi cac nghién
ctru trudce do, trong do cac moé hinh tuong
thich HE c6 thé dat hiéu ning gan thoi
gian thuc khi trién khai trén ha tang may
chu (Bourse va cong su, 2018; Boemer va
cong su, 2019).

4.3. Chi phi mang va muc dp sw
dung bang thong

Chung t61 da do kich thudc ban ma
trudc va sau khi nén Brotli, va udc tinh
d6 tré truyén tai mang qua Wi-Fi 6 (300
Mbps) va LTE (30 Mbps).
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Bdng 3: Kich thuée ban ma va thoi gian truyén tdi

A ane Kich thude van ban ma héa | Kich thudc | Thoi gian Wi-Fi | Thoi gian LTE
Po dai vecto A ,
i (tho) nén (ms) (ms)
128 81 KB 41 KB ~1.1 ~11.1
192 121 KB 62 KB ~1,6 ~17.0
256 161 KB 81 KB ~2.1 ~22.2

Céc ban ma dd nén van ndm trong
giéi han bang thong chap nhan dugc cho
viéc suy ludn thoi gian thuc, ngay ca trong
diéu kién LTE. D6 tré khr hoi tong thé-
bao gdbm ma hoéa, truyén tai, suy luan va
giai ma-trung binh dudi 1,5 gidy trén Wi-
Fi cho tat ca cac do dai dau vao.

4.4. Pdnh gid tong thé hiéu ning
hé thong

Dbé danh gia toan dién hi€u nidng cua
hé thong suy luan ma hoa, ching t6i tién
hanh téng hop cac thanh phan d6 tré chinh

trong toan bo pipeline xir 1y, bao gom: (i)
thoi gian ma hoa trén thiét bi di dong, (ii)
thoi gian truyén tai dir liéu qua mang, (iii)
thoi gian suy luan dong hinh trén may chu,
va (iv) thoi gian giai ma két qua. Tong do
tré dau-cudi (end-to-end latency - EEL)
duoc xac dinh theo cong thurc:

EFEL = Trm‘ f Tm«‘ | Tfnf } :R.frf:‘

trong d6 T _, T

enc’

o LopvaT,  lan luot 1a

thoi gian ma hoéa, truyén tai, suy luan va
giai ma.

1700 4

1600 A

1500 1

1400 1

1300 4

D6 tré dau-cudi (ms)

1200

1100 4

1000 +

2.00 2.25 2.50 2.75

3.00

3.25 3.50 3.75 4.00

D6 dai tin higu (giay)

Hinh 2: Bé tré dau-cudi theo d dai tin hiéu véi diéu kién mang Wifi va LTE

Két qua nay cho thay rang cac thanh
phan chinh anh huong dén hiéu ning la
thoi gian ma hoa va suy luan, trong khi d6
tré mang chi dong vai tro thr yéu. Diéu
nay cung cb gia thuyét rang viéc t6i vu hoa
thuat toan HE va thiét ké moé hinh 1a yéu t
quyét dinh trong vi¢c cai thién hi¢u nang
hé thong. Su suy giam nay chu yéu do viéc
st dung cac ham kich hoat xép xi da thurc,

phu hop véi cac rang bude cua HE (Bourse
va cong sy, 2018). Tuy nhién, muc giam
nay dugc xem la chdp nhan dugc trong boi
canh bao vé quyén riéng tu.

4.5. Mirc tiéu thu nang lwong va
kha nang sw dung

Str dung Qualcomm Trepn Profiler,
chung t61 da theo doi muc tiéu thu nang



luong trong qua trinh ma hoda, gidi ma va
trang thai cho.

Mtrc tiéu thu dién nang trung binh
cua CPU trong qua trinh ma hoa: 3,2 W

Miic hao pin m&i 1an ma hoa mau: 1,4%

UGce tinh mirc su dung pin cho 10
1an suy luan: ~15% pin (khi sac day)

Két qua do luong cho thdy qua trinh
ma hoa tiéu thy nang lugng dang ké trén
thiét bi di dong, nhung & mirc chap nhan
dugc. Nhitng phat hién nay phu hop véi
cac nghién ctiu trudc day, trong d6 HE
dugc xac dinh 13 ky thuat tiéu ton tai
nguyén va nang luong khi trién khai trén
thiét bi cAm tay (Chen va cong su, 2020).
Do d6, viéc tdi uu hoa nang luong hodac st
dung phan ctmg chuyén dung 1a can thiét
dé cai thién kha nang tng dung thuc té.

4.6. Tom tit va y nghia

Két qua thyc nghiém cho thay kién
triic di dong-dam may két hop véi CKKS 1a
kha thi d6i v6i cac mé hinh hoc may quy mé
nho. Tuy nhién, van ton tai mot ) han ché,
bao gém chi phi ma héa cao, tiéu thu ning
luong 16n va rang budc thiét ké mo hinh.

Nhirng két qua nay cho thdy sy danh
ddi 15 rang gitra bao mat, hiéu nang va do
chinh xé4c trong cac hé thong Al bao vé
quyén riéng tu. Trong tuong lai, cac cai
tién vé thuat toan HE, t6i vu hoéa mo hinh
va hd tro phan cimg c6 thé giup giam cac
han ché ndy va mo rong kha ning ung
dung thuc té (Boemer va cdng su, 2019).

V. Két luén

Bai bao da danh gia tinh kha thi cua
viéc trién khai ma hoa dong hinh CKKS
trong suy ludn hoc mdy bao vé quyén
riéng tu trén thiét bi di dong thong qua
kién trac di dong-dam may lai. Két qua
thuc nghiém cho théy suy ludn ma hoa cé
thé dat d6 tré gan thoi gian thue (dudi 1,5
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giay trén Wi-Fi va dudi 2 giay trén LTE)
v6i mirc tiéu thy nang luong chap nhan
dugc, khiang dinh tiém ning Gmg dung cua
HE trong cac hé théng Al di dong.

Tuy nhién, qué trinh ma hda trén
thiét bi van 1a nut thit ¢ chai, cung voi
cac han ché vé& ning luong va rang budc
thiét ké mo hinh. Cac két qua ciing cho
thdy sy danh doi giita bao mat, hiéu ning
va do chinh x4c.

Trong twong lai, cac nghién ctru can
tap trung vao t6i wu hoa thuét toan HE,
thiét ké mo hinh than thién v6i HE va khai
thac ting toc phan cimg, nham thuc day
trién khai cac tmg dung Al bao vé quyén
riéng tu trén thiét bi di dong.

Loi cam on. Cong trinh nay dugc
hd tro mét phﬁn bdi du an khoa hoc ma
s6 MHN-2025-02.23, do Pai hoc Mo Ha
Noi tai tro.
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MOBILE DEVICE-BASED ENCRYPTION-ASSISTED
SCREEN WITH SECURITY METHODS IN APPLIED
MACHINE LEARNING
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Tran Duy Hung', Dang Thuy Linh'

Abstract: Homomorphic encryption (HE) enables secure computation on encrypted
data without exposing sensitive information, making it a promising approach for privacy-
preserving machine learning (PPML). However, its high computational cost remains a major
barrier to deployment on resource-constrained mobile devices. This paper evaluates the
feasibility of the CKKS homomorphic encryption scheme for encrypted speech inference on
smartphones within a hybrid mobile-cloud architecture. A three-layer convolutional neural
network (CNN) compatible with HE is implemented and evaluated using the LibriSpeech
dataset. Experimental results show that end-to-end encrypted inference can be achieved with
latency below 1.5 seconds over Wi-Fi and under 2 seconds over LTE, with acceptable energy
consumption. Although on-device encryption remains the primary bottleneck, optimization
strategies such as batching, model approximation, and computation offloading demonstrate
the practical potential of HE-based Al applications on mobile devices.

Keywords: Homomorphic encryption, CKKS, Privacy-preserving machine learning, Encrypted
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