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Tom tit: Trong boi canh hé sinh thdi Internet van vt (IoT) phdt trién nhanh chéng véi
quy mé hang ty thiét bi, van dé bao mdt dang tré thanh mot thach thirc mang tinh séng con
doi véi cdc hé thong thong tin truyén thong. Sw han ché vé tai nguyén tinh todn va tinh phén
tan cao ciia cdc nit mang bién da lam suy yéu hiéu qua ciia cdc co ché phong thi ¢é dién.
Cdc ky thuat tri tué nhdn tao (Al) va hoc may (ML), tiéu biéu nhu Random Forest, mang No-
ron tich chdp (CNN), mang bo nho dai - ngcfn (LSTM), Autoencoder va BiLSTM, dang duoc
dp dung ngay cang sdu réng trong no luc nang cao tinh an toan, linh hoat va khd nang tu
thich vmg ciia cdc hé thong IoT. Bai viét tong quan ndy tién hanh phdn tich chi tiét kién tric
phan 16p ciia hé thong IoT hién dai, ddnh gid toan dién cdc 16 hong bdo mdt tai timg phdn
tang, va khdo sat cac phwong phap tiép can AI/ML tién tién dang dwoc trién khai. Ddc biét,
nghién ciru di sdu vao cdc xu hwéng cong nghé méi néi dinh hinh twong lai bao mdt IoT,
bao gom hoc lién két (Federated Learning - FL) giiip bdo vé quyén riéng tu, Al ¢6 kha ning
gidi thich (XAI) nham tang tinh minh bach, cdc co ché bao vé tinh toan ven ciia mé hinh Al
va kién triic phong thi da tang. Dwa trén cdc phdn tich chuyén sdu, tac gia dé xudt mét mé
hinh kién tric bao mat IoT tich hop Al da tang, dong thoi vach ra cac dinh hiedng nghién ciru
chién lwoc nham dap ing yéu cau thiee tién trong ky nguyén cong nghiép 4.0.

Tir khoa: internet van vat, tri tué nhdan tao, hoc may, hé théng phat hién xam nhdp, hoc lién
két, AI c6 thé gidi thich

I. Pit vin dé cach thirc con ngudi va mady moéc tuong
Su tién hoa vuot bac cua cong nghé tac voi thé gidi vat 1y. Thong qua viée két
Internet van vat (IoT) di va dang tao ra ndi hang ty thiét bj nhing théng minh,
nhing chuyén dich kién tao sau sic trong hé sinh thai IoT dong vai tro hat nhan
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trong cac linh vuc trong yéu nhu y té tir
xa, giao thong thong minh, ty dong hoa
cong nghiép 4.0 va quan tri nang lugng
(Ahmed, 2022; Statista, 2024). Theo cac
bao céo phan tich thi truong, quy mo thiét
bi ToT toan cau du kién s& vuot ngudng
29,4 ty thiét bi vao nam 2030, tao ra mot
khong gian dit liéu khong 16 va lién tuc
(Statista, 2024). Tuy nhién, chinh sy gia
tang theo cap s6 nhan vé quy mo, dic tinh
phan tan dién rong va tinh di thé phuc tap
ctia cac thiét bi nay di vo tinh mo rong bé
mat tan cong mang 1én mirc chua ting co,
dat ra nhirng bai toan hdc btia cho cong tac
quan tri rui ro an toan thong tin (PaloAlto,
2024; Nguyen, 2023).

Céac kich ban tin cong mang hién
dai khong con gidi han & cac phuong thie
don 1¢, ma c6 xu hudng tién hoa thanh cac
cudc tan cong da di¢n, c6 chu dich (APT),
khai thac ddng thoi nhidu bé mat dé tén
thuong. Cac 18 hong trai dai tir thiét bi dau
cudi v6i tai nguyén han ché, cac giao thuc
truyén din mang, cho dén cac giao dién
13p trinh ung dung (API) va tham chi Ia
cac k¥ nghé xa hoi nham vao con ngudi
(Wet, 2024; Hassan, 2024). Céac cudc tAn
cong dién hinh nhu mang botnet Mirai
khai thac 16 hong mat khau mic dinh cta
thiét bi IoT di ching minh stc tan pha
khing khiép cta viéc lgi dung céc thiét bi
bao mat yéu kém dé thuc hién tin cong
tir chdi dich vu phan tan (DDoS) quy mb
16n (Antonakakis, 2017). Trong bdi canh
ndy, cac phuong thirc bio mat truyén
thong dang boc 10 nhimg diém yéu chi
mang, thiéu tinh linh hoat va gan nhu bét
luc trude cac bién thé tn cong zero-day
(Laghari, 2024; Raeisi, 2024).

Dé vuot qua nhitng gi6i han cbt 16
cua bao mat truyén théng, tri tué nhan
tao (AI) va hoc may (ML) di ndi 1én nhu

mot h¢ hinh méi, cung cép kha nang tao
ra mot “16p phong thu thong minh”. Nho
suc manh trong viéc xu ly lugng dir li€u
khong 10 va nhan dién cic mau hinh phi
tuyén, AI/ML cho phép hé théng tu dong
thich nghi, hoc hoéi tir moéi truong va dua
ra cic quyét dinh phan tng theo thoi gian
thuc trude cac mdi de doa bat thuong
(Kikissagbe & Adda, 2024; Soofi, 2024).
Bét chap nhitng tiém nang to 10, tién trinh
hoi nhap Al vao khong gian IoT van d6i
mat voi nhitng rao can ki thuat khat khe.
Yéu cau 16n nhat nam & viéc trién khai cac
mo hinh tinh todn cudng do cao trén cac
thiét bi bién (edge devices) von bi gii han
nghiém ngit vé nang luong, b nhé va kha
nang xur 1y (Compunnel, 2024).

Nhiam hé théng hoéa lai cac bude tién
cong ngh¢ trong linh vuc nay, bai bao thuc
hién mot nghién ctru tong quan chuyén sau
vé viéc tmg dung AI/ML trong kién tric
béo mat ToT. Piém khac biét cua nghién
ctru nay la viéc phan loai cac ky thuat hoc
may khong chi dua trén thuat toan, ma con
gan chit v6i timg phan tang cu thé trong
kién trac hé théng ToT hién dai.

IL. Co s6 1y thuyét va kién tric hé
théng IoT

Hé théng IoT hién dai thuong dugc
thiét ké va trién khai dua trén nguyén 1y
kién triic phan ting. Viéc phan tach nay
khong chi gitp triru tugng hoa céac chic
ning phan cing/phan mém dé dé& dang
quan tri, ma con cho phép ap dung cac
chinh sach bao mat vi mo mot cach hiéu
qua. Mic du kién trac 3 16p kinh dién timg
duoc st dung rong rai, su bung nd cua dién
toan bién va cac dich vu ddm may phtc
tap dd thuc ddy gidi nghién ciu dé xuit
cac mo hinh kién trac mé rong, tiéu biéu
1a kién trac 5 16p (Gupta, 2024; Hassan,
2024). M6 hinh nay bd sung thém 16p xir



1y trung gian va l6p quan ly dich vu, déc
biét thiét yéu cho cac hé thong yéu cau do
tré thap, phan tmg thoi gian thuc va dam
bao tinh riéng tu nhu y té tir xa hay xe tur
lai (Soofi, 2024).
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Hinh 1: Mé hinh kién triic phan I6p IoT
hién dai (Nguon tham khao:Gupta, 2024)

Su phéan chia thanh cac 16p chuyén
biét ddng nghia v&i viée phat sinh cac vécto
tan cong va 16 hong bao mat mang tinh déc
thi cho ting tang phan rd nhu sau:

Lop cam nhan (Perception Layer):
Pay 13 tuyén dau ctia hé théng, bao gdm
cac cam bién, co cdu chap hanh va céc vi
diéu khién cap thap. Lop nay cuc ky nhay
cam trudc cac rui ro bao mat vat 1y (thao
d3, sao chép firmware), tin cong nhiéu
song, gia mao nut mang, hoac bét gobitin do
khong du kha nang chay cac giao thirc ma
hoa phuc tap (Wei, 2024; Laghari, 2024).

Loép mang (Network Layer): Dong
vai tro cau ndi dit liéu, 16p nay st dung da
dang céc giao thirc truyén thong (Zigbee,
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LoRaWAN, 5G, Wifi). Bé mit tan cong
tai day chu yéu tip trung vao cac nd luc
danh sap bang thong thong qua tan cong
tr chdi dich vu (DDoS), tan cong chen
ép dinh tuyén, tan cong dinh tuyén gia
mao va tdn cong trung gian (Gupta, 2024;
Netgear, 2024).

Lép xtr ly trung gian (Middleware/
Edge Layer): Noi tap két va tién xu 1y dix
lidu tir hang ngan thiét bi dau cubi. Piém
yéu cua phan tang ndy nim & nguy co
leo thang dic quyén, lay nhiém mi doc
tinh/dong trong qua trinh luan chuyén
tép dir lidu, va cac 16 hong lién quan dén
4o hoa trén cac tram bién (Hassan, 2024;
Bitdefender, 2024).

Lép tmg dung (Application Layer):
Cung cip dich vu truc tiép cho ngudi ding
cubi thong qua cac giao dién web, di dong.
L4 hong thuong xuat phat tir viée thiéu
co ché xéac thuc da yéu t6, phan quyén
long 180, 10 ri API, va céac 16i phén mém
truyén théng nhu SQL Injection hay XSS
(Hassan, 2024).

Lép quan ly dich vu (Business/
Management Layer): Téng cao nhat quyét
dinh logic kinh doanh va chién luoc van
hanh. T4n cong vao 16p nay thuong 1a cac
cudc tin cong tinh vi nham vao logic quan
tri, thay ddi chinh sach hé théng hoic khai
thac dir liéu tap trung quy mod 16n, gay
hau qua tham khdc cho toan bo mang ludi
(Netgear, 2024; Bitdefender, 2024).

Viéc anh xa chinh xac cac bé mat
tan cong nay vao kién trac phan 16p 1a nén
tang cot 161 dé trién khai cac mo hinh AT/
ML mét cach ¢6 muc tiéu. Cac nghién ciru
hoc thuat gan day lién tuc khang dinh rang
ATl khong chi la mdt cong cu phan tich phu
trg, ma phai dugc nhung truc tiép nhu mot
16p phong thii tu than tai moi diém nat
mang (Soofi, 2024; Hassan, 2024).
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I11. Phwong phap nghién ciru

Nghién ctru nay tiép can viéc danh
gia AI/ML thong qua lang kinh chirc
nang bao mat. Cac thudt toan hoc may tu
co ban dén hoc sau dugc phan tach dua
trén kha nang cua ching trong viéc giai
quyét ba bai toan cbt 13i gdm phat hién
xam nhap, phat hién ma doc va phan tich
hanh vi bat thuong. Viéc ap dung Al cho
phép hé théng vuot qua cac rang budc
ctia phuong phap dua trén chir ky, chuyén
d6i sang phuong phap phan tich hanh vi
c6 kha niang d6i phé voi cac cudc tin
cong Zero-day (Gueriani, 2024; Ferdous,
2024). Tuy vy, bai toan toi wu héa tai
nguyén phan cing dé duy tri kha ning
suy dién tdc do cao tai thiét bi bién van
la trong tdm cua cac phuong phap luan
hién nay.

3.1. Phat hién xdm nhap

Cac hé théng phat hién xam nhap
danh cho IoT da chung kién mét su dich
chuyén cong nghé manh mé tr cac luat
heuristic cimg nhic sang cac mo hinh
mang no-ron sau. Cac kién trac nhu mang
no-ron tich chap (CNN), mang by nhé
dai-ngan (LSTM), hay mo hinh lai thé
hién su vuot trdi trong vi¢e khai thac cac
dac trung khong gian va thoi gian tir dong
luu lugng mang cuc 16n (Mahanipour &
Khamfroush, 2024; Diro & Chilamkurti,
2018). Vi du, mot mo hinh CNN khi duogc
tdi wu hoa véi cac ky thuat lya chon dac
trung ty dong c6 thé dat do chinh xac 1én téi
98.1% trén bo dir liéu chuan CICIDS2017
(Mahanipour & Khamfroush, 2024). Dua
vao kién trac phan ting, AI-IDS c6 thé
duoc ciu tric nhu sau:

Tai 16p mang: Cac mo hinh LSTM
dugc trién khai tai cac Gateway dé phan
tich chudi cac géi tin mang theo thoi gian

thuc, tir d6 nhan dién cac cudc tin cong
DDoS hay quét cong v6i do tré tdi thiéu
(Mahanipour & Khamfroush, 2024).

Tai 16p xir 1y trung gian: Ap dung
cac thuat toan hoc tang cuong Sau dé lién
tuc toi wu hoa cac chinh sach chin loc luu
luong, gitp ngan chan sy lay lan cia céc
botnet tinh vi lan khuit trong cac cum
thiét bi bién (Gueriani, 2024).

Tai 16p quan ly: Str dung mang
no-ron hoi quy dé dbi chiéu va phat hién
nhing sai léch trong luéng hanh vi diéu
khién tir may chu trung tim xudng thiét
bi, gidm thiéu rui ro tir cac cudc tan cong
nhim véo ha tﬁng quan tri.

3.2. Phat hi¢n phan mém djc hai
(Malware Detection)

Béi canh IoT véi su da dang cua cac
kién tréic vi xr Iy tao diéu kién cho malware
bién hinh d& dang lan tron. Cac thuét toan
hoc may truyén théng két hop véi trich
xudt dic trung tinh va dong da duoc chimg
minh 1a cyc ky hi¢u qua. Theo nghién cuu
cuia Ferdous 2024, cac md hinh rimg ngau
nhién (Random Forest - RF) va may hoc
véc-to hd trg (SVM) t6 ra rat manh mé khi
hoat dong vai cac bo dir li¢u dac trung ma
ngudn IoT. Trong khi do, cac mang phtic
tap nhu Deep Belief Network (DBN) c6
kha nang tu dong hoc cac biéu dién phi
tuyén tir chudi ma byte ciia phan mém doc
hai. Chién luoc phén bo tai cac 10p:

L6p cam nhan: Trién khai mo hinh
SVM hodc Random Forest dung lugng
nho tryc tiép trén firmware thiét bi dé
kiém tra tinh toan ven va phan tich ma doc
tinh trudce khi thue thi.

L6p trung gian: Trién khai DBN
hodc cac hop cat (sandboxes) str dung Al
dé quan sat hanh vi dong cua cac tap tin



kha nghi khi chung dugc truyén tai giira
dam may va bién (Ferdous, 2024).

Lop tng dung: Al dong vai trd nhu
mot 16p bao v¢ thoi gian chay (runtime
protection), kiém duyét cic API call va
ngan chan cac doan script doc hai tiém
nhiém vao quy trinh hoat dong ctia thiét bi.

3.3. Phat hién hanh vi bit thwong
(Anomaly Detection)

Trai nguoc voi viée tim kiém cac
mAu tdn cong da biét, phat hién bat thuong
tap trung vao viéc mo hinh hoda trang thai
“binh thuong” cua hé thdng va giong 1én
hdi chudng canh bao trudec moi do léch
chuan. Cac thudt toan hoc khong giam
sat nhu K-means, DBSCAN va dac biét
la Autoencoder (AE) dong vai tro xuong
song trong phuong phap nay. Viéc sir
dung Autoencoder trong mé hinh hoc tu
giam sat lién két tai bién khong chi cho
phép thiét bi hoc thudc cac hanh vi cuc bd
mdt cach doc 1ap ma con giam thiéu viéc
trao doi dit liéu tho, qua d6 ting cudong
bao mat dir liéu (Gelenbe, 2024a,b).

Tai 16p cam nhan: St dung cac thuat
toan gom cum (Clustering) tiéu ton it ning
lwong dé khoanh vung va cach ly cac dix
liéu cam bién bat thudng, phong ngira tin
cong tiém dir li€u sai 1éch (Hassan, 2024).

Tai 16p xtr 1y trung gian: Cac bo
giai ma tu dong dong vai trdo nén va tai
tao dir liéu, moi goi dir liéu khong thé tai
tao hoan chinh s& bi gan c& bat thuong
(Gelenbe, 2024a).

Tai 16p ung dung: Ung dung md
hinh chudi mang no-ron BiLSTM hoic
Transformer dang nhe dé lap ho so thoi
quen nguoi dung, ngay lap tic vo hi¢u
héa cac phién dang nhdp gia mao, du
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chung str dung dung thong tin xac thuc
(Gelenbe, 2024Db).

IV. Két qua va thio luin

4.1. So sanh danh gia cdc ky thudt
AI/ML

Pé cung cap mot cai nhin khach
quan vé tinh kha thi khi 4p dung Al vao
IoT, Bang 1 trinh bay mot sy so sanh chi
tiét gilta cac thuat toan tiéu biéu. Cac
tiéu chi danh gia dugc thiét 1ap dua trén
céc yéu cau khat khe ctia moi truong IoT
thyc tién: do chinh xac, do tré suy dién,
ngan sach ning lugng, tai nguyén phan
clng yéu cau, va kha ning giai thich duoc
(Explainability) - mot yéu t6 ngiy cang
dugc coi trong trong danh gia rui ro thuéat
toan (Gueriani, 2024; Ferdous, 2024;
Gelenbe, 2024a).

Céc mo hinh hoc may kinh dién
(SVM, RF) v6i yéu cau tai nguyén thip va
tinh minh bach cao phu hgp hoan hao cho
cac nut mang bién ¢ 16p cam nhan. Nguoc
lai, strc manh phan tich luéng cua hoc sau
(CNN, LSTM) lai thé hién tai cac Gateway
hodc bd diéu khién trung tdm ¢ 16p mang,
du phai ddnh dbi bang chi phi tinh toan
cao (Mahanipour & Khamfroush, 2024;
Ferdous, 2024). Diéu nay khéng dinh luan
diém rang viéc phong thu hé théng IoT
can phai dua trén mot kién trac lai, két
hop dan xen cac thuat toan khac nhau &
ting tang cu thé.

4.2. Cac thach thirc hién hitu va
rao cdn ky thudt

Su két hop giira Al va IoT tao ra mot
hé théng phong thu tién tién, nhung ban
than sy két hop nay ciing tiém an cac rui
ro ndi tai nghiém trong:
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Bang 1: So sanh cac ky thudt AI/ML vng dung trong bao mdt loT
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mang cho bién

Nguy co chdéng lai moé hinh Al
(Adversarial Machine Learning): Mo
hinh AI réat d& bi dénh lra bodi cac cude
tan cong d6i khang hodc dau doc dir
liéu. Ké tin cong co thé chén cac nhidu
vi md vao luu luong mang khién mo
hinh IDS nhan dién sai 1éch, bién Al
trd thanh mat xich yéu nhét trong hé
théng (Aouedi, 2024; Xu, 2024). Viéc
tmg dung cac co ché thily van mé hinh
(Model Watermarking) dang duoc day
manh dé xac minh tinh toan ven ctia mo
hinh (Zhang, 2025). Khung hoang niém
tin va tinh giai thich: Pac tinh “hop

den”cua hoc sdu can tré cac nha quan
tri mang hiéu duoc Iy do tai sao mot
canh bao dugc dua ra. Thiéu hut cong
cu Al c¢6 thé giai thich lam giam kha
ning truy vét sy ¢ phap y va giy kho
khin trong viéc dap tmg cac tiéu chuan
tuan thu phap 1y toan cau (Baral, 2024).
Quyén riéng tu dir lidu: Viéc tap trung
héa ludng dir lidu tho tir hang ty thiét bi
10T vé ddm may dé huan luyén mo hinh
vi pham nghiém trong cac quy dinh vé
quyén riéng tu, doi hoi su thay doi trong
phuong phap luan huin luyén mé hinh
(Uddin, 2024; Compunnel, 2024).



4.3. Hwéng phdt trién va Kién triic
dé xudt

bPé vuot qua céc rao can trén, tuong
lai cua bao mat AI-IoT dinh hinh qua ba
tru cot cong nghé chién luoc:

Téi wu hoa M6 hinh va TinyML: Ky
thuat luong tir hoa va cit tia trong s cho
phép thu nhé cac mé hinh hoc sau khong
16 xudng kich thudc vai Kilobyte dé chay
truc tiép trén vi diéu khién. Vi du, mot
md hinh MobileNetV2 siéu nhe c¢6 thé
phat hién DDoS trén bo mach Raspberry
Pi Zero W v6i d6 tré dudi 300ms, dat do
chinh xéc trén 91.8% (Schmitt, 2023).

Hoc lién két: Chuyén d6i mo hinh
hoc may tur tdp trung sang phan tan. FL
cho phép thiét bi chi chia sé trong s6 mo
hinh lén may chu thay vi gti dir liéu tho,
giai quyét triét dé bai toan quyén riéng
tu. Theo nghién ctu (Aouedi, 2024), FL
két hop v6i Hoc lién tuc gitip hé théng tu
dong cép nhat tri thirc mdi, gidm 65% rai
ro ro ri dir liéu.
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Tri tué nhén tao c6 thé giai thich: Tich
hop cac thuat toan gidi thich nhu SHAP,
LIME, hodc Grad-CAM vao hé théng IDS.
Céc k¥ thuat nay giup biéu dién tryc quan
muc do dong gép cua tung dac trung vao
quyét dinh canh béo ctia AL hd tro dic luc
cho quan tri vién (Baral, 2024).

Dua trén cac phan tich cong nghé,
tac gia dé xuat mot kién trac bao mat da
tang tich hop Al cho hé thong ToT, duoc
minh hoa tai hinh 2

Phan bd logic cua kién tric dé xuat:

Lép cam bién (Bién siéu nho):
Nhung cong nghé TinyML két hop véi cac
thuét toan K-means hodc SVM nhe dé lién
tuc thue hién x4c thuc hanh vi thiét bi dwa
trén dic diém tiéu thu nang luong va thoi
quen giri goi tin, loai bo thiét bi bi xam
pham ngay tir phan cing (Aouedi., 2024;
Schmitt, 2023). Lép mang (Gateway):
Trién khai cac hé théng IDS dua trén phén
cung chuyén dung chay thudt toan CNN
hoac LSTM Ilugng ti hoda, chin diung
cac cudc bao luu lugng (DDoS) va phan
tich cac gbi tin bat thuong ¢ téc d6 mang
(Mahanipour & Khamfroush, 2024).

L6p diéu phdi (Fog/Edge Nodes):
bong vai trd hat nhan trong mang hoc
lién két (FL). Cac tram bién s& diéu phdi
qua trinh téng hop trong s tir cac thiét bi
truc thudc, ddm bao mod hinh Al cuia toan
hé théng khong ngimg duoc nang cap ma
héa ma khong xam pham quyén riéng tu
(Aouedi, 2024).

Lop Giam sat BDam may (Central
Cloud): Sr dung ha tang dién toan khong
16 dé ddi chiéu (correlation) toan canh
vé cac mdi de doa dai ding (APT). Tang
nay bat budc ap dung cong nghé XAI
dé cung cip bao cdo suy luan hoc thuit
rd rang cho chuyén gia phan tich su cb
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(SOC Analysts) (Baral, 2024). Kién trac
nay khong chi coi Al 1a mot cong cu phan
tich roi rac, ma bién no6 thanh cac mach
méu ctia mot co thé tw mién dich, co kha
nang phat hién som, cach ly tuc thi va tu
hoc hoi qua thoi gian.

V. Két luin

Bai viét da hoan thanh viéc hé thong
hoéa va phan tich mot cach toan dién cac
ung dung cua tri tué nhan tao va hoc may
trong kién trac bao mat Internet van vat
(IoT). Bang viéc tiép can theo mo hinh
phan 16p mang, nghién ctru da chi 1 ring
khong ton tai mot giai phap Al don 1¢ nao
du stc chéng d& cac dang thirc tin cong
da dién hién nay. Moi 16p tir thiét bi vat 1y,
ha ting truyén tai dén nén tang dam may
déu mang theo nhiing 16 hong chi mang
riéng biét.

bong gop quan trong cua nghién
ctru 14 viée dinh vi va dé xuit mot md hinh
bao mat Al- IoT da tﬁng va phan tan, noi
su giao thoa cua TinyML, hoc sau, hoc
lién két va Al co thé gidi thich tao ra mdt
mang ludi phong ngy chii dong. Viée tbi
uu héa mé hinh hoc may cho moéi truong
rang budc tai nguyén, dong thoi bao dam
tinh toan ven quyén riéng tu dir liéu sé
1a tiéu chuan tbi thuong cho thé hé ToT
tuong lai. Bai bao hy vong cung cip mot
khung tham chiéu chién lugc (framework)
gi4 tri danh cho cic nha nghién ctru, kién
trac su hé thong va k¥ su an toan thong tin
trong hanh trinh xay dyng mot h¢ sinh thai
két ndi van vat thyc su thong minh, kién
cudng va bén viing.
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A COMPREHENSIVE SURVEY OF MULTI-LAYERED
SECURITY TECHNIQUES FOR AI-INTEGRATED
10T SYSTEMS

Nguyen Dang Hieu', Dao Xuan Phuc?

Abstract: In the rapidly evolving landscape of the Internet of Things (IoT) ecosystem,
characterized by billions of connected devices, security has emerged as a critical challenge
for traditional information systems. The inherent resource constraints and highly distributed
nature of edge nodes have significantly undermined the efficacy of classical defense
mechanisms. Artificial Intelligence (A1) and Machine Learning (ML) techniques, notably
Random Forest, Convolutional Neural Networks (CNNs), Long Short-Term Memory
(LSTMs), Autoencoders, and BiLSTM, are increasingly being deployed to enhance the safety,
fexibility, and autonomous responsiveness of loT architectures. This comprehensive survey
meticulously analyzes the layered architecture of modern IoT systems, critically evaluates
the security vulnerabilities inherent at each stratum, and reviews prominent, state-of-
the-art AI/ML methodologies currently in deployment. Furthermore, the research delves
into emerging technological trends shaping the future of loT security, including privacy-
preserving Federated Learning (FL), Explainable Al (XAI) for enhanced transparency,
model integrity protection mechanisms, and multi-tiered defense architectures. Grounded in
profound analytical insights, the author proposes a multi-layered Al-integrated loT security
architecture spanning from the edge to the cloud, while simultaneously charting strategic
research directions to address practical demands in the Industry 4.0 era.

Keywords: internet of things, artificial intelligence, machine learning, intrusion detection
system, federated learning, explainable Al
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