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Tém tit: Trong bai bdo nay, mét lwoc do sai phdn khéng chudn dwegc thiét ké nham béo
toan céc tinh chat dong hoc cot 16i ciia mot hé mé hinh lan truyén virus may tinh. Khac biét
Véi cdc phiong phdp xdp xi truyén thong, lwoc do dé xudt dam bdo tinh chat dwong, tinh bi
chan cua nghiém, ciing nhu sy t6n tai va tinh chat én dinh ciua diém can bcing bat ké kich
thude bude thoi gian. Tinh on dinh ciia diém cén bang trong hé roi rac NSFD dwoc khdo sdt
va chirng minh chdt ché théng qua viéc su dung va mo rong dinh Iy on dinh Lyapunov. Cac
két qua mé phong sé hoc khéng chi xdc thuce tinh ding dan cia nén tang Iy thuyét da xdy
dung ma con minh chimg ré nét tinh wu viét ciia phwong phédp NSFD trong viéc khdc phuc
hién twong bt én dinh sé thwong gdp ¢ cac lwoe do sai phan binh thirong.

Tir khéa: mé hinh lan truyén virus mdy tinh, lege dé sai phdn khéng chudn héa, dinh Iy 6n dinh

Lyapunov, mé phong sé, bdt on dinh s6
I. Pit van dé

Su bung nd cua céng nghé vién
thong va mang Internet toan cau di mang
lai nhiing gié tri to 16n, nhung song hanh
cung do la rui ro ngady cang gia tang tur
cac loai ma ddc va virus may tinh. Virus
may tinh, ban chit 1a cic chuong trinh
ddc hai co6 co ché tu sao chép va nhan
ban, loi dung cac 16 hong bao mat dé lay
lan nhanh chéng giita cac hé thong trong
mang (Cohen, 1987; Szor, 2005). Trong
kich ban phat tdn manh, virus c6 thé thuc
thi hang loat cac 1énh pha hoai, danh cip

dir liéu, lam té li€t cuc bo hodc tham chi
pha hiy hoan toan hé thdng. Méi de doa
nay gay ra ton that kinh té udc tinh 1én t6i
hang ty USD mdi nim do su gidn doan
dich vu va chi phi khoi phuc hé théng
(Garetto, 2003; Kephart va White, 1991).

Mac du cac phé‘m mém diét virus
khong ngimg duoc cai tién, sy xuét hién
clia cac bién thé virus méi véi co ché ting
hinh tinh vi thuong di trudec mot bude so
v6i1 cac ban cap nhat bdo mat (Zou va cong
su, 2002). Do do, céc giai phap ngan chan
cuc bo la chua du. Léy cam hung tur su
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trong dong gitta qua trinh 1ay nhidm cua
virus may tinh va co ché truyén nhiém cta
dich bénh trong sinh hoc tu nhién, nhiéu
nha nghién ctru da 4p dung cac mo hinh
toan hoc vi phan dé phan tich dong luc hoc
cua su lay lan ma doc (Anderson & May,
1991; Mishra & Jha, 2014; Yang va cong
su, 2012, 2013). Cac nghién ctru nay cung
cép cai nhin vi mo vé ngudng iy nhiém
co ban va hd trg xay dung cac chinh sach
phong thi mang dai han (Wang va cong
su, 2014; Yang & Yang, 2014).

Tuy nhién, phan 16n cac cong trinh
hién nay tap trung vao phan tich dinh tinh
md hinh lién tuc. Thue té cho théy, cac mo
hinh hé phuong trinh vi phan phi tuyén
bac cao mo ta sy lay lan virus rat hiém
khi ton tai nghiém giai tich tuong minh
(Brauer va Castillo-Chavez, 2012). Bé ap
dung vao thyc tién, viéc tim nghiém gan
dung thong qua cac phuong phap s6 13 yéu
cau bét budc. Cac luge dd sai phan binh
thuong (SFDM) nhu Euler, Runge-Kutta,
hay Taylor thuong dugc st dung (Ascher
va Petzold, 1998; Burden va Faires, 2015).
Dau vay, khi giai cac hé phi tuyén phuc
tap, cac SFDM thuong bde 16 sy han ché
nghiém trong: hién trong khong 6n dinh s6
(numerical instabilities), tao ra cac nghiém
am hodc diém can bang gia khi budc thoi
gian khong du nhé (Gumel, 2002; Stuart va
Humphries, 1996). Viéc thu nhé bude luéi
lai dAn dén chi phi tinh toan khong 15, dic
biét trong cac mo phong mé hinh mang thoi
gian thuc (Anguelov va Lubuma, 2003).

Dé giai quyét triét dé su bat on dinh
nay, Mickens da tién phong dé xuat khai
niém Lugc do sai phan khong chuan hoa
(NSFD). Phuong phap nay tai ciu trac cac
thanh phan phi tuyén va sir dung ham mau
s6 phtrc hop, dam bao mé hinh rdi rac bao
toan chinh x4c cac tinh chat dong hoc cua
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phuong trinh vi phan gbc bat chip kich
thudc budce ludi (Cole va Mickens, 2010;
Dang va Hoang, 2016; Patidar, 2016).
Mic du NSFD dd git hai nhiéu thanh
cong trong sinh hoc va hoa hoc (Arenas
va cong su, 2008; Dang va Hoang, 2017;
Dimitrov va Kojouharov, 2010), viéc ap
dung phuong phap nay vao cdc mo hinh
lan truyén virus may tinh van con rat han
ché. Mot sé cong trinh tiéu biéu, chiang
han nhu nghién ctru cua Din va cdng su
(2015), da budc dau tiép can NSFD cho
mo hinh virus may tinh, song hau hét van
stt dung ham mau sé ¢(h) dang co ban
hoic chua cung cap dugc bang chimg giai
tich tron ven vé tinh 6n dinh toan cuc trén
khong gian ba chiéu.

Xuat phat tir khoang tréng nghién
ciru néu trén, bai bao nay tién hanh xay
dung va phan tich mot lugc d6 NSFD cai
tién dya trén mo hinh lan truyén virus may
tinh tiéu biéu duoc dé xuat boi Yang (Yang,
2014). Diém dot phéa ciia nghién ciru nay
so voi cac cong trinh di trudc nam ¢ hai

khia canh c6t 15i: (1) Thiét ké mot ham
1_e—1.6h

mau sé phic hop ¢(h) = duoc
tinh chinh riéng dé xur Iy dong luc hoc lay
nhidm chéo phi tuyén giira cac nit tiém
an va nit pha hoai; va (2) Lan dau tién dé
xuat k¥ thuat thu gon khong gian pha vé
da tap bat bién hai chiéu (B dé 1) nhim
ching minh tinh 6n dinh toan cyc bang
dinh ly Lyapunov mot cach tudng minh va
chit ché nhit. Cac két qua phan tich toan
hoc va mé phong sb sau d6 sé khang dinh
NSFD khéng nhitng khic phuc triét dé
yéu diém "diém bat dong gia" cia SFDM
ma con duy tri sy 6n dinh vo diéu kién dbi
v6i kich thude budce thoi gian.

IL Co s6 1y thuyét

Dé thuan tién cho viéc thiét lap hé
théng dong luc hoc lan truyén virus, mang
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may tinh dugc mo hinh héa thanh tap hop
cac nat. Mot nat ¢6 thé 1a nit trong chua
két ndi ra bén ngoai hodc nit ngoai da két
ndi Internet toan cau. Trang thai cia mdt
nut duoc dinh nghia: chua nhiém bénh,
nhiém bénh tiém an, hoic dang bi pha hoai
(Yang & Yang, 2014; Newman, 2002).
Tap hop tit ca cac niit trong mang
duoc chia lam 3 quﬁn thé: nat khong bi

nhiém (S), nat tiém 4n (L), va nat dang
pha hoai (B). Ky hiéu S(¢), L(¢), B(¢) lan
luot 14 sd lugng céc nat thudc cac 16p trén
tai thoi diém 7. Dya trén hé tién dé dich &
hoc tiéu chuan (Kermack & McKendrick,
1927; Hethcote, 2000), mé hinh lan truyén
virus duoc biéu dién bang hé phuong trinh
vi phén phi tuyén:

dS/dt = i — (B:iL + B2B)S + yiL + y.B — (6 + 6)S
dL/dt = p2 + (B:L + B2B)S — (y1 + a + )L + 6S

dB/dt = oL — (y> + 8)B

trong do, gia tri ban dau S(0), L(0), B(0) €
R*. Cactham sd pt,, ,, By, By 7y 7 0 6, 0
mang gia tri duong, dai dién cho cac ty 1€
sinh, 1y nhiém, khoi phyc va ton thit cua
hé théng mang (Yang & Yang, 2014; Zhu
va cong su, 2012).

Dinh 1y 1. M6 hinh lién tuc (1) s¢
hitu céc tinh chét toan hoc quan trong sau
(Yang & Yang, 2014; Liao & Wang, 2007):

(TC1) Tinh chat dwong ctia nghiém:
Khong gian R® 12 mét tap bat bién duong
d6i voi hé (1). Moi quy dao nghiém xuét

§S*=N"—-L"-B"
B*

Vi céc hé sb:

a0 = (a+ y2+ 8)[Pu(y2 + 8) + Pa]

a1 = (y2 + 8)((W/)[—Pu(y2 + 8) — Peai]
+ (o +vy1 +8)(y2 +8) + 0(a + v2 + 9))

a2 = —(p2 + (Bp)/8)(y2 + 9)*

(TC4) Tinh on dinh tiém can dia
phuong: Diém can bang E* thoa man cac
diéu kién Routh-Hurwitz, do d6 1a 6n dinh
tiém can cuc bo (Wiggins, 2003).

(TC5) Tinh 6n dinh toan cuc: Béng
cach xay dung ham nang lugng Lyapunov
thich hop, Ex dugc chimg minh 13 diém

phat tir diéu kién ban dau khong am sé
luén duy tri trang thai khong am trong
sudt qua trinh tién hoa.

(TC2) Tinh chit don diéu hoi tu:
Dinh nghia tong quy mé mang N(7) = S(¢)
+ L(f) + B(f). Pao ham cta N(¢) cho thiy
n6 hoi tu tiém can vé gia tri gioi han N* =
u/o,voi =, + .

(TC3) Ton tai diém can bang duy
nhét: Hé ¢6 duy nhat mot trang thai can
bfmg ndi sinh £*= (8%, L*, B*) voi toa do
dugc xac dinh qua phuong trinh dai $6:

—a; —+Ja? — 4aya,

2(10

*

y2+6

hit toan cuc d6i véi moi quy dao trong R3
(LaSalle, 1976).

I11. Phwong phap nghién ciru

Dé mo phong sd hé (1) ma khong
danh mat cac dic tinh toan hoc tir (TC1)
dén (TC5), ching t6i ap dung nguyén Iy
xay dung NSFD do Mickens khéi xudng.
K§ thuit nay bao gom hai quy tic cdt 15i:
(i) Xap xi vi phan thong qua mot ham mau
s6 phirc ¢(h) thay vi budc ludi tuyén tinh
h; (i1) Panh gia khong cuc bd cac thanh
phan phi tuyén (Roeger, 2006; Wood va
cong su, 2007).



H¢ phuong trinh vi phan (1) duoc
ro1 rac hoa thanh hé NSFD nhu sau:
(Sir1 = S/ = i — (Bilk + B2Bi)Sk+1 +
vili + y2Bx — (8 + 0)Sk
(Lt — L)/ = pa + (P1lik + B2Bi)Skn1 —
(’Yl +ao+ S)Lk + 0Sk
(Bk+1 - Bk)/(p = ol — (’Yz + 5)Bk
voi ¢ = ¢p(h) =h + O(h2) 1a ham lién tuc
don diéu.
Pinh 1y 2. Néu ham ¢ théoa mén
rang budc:

< ) 1 1 1 2
¢ <\min 5+0'y,ta+d'y,+6°6

thi luge dd NSFD (3) bao toan mdt cach
chinh x4c céc tinh chat (TC1),(TC2) va
(TC3). Ching minh. Chuyén hé (3) vé
dang hién tudong minh:

Sit = ([1 = (8 + 0)]Sk + @yiLic + @y2Bi +

(p].h) /(1+ (p(BlLk + Bsz))
Lin = QU2 + (p(BlLk + BZBk)Sk-H + [1 -
¢o(y1 + o+ 0)]Lk + @BSk

Bk+1 = (I(ka + [1 - (p(72 + 8)]Bk

Véi diéu kién (4), moi hé sé nhan
clia cac bién trang thai ¢ vé phai déu khong
am. Bang phuong phap quy nap toan hoc,
néu (S, L, B,)>0,suyra (S, L, . B,.)
> 0 Vk. Diéu nay khang dinh (TC1) duogc
bao toan (Mickens, 2005).

Dé chirng minh (TC2), goi N =S,
+L +B,. Lay tong ba phuong trinh trong
(5), ta c6 phuong trinh tién hoa bac nhat:
N’k+1 =(1 = ¢o )N _+ du. Yi ¢ <2/, day
s6 N_hoi tu don di€u vé u/d , bao toan
chinh xé4c gidi han lién tuc N*. Qua trinh
tim diém bat dong cua (5) s& dan dén hé
dai sb twong duong (2), xac nhan sy bao
toan cua (TC3).

Pé danh gia (TC4) va (TC5), viéc
tinh toan ma tran Jacobian 3 % 3 cho hé
ro1 rac la cuc ky ruom ra. Ching t6i ing
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dung nguyén Iy mé rong khong gian bat
bién Lyapunov (Iggidr & Bensoubaya,
1998; Dang & Hoang, 2016). Chon ham

Lyapunov dang toan phuong:
2

V(S L B) = (S+L+B—%)

Quy dao cua hé s€ bi hut vao da tap
bat bién G* = {(S, L, B)ER* : S+ L +
B = u/o}. Trén da tap nay, dong luc cua
hé dugc gian lugc thanh khong gian hai
chiéu:

(Lk+1 - Lk)/(p =+ (BlLk + Bsz)(lJ/S — Lin
- Bk+1) - (’Yl tot S)Lk + G(LL/S —Li— Bk)
(Bk+1 - Bk)/(p =alx— (Yz + S)Bk

H¢ gian lugc (7) chia sé chung trang
thai cAn bang noi sinh £ = (L*, B")

B6 dé 1. Xac dinh cac tham sb ma
tran 7.

T = B.L* + B.B*

T2=71+y2+a+25+0—.S*

=10+ (y2+0)(PiS* —yi—a—29
- 9) + (X(st* — T 6)

Tu=71+y2+ta+20+0—B:S*—1

Ts =Ti(y2 + o + J)

Khi do, ta ludon ¢6 1, + 1, > 0 va
T, —1,>0.

Dinh ly 3. Ma tran Jacobian J ctua
hé (7) tai E** ¢6 cac gia tri riéng nam trong
vong tron don vi theo tiéu chuan Jury
(Elaydi, 2005) néu ham ¢ théa méan:

¢ <min{g, ¢,} 9)
voi:
ol = oo,néut®> 0
@+ )
(=)
*={p > 0:4 - (C+ - ) - (T+ T') ¢>> 0}
Piéu nay dong nghia NSFD béao
toan tinh 6n dinh (TC4) cuia hé théng gbc
ma khong phu thude vao kich thudc bude

1 néuti< 0
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h néu ta thiét ké ham ¢(k) mot cach chinh
xac (Seker va cong sy, 2012).

IV. Két qua va thao luin

Pé kiém chung nang luc cua h¢
phuong phap NSFD, cac md phong sé duoc
thuc hién trén moi truong may tinh vai tap
siéu tham s6 mang trich xuat tir nghién ctru
cua Yang: (B, B, v, ¥y My My 0, 0, 0)
=(0.01, 0.05, 0.3, 0.1, 4, 2, 0.2, 0.1, 0.2).
Trang thai can bang giai tich ciia mé hinh
la E*=(7.7374, 26.1313, 26.1313).

Chung t6i thiét ké ham mau sb phirc
hop cho NSFD nhu sau, ddm bao luén nho
hon gidi han ¢* = 1.6667 theo Dinh 1y 3:

1— e—1.6h
p(h) = I

Pbi trong so sanh 1 hai phuong
phap truyén théng: Luoc d6 Euler tién va
Luoc d6 Runge-Kutta bac 4 (RK4).

Tu Hinh 1, voi kich thudc budc
lu6i h =1, luoge d6 Euler ngay lap tac tao
ra dao dong hon loan, pha v& tinh chét
nghiém duong, sinh ra cac quan thé may
tinh mang gia tri &m mot diéu vo 1y vé mat
vat Iy va dich t& hoc. Khi chuyén sang
luge d6 chinh x4c bac cao nhu RK4 (Hinh
2) v6i h =4/3, dao dong hon loan bién mét
nhung hé thong lai hoi tu vé mot trang thai
can bang sai l1éch hoan toan (S = 32.52).
Hién tuong hoi tu vé diém bat dong gia
nay 1a 15i kinh dién cua SFDM di duoc
(Mickens, 2005) canh bao.

Phiin Tich Chi Tiét Phin Ung Cita HE Thing Da Ché D§ (Detailed Analysis of Multi-Mode System Response)
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Trai nguoc voi SFDM, Hinh 3
biéu dién quy dao pha 3 chiéu ctia phuong
phap NSFD. Tham chi khi diy buéc thoi
gian 1én cuc do (h = 5), lvoc @6 NSFD van
duy tri trang thai nghiém duong tuyét di.
Quy dao hé thong thé hién hinh dang hat
tiém can hoan héao vé ding diém E". Su
bao toan ciu tric t6-pd nay xac nhan su

Bién s6 B)

L [Biénsé L]
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wu viét cia phép bién d6i khong gian mau
sO ¢(h) va danh gia phi tuyén khong cuc
bo. NSFD khong chi 1am giam khéi luong
tinh todn khi mo phong thoi gian dai han
ma con mang lai do tin cdy tuyét ddi cho
céc hé thong ra quyét dinh an ninh mang
tu dong (Din va cong su, 2015; Enatsu va

cong su, 2012).

Chi giai: Biém céin bing

S [Bién s6 S)

Hinh 3: Khéng gian pha ba chiéu ciia nghiém sé thu dwoc boi NSED (3) véi bude ludi rat
lon h = 5. Quy dao tron tru, bao toan tinh dwong va tu hoi chinh xac vé E*

V. Két luén

Nghién ciru nay di trinh bay va thiét
1ap mdt cach co6 hé théng ky thuat roi rac
hoa bang lugc d6 sai phan khong chuin
hoa (NSFD) cho bai toan lan truyén virus
may tinh. Bang viéc phén tich toan hoc
thong qua ham Lyapunov va tiéu chuin
Jury, ching t6i dd chirng minh bang giai
tich rang NSFD bao toan toan ven cic
ciu triic dong hoc thiét yéu: tinh dwong,
gidi han quy mo, va dic biét 1a do 6n dinh
tiém can toan cuc cua quén thé mang. Két
qua thuc nghiém bang sé da khang dinh
su vuot troi tuyét dbi ctia NSFD so véi
cac phuong phap truyén thong nhu Euler
va RK4 trong viéc loai bo hoan toan cac
diém bat dong gia va hién twong nhidu

loan s hoc khi budc luéi thay ddi. Tuy
nhién, mé hinh hién tai van dang van hanh
dua trén gia dinh mdéi truong mang la
ddng nhét. Trén thuc té, ciu tric topo ca
Internet va cac hé thong IoT thudng tudn
theo quy luat mang khong chia muc. Do
d6, hudng phat trién tu nhién va cap thiét
tiép theo cua cong trinh nay 14 tich hop
cac qué trinh ngiu nhién dé hinh thanh hé
phuong trinh vi phan ngiu nhién. Sy mé
rong nay, két hop v6i nén tang NSFD da
dugc chimg minh, s& cung cdp mot cong
cu toan hoc viing chic nham mé phong
chinh xac hon hanh vi phat tan da hinh
va tinh chat kho ludng cua cac cudc tin
cong Zero-day trén nén tang mang d6 thi
phtrc hop
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A NUMERICAL STUDY OF COMPUTER VIRUS
PROPAGATION USING NONSTANDARD FINITE
DIFFERENCE SCHEMES

Vu Tat Diep', Quach Thi Hanh', Nguyen Thi To Uyen'

Abstract: In this paper, a nonstandard finite difference (NSFD) scheme is explicitly
designed to preserve the fundamental dynamical properties of a computer virus propagation
model. Deviating from classical approximation methods, the proposed scheme guarantees
the positivity and boundedness of the solutions, along with the existence and stability of
the equilibrium point, completely independent of the selected time step size. The local and
global stability properties of the equilibrium in the NSFD discrete system are rigorously
analyzed and proven utilizing an extended version of the classic Lyapunov stability theorem.
Corresponding numerical simulations are conducted, which not only corroborate the validity
of the established theoretical framework but also significantly highlight the superiority of
NSFD methodologies in circumventing numerical instabilities typically inherent in standard
finite difference schemes (SFDS).

Keywords: computer virus propagation model, nonstandard finite difference scheme, lyapunov

stability theorem, numerical simulation, numerical instability
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