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Tém tit: Bai viét phan tich nhu cau phat trién nang liec nhén dién deepfake (ngi dung
gid mao tong hop bang tri tué nhdn tao) trong gido duc cong dan s6 (digital citizenship) cho
sinh vién Truong Pai hoc Mo Ha Noi trong béi canh tri tué nhan tao tao sinh (Generative
Artificial Intelligence - GenAI) dang lam thay d6i cdch nguoi hoc tiép cdn, ddnh gid va chia
sé thong tin. Trén co sé tong hop tdi liéu va phan tich chinh sdch, nghién ciu d@é xudt khung
nang luc khai niém (chwa qua kiém dinh thuc nghiém trén nguoi hoc) gém nam thanh t6: (1)
Hiéu biét vé truyén thong tong hop (synthetic media); (2) Kiém chimg nguon va boi canh qua
ky nang doc ngang (lateral reading), (3) Tw duy phé phan (critical thinking), (4) Pao dic
tri tué nhén tao (A ethics); va (5) Thue hanh céng ddn s6 c6 trach nhiém. Bai viét goi y thiét
ké mé-dun 8 tiét tich hop vio hoc phan ky niang sé hodc céng dan sé cho sinh vién Truong
Dai hoc Mo Ha Noi, kem theo bg tiéu chi danh gia (rubric 4 mirc do). Nghién ciru dong gop
hedmg tiép cdn gido duc phong ngira rii ro truyén thong tong hop, ddt trong tdm vao nang
lwc phan doan, liem chinh hoc thudt va trach nhiém cong dan 56 cua nguoi hoc.

Tir khoa: cong dan s0, deepfake, dao duc tri tué nhdn tgo, sinh vién dai hoc mo, tw duy
phé phan

I. Pit van dé

Trituénhantaotao sinh (Generative
Artificial Intelligence - GenAl) dang
dua gido duc dai hoc vao mdot giai doan
moi, noi van ban, hinh anh, 4am thanh va
video ¢6 thé duoc tao ra hodc bién ddi
v6i toc do rat nhanh. Trong dong chay
d6, cong nghé deepfake - duoc hiéu la
dang noi dung gia mao tong hop do tri

!'Truong Pai hoc Mo Ha Noi, Ha Noi, Viét Nam

tué nhén tao (AI) tao ra nhim mo phong
hodc thay ddi hinh anh, giong no6i, khuon
mat hay hanh vi cia mdt ca nhan - da
tré thanh mot thach thuc truc tiép dbi
v6i moi truong hoc tap sb. Khi cong cu
tao ndi dung ngay cang dé sir dung, ranh
gioi gitra ndi dung that, ndi dung chinh
stra va noi dung tong hop tré nén mong
manh hon.
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Dbi voi sinh vién Truong Dai hoc
Mé Ha Noi va mo hinh dai hoc moé noi
chung, vin d& nay cang c6 ¥ nghia thuc
tién. M6 hinh dai hoc m& nhin manh kha
nang tiép can gido duc, hoc tap linh hoat,
hoc tap truc tuyén, tu hoc va khai thac tai
nguyén gido duc mo. Nhitng dac trung do
gitip md rong co hoi hoc tdp nhung cling
khién sinh vién tiép xtic thuong xuyén hon
vé6i video bai giang, nén ting mang x4 hoi,
trang web thong tin va cac dién dan tryc
tuyén ngoai 16p hoc truyén thdng. Trong
thue té, cac rui ro tir truyén thong tong hop
(synthetic media) da xuét hién dudi dang
video mao danh thong bdo hoc phi/lich
thi, hinh anh cit ghép cia can bd/giang
vién, hoac viéc sinh vién lam dung Al tao
1ap noi dung gia mao trong san pham hoc
tap. Néu thiéu ning lyc danh gia ngudn tin
va nhan dién ndi dung téng hop, sinh vién
c6 thé bi tic dong boi thong tin sai léch, bi
cubn vao hanh vi chia sé thiéu kiém ching
hodc vi pham liém chinh hoc thuét.

Céac nghién ctru qudc té cho thay
deepfake trong gido duc dai hoc vura tao
rui ro vira ¢6 kha nang ung dung tich cyc.
Roe va cong sy (2024) nhan dinh nghién
ctru vé& deepfake trong gido duc dai hoc
con han ché, trong khi céc rui ro vé danh
tinh, niém tin va gian 1an hoc thuat dang
gia tang. Hwang va cong su (2021) cho
thy giao duc truyén thong co thé giam tac
dong thuyét phuc va y dinh chia sé thong
tin sai I¢ch co sir dung deepfake.

Céac nghién ctru qudc té cho thay
deepfake trong gido duc dai hoc vura tao
rui ro vura ¢6 kha nang ung dung tich cuc
(Roe va cong su, 2024; Westerlund, 2019).
Hwang va cong su (2021) chi ra ring gido
duc truyén thong co thé giam tac dong
thuyét phuc va y dinh chia sé thong tin sai

léch do AI tao ra. Tai Viét Nam, Nguyén
va cong sy (2025) di dé xuat khung ning
luc sb cho sinh vién tir xa truc myén tai
Trudng Pai hoc M& Ha Noi, trong khi Do
va Lai (2026) ghi nhan nhimg han ché vé
nang luc ty hoc va kiém ching thong tin
ctia sinh vién trong méi truong sd. Tuy
nhién, cac cong trinh nay chua xay dung
mot bd ti€u chi van dung chuyén biét vé
nhan di¢n deepfake va dao duc Al cho
nguoi hoc trong moi truong dai hoc mo.

Tir khoang tréng d6, bai viét tap
trung giai quyét hai cau hoi nghién ctu
cu thé:

RQ1: Nhitng thanh té ndng lc cot
[6i nao can thiét dé sinh vién nhdn dién,
kiém chirng va img xir ¢é trach nhiém
truée néi dung deepfake trong boi canh
gido duc cong dan s6?

RQ2: Cdc thanh t6 nang luc dy c6
thé duoc chuyén hoa thanh bo tiéu chi
danh gia (rubric) va mo-dun hoc tap tich
hop cho sinh vién Truong Pai hoc Mo Ha
Ngi nhue thé nao?

Bai viét ké thira Khung nang luc sé
cho cong dan DigComp 2.2 (Vuorikari va
cong su, 2022), cac nguyén tic cong dan
s6 (Ribble, 2015), tu duy phé phan va dao
duc Al dé d& xuat mot khung khai niém
tich hop theo bdi canh. Bai viét xac dinh
rd day 1a nghién ciru tong hop ly thuyét,
khong xem viéc khong sir dung khao sat
thuc nghiém la diém méi cua nghién ctru.

II. Co s6 1y thuyét

2.1. Deepfake va truyén théng tong
hop trong gido duc dai hoc

Deepfake 1a dang truyén thong
tong hop (synthetic media) do cong nghé
Al tao ra thong qua cac thudt toan hoc
sau, trong d6 hinh anh, am thanh hodac



video cua mot ngudi bi mo phong, thay
thé hodc bién d6i. Karnouskos (2020)
cho réng sy phat trién cua deepfake dat
ra cac van dé xi hoi dang cha y lién quan
dén niém tin, xéac thuc thong tin, danh
tiéng ca nhan va quan tri truyén thong.
Trong gido duc dai hoc, deepfake co thé
xudt hién dudi dang gia mao phat biéu
cua giang vién, tao video/giong noi cua
ngudi khac khi chua duge dong ¥, phat
tan ndi dung sai vé nha truong, hodc st
dung hinh anh tong hop trong bai ndp ma
khong cong bd ngudn goe.

Tuy nhién, Roe va cong su (2024)
nhan dinh truyén thong tong hop ciing
¢ thé hd tro tao hoc liéu minh hoa, mo
phong tinh hudng va ting tinh tuong tac
néu dugc kiém soét tot. Van dé trong tam
1a xay dung ning luc dé sinh vién biét khi
nao va bﬁng cach nao ndi dung téng hop
duoc st dung minh bach va tuan thu liém
chinh hoc thuat.

2.2. Cong din 6 va nang luc 56
cua sinh vién dai hoc mo

Ly thuyét cong dan sb (digital
citizenship) nhidn manh trach nhiém,
chudn muc hanh vi va nang lyc tham
gia an toan trong moi trudong sé (Ribble,
2015). D6i v6i sinh vién dai hoc mo,
cong dan s doi hoi kha ning tu hoc ty
chu, kiém chung théng tin, ton trong
quyén riéng tu va Ung x vin minh
trong cong ddng hoc thuat tryc tuyén.
Nghién ctru cia Wong va Abas (2023)
trén Tap chi Gido duc M¢ va Tu xa Chau
A (Asian Journal of Open and Distance
Learning - AJODL) ciing khang dinh
ré“mg sinh vién hoc tap linh hoat can
duoc trang bi ning luc thich tmg sé va
ning lyc Al dé chu dong phong ngira rui
ro thao ting thong tin.
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Tai Viét Nam, Quyét dinh s 146/
Qb-TTg ngay 28/01/2022 cua Thu tudng
Chinh phu di phé duyét Dé 4n nang cao
nhan thte va phd cip ki ning sé quéc gia,
tao hanh lang chinh sach cho vi¢c phat
trién nang luc s trong cac co s dao tao.
Khung ning luc s ddc thu cho sinh vién
dai hoc tir xa truc tuyén tai Truong Pai
hoc M& Ha Noi do Nguyén va cong su
(2025) dé xut va danh gia ning luc tw hoc
ciia P va Lai (2026) cong bd trén Tap
chi Khoa hoc Truong Pai hoc Mé Ha Noi
déu nhan manh vai tro cia moi truong hoc
tap s6 va yéu cau kiém chung thong tin ty
dinh hudng ctia nguoi hoc.

Bén canh d6, Khung ning lyc sb
cho cong dan DigComp 2.2 (Vuorikari va
cong su, 2022) cung cap cac chi bao cap
nhat vé giao tiép, sang tao ndi dung, an
toan s6 va ing dung Al Pay 1a co s¢ quan
trong dé dinh hinh cac hanh vi cong dan sb
trude rui ro truyén thong tong hop.

2.3. Tw duy phé phdan va nang luc
kiém chirng théng tin

Tu duy phé phan (critical thinking)
la nang lyc suy nghi hop 1y va phan tu
nham quyét dinh diéu nén tin va nén lam
(Ennis, 1987). Paul va Elder (2008) nhén
manh cac chudn muc tri tué nhu d6 chinh
xac, tinh logic, sy rd rang va tinh cong
bang trong danh gia 1ap luan. Trudc rui ro
deepfake, tu duy phé phan gitp sinh vién
khong ding lai ¢ cam giac truc quan bé
ngoai ma phén tich sau vé bdi canh, dong
co va bang chimng b tro.

Dé kiém chung hiéu qua, Wineburg
va McGrew (2019) dé xuat k¥ ning “doc
ngang” (lateral reading) - thao tdc nhanh
chong roi khoi trang web dang xem dé tra
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ctru, d6i chiéu ngudn tin tir cac trang doc
1ap khéc. K§ nang nay dong vai tro then
chét vi cac dau hiéu thi giac bé ngoai cua
deepfake ngay cang kho phat hién bing
mat thuong.

2.4. Dao dirc Al va trach nhiém
hoc thudt

Pao dirc Al (Al ethics) bao gdm
cac nguyén tic cbt 16i nhu minh bach,
cong bang, trach nhiém giai trinh, quyén
riéng tu va khong gay hai (Jobin va cong
su, 2019). Huéng dan cia UNESCO vé
Al tao sinh trong gidao duc va nghién
cuu (Miao va Holmes, 2023) nhén manh
nguyén tic 1y con ngudi lam trung tim
va tinh minh bach trong viéc cong bd sir
dung cong cu Al Péi véi sinh vién, dao
dtc Al gan lién véi liém chinh hoc thuat:
cong khai mirc d¢ can thi€p cia Al, khong
gia mao danh tinh, ton trong quyén hinh
anh/giong noi cuia ban hoc va giang vién,
va khong tao 1ap ndi dung gay ton hai cho
cong dong.

I11. Phwong phap nghién ctru

Bai viét sir dung phuong phéap
nghién ctru 1y thuyét, khong tién hanh
khao sat, phong van hay thuc nghiém
trén nguoi hoc. Quy trinh nghién cuu
gdm ba budc:

Thi nhat, nghién ctu thuc hién
tong quan tai lidu c6 dinh hudng d6i véi
28 nguén tai li€u khoa hoc va van ban
chinh sach. Cac tai liéu dugc tim kiém
trén Google Scholar, VJOL, trang web
cua Tap chi Khoa hoc Truong Pai hoc
Mo Ha Noi (JSHOU) va Tap chi AJODL.
Tiéu chi chon tai liéu dua trén tinh lién

quan dén rui ro cua truyén thong tong

hop, ning lyc cong dan sb, tu duy phé
phan, dao duc Al va su phi hop véi bdi
canh dai hoc ma.

Thurhai, nghién ctru phéan tich Khung
ning luc sé cho cong dan DigComp 2.2
(Vuorikari va cong su, 2022), Huéng dan
cua UNESCO (Miao va Holmes, 2023),
Quyét dinh 146/QD-TTg cta Thu tudng
Chinh phu va cac nghién ctru vé ning luc
sd sinh vién Truong Pai hoc Mo Ha Noi
(Nguy@én va cong su, 2025) dé xac dinh
céc yéu cau hanh vi chuan.

Thtr ba, nghién ctu thuc hién téng
hop 1y thuyét dé xdy dung ma tran dbi
chiéu va dé xuit khung niang lyc 5 thanh
t6. Ranh gi6i giita hai thanh t§ dé& tring
1ap duoc phan dinh nhu sau: “Kiém chitng
nguon va boi canh” 1a cac thao tac k¥
thuat ngoai canh (doc ngang, tra ctru vét
56, d6i chiéu trang web chinh thirc); trong
khi “Tw duy phé phan” 1a qua trinh phan
doan logic ndi tai (danh gia strc nang bang
chimg, phat hién bay cam xuc va suy luan
hé qua).

Ghi chu: Khung nang lgc nay
mang tinh chat mot khung khai niém dé
xuat, chua dugc tham dinh qua k¥ thuat
Delphi hay thut nghiém thuc nghiém,
phuc vu dinh hudng thiét ké noi dung
gido duc.

IV. Két qua nghién ciru va thio luin

4.1. Quy trinh hinh thanh va Ma
trdn déi chiéu khung ning lwc

Nim thanh & coa khung nang luc
dugce rat ra tir viée d6i chiéu giira Iy thuyét
nén tang va yéu cau thuc tién cia sinh vién
dai hoc md, trinh bay cu thé tai Bang 1.
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Bang 1. Ma tran d6i chiéu hinh thanh khung ning luc nhan dién deepfake
Thanh t6 ning | Nguon ly thuyét & Vian |  Dic thu sinh vién N L
luc ban tham chiéu Truwong Pai hoc Mé Phan dinh chirc nang

.2 .z x| Karnouskos (2020); Thuong xuyén tiép xic |Hiéu ban chat cong nghg;
1. Hicu biét ve C ) A o PR £
fruvén théng t éng Roe va cong su (2024); |hoc liéu da phuong tién, |phan bi¢t ndi dung goc, ndi
hoy DigComp 2.2 (Vuorikari |bai giang video truc dung chinh stra va ndi dung
P va cong su, 2022) tuyén. do Al tao ra.
Wineburg va McGrew | Tu khai thac tai nguyén | Thao tic ngoai canh: Doc

2. Kiém chung
ngudn va boi
canh

(2019); Nguyén va cong
sur (2025); Wong va Abas
(2023)

ngoai giao trinh; d6i mat
voi nguy co mao danh
thong bao nha truong.

ngang, kiém tra dau vét so,
doi chiéu trang web chinh
thure.

3. Tu duy phé

Ennis (1987); Paul va
Elder (2008); D6 va Lai

Moi truong tu hoc doi
hoi kha nang phan doan

Phan dodn ngi tai: Danh
gia logic 1ap luan, phat hi¢n

phéan (2026) do tin cdy ciia thong tin | by cam xic, phan tich dong
trudc khi chia sé. co truyen thong.
Tuong tac truc tuyén Ton trong quyén hinh anh,
4. Pao dire Al Jobin va cong sy (2019); nhiéu, ap lyc 1am bai tdp |minh bach pham vi st dung
T Miao va Holmes (2023) |s0, nguy co vi pham li€ém | Al, tudn thi liém chinh hoc
chinh hoc thuat. thuat.
5. Thuc hanh Ribble (2015); Quyét Tham gia c4c dién dan, | Béo co ndi dung doc hai/

cong dan s6 co
trach nhiém

dinh 146/QD-TTg (Thu
twéng Chinh phu, 2022)

nhém mang xa hoi ciia
16p va trudng.

gia mao, chu dong xay dung
moi truong hoc tap an toan.

Nguon: Téc gia tong hop (2026)

4.2. Khung nang luc nhdn dién deepfake cho sinh vién dai hoc mo

Khung ning lyc d& xuat gdm 5 thanh td, di kém cac biéu hién hanh vi va vi du van dung
trong bdi canh Truong Pai hoc M& Ha Noi (Bang 2).
Bang 2. Khung nang luc nhan dién deepfake cho sinh Truong Dai hoc M&

Thanh tb ning lwe

Biéu hién can dat

Vi du trong moi truong
Trwong Pai hoc Mo

. Hiéu biét vé
truyén thong tong
hop

thong tong hop.

noi, video, van ban).

- Giai thich dwoc khai niém deepfake va truyén

- Nhan biét cac dang deepfake (khudn mat, giong

Nhan biét mét video thong
b4o ctia nha truong ¢6 dau
hiéu bét thuong vé khau
hinh hodc am thanh.

- Hiéu ruii ro mao danh 1an co hoi tng dung cua AL

2. Kiém chung nguon
va boi canh

- Thyc hanh doc ngang dé kiém tra thong tin trén cac
trang web ddc lap.

- Xac dinh thoi diém, ngudn phat tan va bang chimg
déi chiéu.

- Tra ctru x4c minh trén cong thong tin chinh thirc
cua nha truong.

Déi chiéu thong tin lich
thi nhan tr mang xa hoi
voi thong béo trén trang
web chinh thirc.

3. Tu duy phé phan

- Phan tich tinh logic, sy nhat quan va bang ching
cua ndi dung.

- Nhan dién céc k¥ thuat thao ting cam xtc (kich
dong, gy s¢ hai).

- Dit cAu hoi vé& muc dich va ddng co clia bén phat tan.

Khéng voi chia s¢ video
gy tranh cii vé giang
vién khi chua danh gia
dong co va ngudn doc lap.
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Vi du trong moi trudong

Biéu hi¢n can dat Truomg Pai hoc M

Thanh tb ning lwe

- Téon trong quyén riéng tu, danh tinh va quyén hinh
anh ca nhan.

- Ty nguyén cong b6 minh bach mic d9 st dung Al
trong bai ndp.

- Tuan thu liém chinh hoc thuat, khong tao ndi dung
gid mao.

Khai béao 10 trong bai tap
nhom: “Hinh anh minh hoa
do Al tao ra theo goi y clia
nhom”.

4. Pao duc Al

Béo c4o cho bo phan hd
trg k¥ thuat khi phat hién
tai khoan mao danh can
bd 16p phat tan duong link

- Bdo cdo ndi dung gia mao, lra ddo cho ban quan ly
LMS hodc nha truong.

- Khéng lan truyén thong tin chua duoc kiém chimg.
- Ho trg ban hoc nhan dién rui ro va tmg xir an toan

5. Thyc hanh cong dan
s0 ¢o trach nhiém

trén mang.

la.

Nguon:

4.3. Bo tiéu chi danh gia nang lyc nhdn dién deepfake (Rubric)

Tac gia dé xudt (2026)

Dé hd trg cong tac do ludng va dinh hudng giang day, bai viét xay dung Bo tiéu chi

danh gia (Rubric) gdm 4 muc do (Bang 3).

Bang 3. Rubric danh gia ndng lyc nhan dién deepfake cta sinh vién

Thanh té Mikc 1: Mikc 2: Mikc 3: Mikc 4:
Chua dat Pat mgt phan Dat Thanh thao
1. Hidu biét Khong phan biét Néu duogc khai niém Phan bit 16 cdc dan Giai thich su nguyén
A duoc ndi dung goc | Al nhung chua chi A & ly Al tao sinh va du
truyen thong s cao b 2 . deepfake va néu duoc |7, ", A
tdno h va san pham Al tong |ra cac dang deepfake Hii o TAn (e dun bdo rui ro truyén
ghop hop. cu thé &AME | thong moi

2. Kiém chirng
nguon & boi
canh

Tin tudng cam quan
bé ngoai; chi doc doc
trén trang web chira
thong tin

Biét nghi ngd nhung
chi kiém tra cdm quan
bé mit.

Thyc hanh thanh thao
doc ngang, ddi chiéu
dugc 2 nguon doc lap

Su dung chuyén sau
cac cong cu tra clru
vét s6 va xac minh
ngudn gdc

Danh gia toan dién

cong din so

truyén tin gia hodc
noi dung deepfake.

nhung khong béo céo
cho co quan quan ly.

khong chia s¢ tin
chua kiém chig

. | Panh gia dya trén | Nhan ra thong tin bat | Phan tich bai ban A A s
3. Twduyphé |, o . A . v x ., . |tac dong xa hoi va
. cam xuc; voi va chia |thuong nhung chua  |logic, baycamxacva | , -7~ . ,
phan A e eal A , Koo o s cac ky thuat thao tung
sé thong tin giat gan. |chi ra dugc 101 logic. | dong co phat tan. tinh vi
T.l'r y cat’ ghep fl ph/ Dung Al tao n¢i dung | Tén trong ban quyén, Neu Ca(i hemﬁ Ch}nh
, giong noi nguoi L N > hoc thuat, chu dong
4. Pao dirc Al Y S nhung khai bao so sai |cong khai minh bach |, ;= . 2 "
khac; giau vige ding hodc chua ty nguyén | pham vi sir dung Al bio v¢ di liu ca
AL d U nguye pha ung nhan
Thu done: v finh Jan | Nban bi tin eid Chu dong bao cdo | Hudng dan cong
5. Thye hanh 1 Zong, vo i fai | han biet in gl ndi dung gia mao, |dong hoc tap ing

XU an toan trudc rui
ro Al.

Nguén:

Tac gia dé xudat (2026)




4.4. Pé xuit mo-dun dio tao tich
hop 8 tiét

Bai viét d& xuit mo-dun tich hop
ngan han mang tén “Nhdn dién Deepfake
va Pao dirc Al trong Méi triecong S6”, thoi
luong 8 tiét (4 tiét 1y thuyét + 4 tiét thuc
hanh), ¢6 thé 16ng ghép vao hoc phan Ky
nang sd hoic Cong dan sb cho sinh vién
Truong Pai hoc Mo Ha Noi (Bang 4).
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Chuan dau ra cia mo-dun (CLOs):

¢ CLO1: Phan tich dugc ban chat,
cac dang thure va rui ro cua deepfake trong
hoc tap s6.

e¢CLO2: Ap dung ky ning doc
ngang dé kiém ching ngudn va bdi canh
ctia thong tin nghi van.

e CLO3: Van dung tu duy phé phan dé
d4nh gi bang chimg va dong co truyén thong,

e CLO4: Thyc hanh tng xur tuan thu
dao duc Al, liém chinh hoc thuat va trach
nhiém coéng dan sd.

Bang 4. Cau trac mo-dun dao tao 8 tiét d& xuét

Chu de/Thoi CLOs Noi dung trong tim Hoat dong day va hoc Phu’fmg p.l}ap
lq’g’ng danh gia
Chu de 1: Tong - Khéi niém truyén thong o . Bai trac nghiém
2 \ - Bai giang tuong tac. P O
quan Deepfake tong hop va deepfake. A PR ngan (Quiz) kiém
. CLO1 . L. - Phan tich mau video/am N A 1
& Al Tao sinh - Céc dang thirc va rui ro thanh that va do Al tao a tra nhan dién dau
(2 tiet) trong gido duc dai hoc. i " |higu Al
‘51}1111; tdlzi%:me - K¥ nang doc ngang - Thyc hanh ca nhan/nhém |HG so kiém
ch ﬁn Newdn | CLO? (lateral reading). trén may tinh. chung thong tin
& Do%: ngan - Quy trinh tra ciru vét s0 |- Thuc hién kieém chtiing 2 | (Checklist doi
(i g ) gang v trang web chinh thitc  |tin tirc nghi van trén mang. | chiéu ngudn).
Chi dé 3: Tu - Nhan dién k¥ thut thao |- Thao ludn tinh hudng e s
N , . PO Bén 1ap luan phan
duy Phé phéan tiing cam xuc. (Case study) vé tin don .
C arAs CLO3 S 3 , . A e tu (Reflective
trude Noi dung - Danh gid bang chiing va |mao danh can bo/gidng o .
i C A, o writing 300 tu).
Al (2 rier) logic 13p luén. vién.
Chu d¢ 4: bao - Quyén hinh anh va dir - Pong vai xtr Iy tinh Danh gia bang
dirc Al & Liém CLO4 liéu c& nhan. hudng vi pham dao dtrc Al | quy tdc cd nhan
chinh Hoc - Nguyén tac cong khai Al |- Xay dung Bdng quy tic | va phan thé hién
thudt (2 tiét) va liém chinh hoc thuat. | g xit ¢4 nhan. dong vai.

4.5. Thdo lugn

So v6i khung ning lyc sb tong

bong gop chinh
chuyén dich trong tam

cua bai viét la

tur gidi phap ky

quat cia Nguyén va cong su (2025),
nghién cuu nay di sau giai quyét rui ro
chuyén biét tir truyén thong tong hop do
Al tao ra. Két qua ciing hd tro cac nhan
dinh ciia D3 va Lai (2026) vé tam quan
trong cua viéc xay dung ti€u chi danh
gia rd rang nham hd trg nang luc tu hoc
cua sinh vién.

thuat thu dong sang nang cao nang luc
chu dong cuia con ngudi: hiéu biét cong
nghé, kiém chtng thong tin, tu duy phé
phéan, dao duc Al va trach nhiém cong
dan s6. Cach tiép can nay nhit quan véi
cac khuyén nghi quéc té cia Hwang
va cong sy (2021) cling nhu Miao va
Holmes (2023).
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V. Két luan va Kkién nghi

Bai viét dd lam rd co s& 1y thuyét
va dé& xuét khung nang luc nhan dién
deepfake 5 thanh t6 phu hop voi sinh vién
dai hoc md. Nghién ciru dd chuyén hoa
khung khai niém nay thanh b ti€u chi
danh gia (rubric 4 mtrc d§) va mo-dun dao
tao 8 tiét c6 chuén dau ra rd rang cho sinh
vién Truong Dai hoc M Ha Noi.

Bai viét dé xuit cac kién nghi sau:

I. Trwong Pai hoc Mé Ha Noi:
Xem xét tich hop mo-dun 8 tiét vao
chuong trinh k§ ning s hoic cong dan
s6; ban hanh quy dinh hudng din liém
chinh hoc thuét vé sir dung Al tao sinh.

2. Giang vién: Boi dudng k¥ niang
cap nhat vé Al va kiém chimng thong tin dé
10ng ghép cac bai tap tinh hudng thuc té
vao giang day.

3. Huéng nghién ciu tiép theo:
Do nghién ctru méi ding ¢ muc xay dung
khung khai niém va d& xuit mo-dun su
pham, cic nghién ctru tuong lai can tién
hanh tham véan chuyén gia (Delphi) va
trién khai thuc nghiém (do ludng trude -
sau can thi€p) trén sinh vién dé danh gia
hiéu qua thuc té cta khung nang luc.
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DEEPFAKE LITERACY IN DIGITAL CITIZENSHIP

EDUCATION FOR OPEN UNIVERSITY STUDENTS:

A FRAMEWORK BASED ON CRITICAL THINKING
AND AT ETHICS

Nguyen Thu Ha!, Ta Ngoc Nhu Quynh', Do Doan Nhat Le!

Abstract: This paper examines the need to develop deepfake literacy within digital
citizenship education for Hanoi Open University students in the context of generative
artificial intelligence (GenAl). Based on a directed literature review and policy document
analysis, the study proposes a conceptual competency framework (not yet empirically tested
on learners) comprising five components: (1) Understanding synthetic media; (2) Verifying
sources and contexts via lateral reading; (3) Exercising critical thinking; (4) Applying Al
ethics, and (5) Practising responsible digital citizenship. The paper suggests an 8-period
learning module with a 4-level rubric assessment grid designed for integration into digital
skills or digital citizenship courses for Hanoi Open University students. The study contributes
an educationally oriented approach to mitigating synthetic media risks by shifting attention
from purely technical detection to critical judgment, academic integrity, and ethical digital
citizenship.

Keywords: Al ethics, critical thinking, deepfake, digital citizenship, open university students
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