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Tém tit: Nghién civu nay phan tich thiee trang gido duc cong dan sé va kha ning phong
ngira riii ro mang cia hoc sinh trung hoc phé théng trén dia ban thanh phé Ha Noi. Thong
qua khdo sdt thiee dia 1.150 hoc sinh tai 06 trieong trung hoc phé thong két hop phwong phép
théng ké mé ta va suy ludn, bai viét danh gia sy twong quan giita nang lwc nhdn thirc so,
ky ning bao mdt dit liéu va hanh vi iing phé véi cde hiém hoa truec tuyén nhu tin gid va bao
liwe mang. Két qua chi ra mét nghich y: dii tiép cdn cong nghé thuong xuyén, hoc sinh van
thiéu hut cdc ky nang bao mdt cot 16i va ¢é xu hudng giik im ldng (72%) thay vi tim kiém suw
hé tro hoc dwong khi gdp khiing hodng so. Tir cdc phdt hién thiee chimg, nghién civu dé xudt
ba nhém gidi phdp gom: doi méi chwong trinh gido duc cong dan sé theo huwdng trai nghiém
thuee té; ndng cao nang luc sw pham sé va tw van tam Iy hoc dwong cho gido vién, xdy dung
co ché phoi hop lién nganh chat ché gitta nha trwong, gia dinh va lec long chire nang.
Nhitng gidi phdp nay nham kién tao mot méi trwong sé an toan, lanh manh, gép phan phat
trién toan dién cd vé tri thirc, ban linh, dao dirc cho thé hé tré trong ky nguyén chuyén doi so.

Tir khéa: An toan internet, cong dan s6, gidi phdp phong ngira, hoc sinh trung hoc phé théng,
rui ro khong gian mang

I. it van dé

Tién trinh chuyén d6i sd qudc gia
tai Viét Nam theo Quyét dinh sb 749/
QDb-TTg cua Thu tuéng Chinh phu da dat
gido duc vao tm thé tién phong, doi hoi
su thich ung toan dién cua cac cép hoc
d6i voi hé sinh thi s6 hoa. Tai thu d6 Ha
Noi, su phé cap ha téng bang thong rong,
mang vién thong thé hé méi va thiét bi di
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dong thong minh di chuyén dich khong
gian hoc tap, giao tiép ctia hoc sinh trung
hoc phé thong (THPT) tir khong gian 16p
hoc truyén théng sang khong gian mang
mot cach sau rong (Nguyén, 2021). Tuy
nhién, sy gia ting bung nd vé sb luong
ngudi ding tré tudi va thoi lugng tiép xuc
cong nghé khong ddng nhit voi su phat
trién twong xung cua ning luc cong dan



s6 va tu duy phan bién. Hoc sinh THPT
tai cac do thi 1on nhu Ha Noi hién nay
dang phai dbi mit v6i cac dang thirc rui
ro trén khong gian mang ngay cang tinh
vi va phiic tap: tir sy xdm pham quyén
riéng tu, bao luc ngon tr trén mang xa
hoi dén cac chién dich thong tin sai 1éch,
tin gia c6 chu dich nham thao ting tam Iy
(Livingstone va cong su, 2012). Mac du
hé thong gido duc phd thong da tich hop
ndi dung cong nghé thong tin va tin hoc,
song cac bai hoc vé dao durc s6, luat phap
s6 va k¥ ning an toan mang van mang tinh
chép va, chua du suc tao thanh mang loc
nhén thuc virng chic cho nguoi hoc. Viée
nghién clru thau déo thyuc trang gidao duc
cong dan sb tai dia ban trong diém nhu Ha
Noi khong chi mang y nghia 1y ludn thiét
thuc ma con 13 yéu cau cap bach dé bao vé
thé hé tré trudc cc bién dong ti€u cyc cua
khong gian mang, dong thoi cung cip cin
cu thuc chiing cho viéc hoach dinh chinh
sach gido duc dia phuong. Bai viét tap
trung danh gia ning luc cong dan sé thuc
té cua hoc sinh, kiém dinh céac chiéu kich
tac dong thong qua phuwong phap théng
ké suy ludn, nhan dién cac khoang tréng
trong cong tac giao duc nha truong va dé
xudt hé thdng giai phap phong ngira rui ro
mang tinh kha thi cao.

II. Co s6 1y thuyét

2.1. Khung ndng luc cong din sé

Cong dan sb 12 mot khai niém da
chiéu, khong chi gi6i han ¢ kha ning van
hanh cac thiét bi cong nghé thong tin hay
phan mém ung dung ma con bao ham céc
chuin myc dao duc, hanh vi phap 1y va
trach nhiém xa hdi khi tham gia vao h¢
sinh théi truc tuyén. Theo Mossberger va
cong su (2008), cong dan sé 1a nhiing ca
nhan c6 kha nang su dung internet mot

327

cach thudng xuyén, an toan va hiéu qua dé
tham gia tich cuc vao cac hoat dong kinh
té, x4 hoi va van hoa. Pinh nghia nay nhén
manh tim quan trong cua tinh chu dong,
nang lyc hoa nhap va trach nhiém cong
dan trong méi trudong s6 hoa toan cau.

Trong khung 1y thuyét chuan muc
ctia Ribble (2015), ning luc cong dan sd
dugc cau thanh tr 09 yéu td then chot,
phan tach thanh ba try cot cdt 16i phuc vu
cac muc tiéu khac nhau cia doi song sd.
Tru ¢ot Ton trong bao gém tiép can sd,
phép tic s va luat phap sb, dinh huéng
cac chuin muc giao tiép van minh trén
mang. Tru cot Gido duc tap trung vao giao
tiép s6, doc viét sb va thuong mai $0, trang
bi k¥ nang khai théac gia tri tri thuc va kinh
té tir cong nghé. Tru cot Bao vé dong vai
tro 1a hé thong phong tha ndi tai, bao gdbm
quyén va trach nhiém s, an toan sb (bao
mat dir liéu) va strc khoe s6. Bdi v6i hoce
sinh THPT, nhom nang luc Bao vé c6 y
nghia séng con, giup cac em ty xac lap
ranh gioi an toan, nhan dién cac hanh vi
xam pham quyén riéng tu, phong tranh lira
dao va duy tri sy can bang tam 1y giita doi
song thyc va doi song 4o.

Quan diém nay hoan toan dong nhét
v6i cac tiép can duong dai cia UNESCO
(2018a, 2018b) vé viéc trang bi ning luc
s6 cho thé hé tré trong ky nguyén sb hoa.
Theo d6, niang luc sé khong dirng lai &
céc thao tac ky thuat thuan tiy ma phai
dat t&1 kha nang danh gid phé phéan thong
tin, hiéu rd cac tic dong phap 1y cta hanh
vi tryc tuyén. Trong giai doan lira tudi vi
thanh nién, khi hoc sinh dang dinh hinh
ban sic ca nhan va mé rong cac mdi quan
hé xd hoi trén nén tang s6, kha nang ty
diéu chinh hanh vi, kiém soét cam xtc va
phan tich y d6 dang sau cac thong diép sb
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tré thanh chi bio quan trong nhat phan anh
su truong thanh vé nang lyc cong dan sb.

2.2. Rui ro trén khong gian mang
doi véi hoc sinh phé thong

Su tuong tac thuong nhat cua hoc
sinh trén moi truong mang ludn tiém
an nhiing rui ro da dang, dugc hé théng
hoéa mdt cach toan dién qua mo hinh 4C
ciia Livingstone (2012). Ciu trac nay
cho phép nhédn dién bén nhém hiém
hoa chinh ma ngudi hoc tré tudi thuong
xuyén d6i mat:

Rui ro vé noi dung (Content risks):
Lién quan dén viéc hoc sinh tiép xtic v6i
cac thong diép bao luc, ndi dung ddi truy,
thong tin sai 1éch hodc cac 4n phdm truyén
thong doc hai gay léch lac nhéan thic va
gia tri dao durc.

Rui ro vé tiép xtic (Contact risks):
Nay sinh khi hoc sinh két ndi, giao tiép
v6i nhitng ddi twong x4u trén mang c6 ¥
dd thao tang, du do, lra ddo hodc xam hai
tinh duc truc tuyén.

Rui ro vé hanh vi (Conduct risks):
pé cap dén viéc hoc sinh chu dong hoac
v0 tinh tham gia vao cac hanh vi gay
hai cho nguoi khac nhu bao luc mang
(cyberbullying), cong kich ca nhan, phat
tan hinh anh nhay cam hoac vi pham ban
quyén so.

Rui ro vé hop ddng (Contract risks):
Lién quan dén viéc nguoi hoc vo tinh vi
pham cac diéu khoan st dung dich vy, bi
khai thac trai phép dir liéu ca nhan cho
cac muc dich thuong mai phi phap hoac
bi xdm pham quyén riéng tu qua cac tng
dung di dong doc hai.

Boyd (2014) chi ra rang ddc trung
cua khong gian mang xa hoi hién dai la sy
x6a nhoa ranh gidi gitra khong gian cong

cong va khong gian riéng tu, khién hoc
sinh vi thanh nién tr¢ thanh dbi tugng dé
bi ton thuong khi cac ddu vét s6 c4 nhan
bi lam dung ngoai tam kiém soat. Tai Viét
Nam, cac nghién ctru thuc ching ciia Tran
Thanh Nam (2020) vé strc khoe tAm than
tré em trén moi trudng truc tuyén da cung
cép nhimg minh ching sau sic vé hé qua
nang né cta cac rui ro nay. Két qua nghién
cuou khéng dinh bao luc mang va sy co
lap truc tuyén c6 mdi twong quan thuan
manh mé voi cac hdi chung tam ly tiéu
cuc nhu trAm cam 1am sang, ri loan lo au,
suy giam long tu trong va hanh vi ty huy
hoai & Itra tudi hoc duong. Diéu nay doi
hoi gido duc cong dan sb phai vuot qua
ranh gidi cua viéc truyén thu k¥ thuat cong
nghé, hudng toi muc tiéu cbt 15i 1a bao vé
an toan suc khoe tam sinh 1y va dinh hinh
hé gia tri nhan van cho nguoi hoc.

I11. Phwong phap nghién ctru

3.1. Pham viva mo hinh nghién ciru

Nghién ctu ap dung phuong phéap
tiép can hdn hop (két hop dinh luong 1am
chu dao két hop dinh tinh bd tro) nham
khai thac triét dé btrc tranh thyc trang va
giai mé céac chiéu kich tac dong phurc tap
trong hanh vi tryc tuyén cia hoc sinh phd
thong. Qua trinh khao sat thuc dia dugc
trién khai nghiém tuc tir ngay 15/09/2025
dén ngay 15/02/2026 trén dia ban 06
truong trung hoc phd thong dai dién cho
cac vung kinh té - xa hoi khac nhau tai
thu d6 Ha Noi. Viée lua chon mau dugc
thuc hién theo phuong phap phan ting co
chon loc, bao dam sy can d6i ty 1€ gitra cac
mo hinh truong cong lap ndi thanh (dai
dién boi cac quan trung tdm nhu Phuong
Hoan Kiém, Phuong Cau Gidy voi mat



d6 tiép can ha tang sb cao), trudng cong
1ap ngoai thanh (dai dién boi cac Phuong
Trau Quy, xd Pa Phiic véi cac dic thu vé
khoang céch tiép can truyén thong) va hé
théng trudng ngoai cong 1ap chat lugng
cao. Tong sd phiéu khao sat phat ra la
1.200 phiéu thong qua ca hai hinh thuc
truc tiép va biéu mau dién tor bao mat;
qua qué trinh sang loc, loai bo cac phiéu
tra 1oi khong day du hodc chon dong nhat
mot dap an, nhom tac gia thu vé 1.150
phiéu hop 1& (dat ty 18 sir dung rét cao 1a
95,8%). V& co cau mau thyc té, hoc sinh
nam chiém 48,2% va hoc sinh nit chiém
51,8%; xét theo cép dd hoc tap, khdi
16p 10 chiém 34,5%, khéi 16p 11 chiém
38,2% va khdi 16p 12 chiém 27,3%. Su
phan bé miu da dang va quy mé I1én nay
tao ra co s¢ dir li¢u thuc chung tin cay,
phan anh khach quan dic diém tam Iy lta
tudi va moi truong sé cua hoc sinh phd
thong do thi 16n.

3.2. Cong cu do lwong va kiém dinh
do tin cdy

Dé bao dam tinh chuin hoa quéc
té trong thu thap dir lidu, bang hoi céu
truc dugc xay dung dua trén sy ké thira
cac thang do chuin muc vé ning lyc sd
va rai ro truc tuyén, sit dung thang do
Likert 5 mutc do (bién thién tir 1 - Hoan
toan khong déng y dén 5 - Hoan toan
ddng ¥). Cong cu do luong tap trung
lugng hoa 04 bién quan sat chu dao bao
gém: (1) Nhan thac phap 1y va an toan
mang (do luong mirc d6 thau hiéu Luat
An ninh mang va cac chuin myc tng xur
s6); (2) K¥ ning bao mat di lidu ca nhan
(d4nh gia thao tac thiét 1ap ma khoa, xac
thyc hai 16p va bao vé quyén riéng tu);
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(3) Tan suat tiép xac rui ro mang (khao
sat muc d0 va cham voi tin gia, bao
lyc mang va lura dao truc tuyén); va (4)
Muc d6 chu dong ung pho khi gdp su
¢ (do luong phan tng hanh vi va kénh
tim kiém su tro giup). Nham loai bo sai
s6 hé théng va bao dam tinh nhat quan
ndi tai cua cong cuy, nghién cuu da tién
hanh kiém dinh d6 tin cay thong qua hé
s6 Cronbach’s Alpha trén toan bo tap dir
liéu so cip. Két qua kiém dinh cho thiy
tAt ca cac ciu phén déu dat gia tri vuot
troi so véi ngudng tiéu chuan khit khe
cua nghién ctru dinh lugng (0,70): cu thé,
bién Nhén thuc an toan mang dat 0,842;
K¥ nang bao mat dat 0,865; Tan suét rui
ro dat 0,818 va Kha nang ung pho dat
0,839. Céc chi s6 nay minh ching hing
hdn rang cac thang do so hitu d6 tin cay
vitng chic, sin sang cung cip co so dit
liéu chuin xac cho cac budc phéan tich
théng ké suy luan tiép theo.

3.3. Phwong phap phdn tich dir liéu

Toan bd dir li€u dinh lugng sau khi
lam sach, ma hoa va chuin hoa d3 dugc
nhap va xtr Iy chuyén sau thong qua phan
mém théng ké chuyén dung SPSS 26.0.
Bén canh viéc st dung cac chi sb théng
ké mo6 ta co ban (nhu tan suat xuat hién,
ty 1& phan tram phan bd, gia tri trung binh
va do léch chuén ) dé phéac hoa btic tranh
toan canh vé thuc trang nang luc sb cua
hoc sinh, nghién ctru trién khai hé théng
cac phép kiém dinh thong ké suy luan
nang cao nham kiém chung cac gia thuyét
khoa hoc. Cu thé, nghién cuu tién hanh:
(1) Kiém dinh T-test doc 1ap (Independent
Samples T-test) nham so sanh chuan xac
muc do khac biét c6 y nghia théng ké vé
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ning luc cong dan sé va k¥ ning bao mat
gitta hoc sinh nam va hoc sinh nir; (2)
Phén tich phuong sai mot yéu t6 (One-
way ANOVA) dé danh gia su bién thién
ning luc sd gitra cac khdi 16p hoc (tir
16p 10 dén 16p 12) va giita cac loai hinh
truong hoc khac nhau; va (3) Phan tich
hdi quy tuyén tinh boi nham lwong hoa
chi tiét muc do tic dong, chiéu hudng
anh huéng cua cac nhan t6 giao duc tir
phia nha truong va gia dinh 1én nang luc
phong ngura rai ro khong gian mang cua
hoc sinh. Viéc ap dung déng bd quy trinh
phan tich dinh lwong da ting nay gitp bai
bao vuot qua gidi han cuia cac nghién cuu
mo ta thong thuong, mang lai cac biang
ching thuc chung c6 do tin cay hoc thuat

cao phuc vu cho phan thao luan va kién
nghi giai phap.
IV. Két qua nghién ciru va thao luin

4.1. Thyc trang nang lyc cong
din sé va ky ndang bdao mdt cua hoc sinh
THPT tai Ha Ngji

Két qua khao sat mod ta cho thiy
100% hoc sinh tham gia khao sat déu tiép
can internet hang ngay thong qua thiét bi
di dong thong minh cd nhan vai thoi gian
st dung trung binh dat 5,2 gido/ngay. Tuy
nhién, murc d6 hiéu biét vé hanh lang phap
1y, cu thé 1a Lut An ninh mang nam 2018
ctia Viét Nam, con & muc rat thép: chi c6
15,2% hoc sinh ty tin nim viing cac quy
dinh va hanh vi bi nghiém cam trén khong
gian mang.

Béng 1. Thyc trang k¥ ning bao mat dir liéu va tmg xir s6 ciia hoc sinh THPT

Chi bso ning lyc cong din sb Mt’rc dg | Mirc dg trung | M d

) thap (%) binh (%) cao (%)
St dung mat khau manh va xac thuc hai 16p (2FA) 62,5 24,1 13,4
K¥ nang nhan dién tin gia va thong tin xuyén tac 48,7 36,2 15,1
Hiéu biét vé quyén riéng tu va bao vé dit liéu ca nhan 55,8 32,5 11,7
Ung Xt vin minh va kiém soat ngon tr trén mang xa hoi 31,4 45,9 22,7

Nguon: Két qua khdo sdt thue dia cia nhém tac gia (2025-2026)

Sb liéu tai Bang 1 phan 4nh mot
nghich 1y 13 rét: hoc sinh rét thanh thao
cac thao tac giai tri va két ndi cong nghé
nhung lai to ra cuc ky thu dong, thiéu hut
tram trong cac k¥ niang phong thi sé co
ban. C6 téi 62,5% hoc sinh van duy tri
thoi quen sir dung mat khau don gian, dé
doéan hoac dung chung mdt mat khéu cho
nhiéu tai khoan mang xa hdi khac nhau,
tao ra k& ho 16n cho cac nguy co tan cong
chiém doat tai khoan.

4.2. Két qua kiém dinh théng ké suy
Iudn va phan tich cdc nhan té tic dpng

Pé lam rd su khac biét vé nang luc
sb theo gioi tinh, kiém dinh T-test doc

lap da duoc thyuc hién. Két qua kiém dinh
cho thay khong c6 su khac biét co ¥ nghia
thdng ké vé thoi gian st dung internet giita
nam sinh va ni sinh (p>0,05). Tuy nhién,
dbi voi chi s& K§ ndang bio mdt dir liéu
¢ nhan, diém trung binh cua nam sinh
(M=2,84,SD=0,72) cao hon cd y nghia
thdng ké so v&i nit sinh (M=2,51,8D=0,68
voi 1(1148)=4,32,p<0,001). Nguoc lai,
dbi v6i chi sb Ung xir van minh va kiém
sodt ngén tir, nit sinh dat diém trung binh
(M=3,42,SD=0,65) cao hon dang ké
so voi nam sinh (M=3,12,SD=0,71 voi
t(1148)=-3,85,p<0,001), phan anh dac
diém khac biét vé hanh vi s giita hai gi6i.



Két qua phan tich hdi quy tuyén tinh
boi nham xac dinh cac yéu té tac dong dén
Kha nang chu dong tng pho rui ro cua hoc
sinh cho thdy mé hinh hdi quy dat do thich
hop cao (R’=0,428,F=56,42,p<0,001).
Cac hé sd phong dai phuong sai VIF
déu dao dong tir 1,21 dén 1,84 (thdp hon
ngudong 3,0), xdc nhan khong co6 hién
trong da cong tuyén. Két qua chi ra ring
Mure do truyén dat kién thirc an toan mang
tr nha truong ($=0,342,p<0,001) va Sy
dong hanh, doi thogi cia phu huynh vé
trdi nghiém sé ($=0,295,p<0,001) 14 hai
nhan té co tac dong manh mé nhat dén
nang luc tu vé€ cua hoc sinh, vuot trdi hon
s0 v6i yéu td thoi gian st dung thiét bi.

4.3. Nhin dién cdc riii ro mang pho
bién va khodng trong hé tro hoc dwong

Két qua phan tich dinh luong két
hop dir liéu phong van sdu di xac nhan
mot cach danh thép riang rai ro vé noi
dung va rai ro vé hanh vi hién dang la
nhimg hiém hoa phd bién va nhirc nhéi
nhat dbi véi hoc sinh trung hoc phd théng
tai thu d6 Ha Noi. Trong d6, mirc do tiép
xuc thuong xuyén véi cac ludng thong tin
sai léch, tin gia chiém ty 1 cao nhat voi
45%, tiép theo sat phia sau 1a tinh trang
bao luc truc tuyén duoi cac hinh thuc lang
ma, miét thi ngoai hinh, boi nho danh dy
va nhan pham trén cac nén tang mang xa
hoi chiém 38%. Pang chu y, hién tuong
c¢o lap va tay chay x3 hoi ngdm dién ra
trong cac hdi nhom kin, nhom chat riéng
tu ciia hoc sinh dang dan trg thanh mot
bién thé v cung nguy hiém cua bao luc
hoc dudng truyén thong. Bién thé nay gay
ra nhitng ap luc tdm 1y v6 cing ning né,
tryc tiép lam suy giam nghiém trong long
tu trong va phong d6 hoc tap, dac biét tap
trung & hoc sinh khéi 16p 10 va 16p 11,
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giai doan cac em dang c6 sy chuyén bién
manh mé vé tdm sinh Iy va dinh hinh ban
sdc cai toi c4 nhan.

Bén canh céc nguy co ngoai sinh tir
khong gian mang, mot phat hién thyc tién
v0 cung quan trong va dang bao dong tur
dir liéu phong van sdu chinh 14 su ton tai
ctia mot khoang trong giao tiép tram trong
gitta hoc sinh va hé thdng hd trg su pham
ctia nha trudng. Khi khong may phai dbi
mat v&i cac su co bi de doa, téng tién
bang hinh anh, quiy rbi hoic lira dao truc
tuyén, co téi 72% hoc sinh tham gia khéo
st lya chon phuong an ty minh giai quyét
trong am tham hodc giit im ling tuyét dbi
trude nguoi 16n. Trong khi do, chi c6 von
ven 8% hoc sinh chi dong tim kiém su hd
trg, can thi€p chinh thure tir gido vién chu
nhiém, bd phan tu van tAm 1y hay ban giam
hiéu nha truong. Dudi ling kinh nghién
ctru tam ly hoc duong, Patchin va Hinduja
(2012) da 1y giai hién twong nay xuét phat
tur tam 1y lo s¢ bi nha truong ky luét, lo s¢
bi thu hdi thiét bi két ndi cong nghé, hodc
do su e ngai, thiéu niém tin tur phia hoc
sinh khi cho rang cac thay co gido thé hé
trudc khong du su thdu cam, am hiéu va
k¥ ning cong nghé dé giai quyét cac van
dé phtic tap phat sinh trong khong gian
do. Sy dut gay nghiém trong trong kénh
két ndi nay khién cho cac vu viéc bao luc
mang va khung hoang tam ly cta hoc sinh
thuong chi bi phat hién khi su viéc da di
qué xa, dé lai nhimg ton thuong tinh than
sau sic. Thuc trang nay dit ra yéu cau cip
thiét va sdng con dbi véi cac co so giao
duc phd théng trong viéc ddi méi can ban
quy trinh tham van tdm 1y hoc duong s6,
xay dung cac kénh tiép nhan thong tin bao
mat va cung c¢d niém tin virng chic giita
thiy va tro.
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V. Két luan va Kkién nghi
5.1. Két lugn

Nghién ctru da hoan thanh muc tiéu
dé ra khi 1am 13 bt tranh toan canh vé
thuc trang ning luc cong dan sd ciing nhu
hé thong céc rui ro trén khong gian mang
ma hoc sinh trung hoc phd thong tai thu
d6 Ha Noi dang phai tryc tiép d6i mat.
Thong qua viéc két hop chit ché giita
phuong phap dinh lugng véi quy md mau
16n (1.150 hoc sinh) va phan tich dinh
tinh bd trg, bai viét di cung cap nhimng
bang chung thyc chimg va théng ké suy
ludn ving chic vé chiéu hudéng tac dong
ctia cac nhén t gido duc gia dinh va nha
truong. Két qua khao sat thuc té dd chi ra
mot nghich 1y dang bao dong rang: mic
du hoc sinh thé hé s6 s& hiru loi thé vuot
troi vé thoi luong va kha ning tiép can
ha téng cong nghé, cac em van thiéu hut
tram trong cac k¥ ning nén tang cdt 15
nhu bao mat dir liéu ca nhan, nhan dién
thong tin sai Iéch (tin gid) va phuong phép
dbi phoé hi¢u qua véi cac hanh vi bao luc
truc tuyén. Bén canh do6, viéc phat hién ra
sy dut gdy nghiém trong trong kénh giao
tiép hd tro hoc duong, khi phz‘?ln l6m hoc
sinh chon cach im ldng hodc ty giai quyét
khi gip khung hoang, 14 mot hdi chudng
canh tinh d6i véi cong tac quan 1y gido
duc phd thong hién nay. Nhitng phat hién
nay khang dinh rang viéc duy tri mé hinh
gido duc hinh thirc, truyén thong khong
con phu hop. Do do, doi hoi toan b hé
thdng gido duc phai c6 mét su chuyén dich
mang tinh chién lugc, toan dién va thuc
chit trong cong tac giao duc cong dan sb,
nham xay dyng mot moi truong mang an
toan, lanh manh, gitp thé hé tré phat trién
toan dién ca veé tri thuc, k¥ nang tu vé 1an
ban linh dao dirc trong ky nguyén sb hoa.

5.2. Kién nghi gidi phdp

Mot 13, déi méi chuong trinh gido
duc cong dan sb theo hudéng trai nghiém
thuc té: Phuong phép truyén thy Iy thuyét
truyén théng da boc 16 nhidu han ché, khong
con theo kip toc do bién d6i ctua khong gian
mang. Do dé, nha truong can chuyén dich
triét 1y gido duc sang mé hinh hoc tap trai
nghi¢m. Cac ndi dung vé an toan mang,
ky ndng nhan di¢n cong ngh¢ nguy trang
Deepfake tinh vi, cing phuong phap kiém
chimg thong tin da chidu phai duoc 1ong
ghép sdng dong vao cac gid hoc chinh khoa
va hoat dong ngoai khoa. Viéc t6 chirc cac
phién toa gia dinh mo phong nhiing vu an
c6 that xoay quanh hanh vi vi pham Luat
An ninh mang nam 2018 s& gitp hoc sinh
chuyén hoa cac didu luat kho khan thanh
nhan thtc phap 1y truc quan. Cach tiép
can nay khong chi giup hoc sinh trang bi
4o giap phong vé trude cam bay truc tuyén
ma con rén luyén tu duy phan bién sic bén
trude cac chién dich thong tin doc hai.

Hai 1a, nang cao nang lyc su pham
s6 va tu van hoc dudng cho doi ngii gido
vién: Trong hé sinh thi s6 hoa hoc dudng,
gido vién dong vai tro 1a diém tua tin cay,
song thuc t& doi ngii nay dang thiéu hut
tram trong cac k¥ ning nhan dién rai ro
40. Nha truong can chu dong to chirc cac
khoa bdi dudng chuyén sau nham trang bi
cho giao vién chu nhi€ém va can by Poan
Thanh nién ning luc thau cam tam 1y hoc
duong s6. Thiy c¢6 can duoc huin luyén
cach phat hién sém cac biéu hién khing
hoang tam 1y, sy thay d6i hanh vi dot
ngdt cua hoc sinh do bi ¢6 1dp hay bao luc
mang. Song song voi do, viée thiét 1ap cac
kénh tiép nhan phan hdi bao mat, an danh
va dang tin cay s€ pha vd buc tuong im
lang, giup hoc sinh chu dong tim kiém su
trg' gitip tir nha truong ngay khi gip su ¢b.



Ba 13, xay dung co ché phdi hop
lién nganh gita nha truong, gia dinh va
co quan an ninh: Phong ngtra rii ro mang
1a mot bai toan mang tinh hé thng, vuot
ngoai kha niang giai quyét don 1é ciia mot
t6 chirc. Cac co s gido duc can thiét 1ap
quy trinh phan tng nhanh, phdi hop chat
ché véi luc lwong cong nghé cao dé xir Iy
kip thoi cac vu viéc bao lyc mang hoac ltra
dao co tinh chat nghiém trong. O binh dién
gia dinh, phu huynh can dugc dinh huéng
chuyén dbi tir phuong phap cidm doan cuc
doan sang hinh thuc giam sat chu dong,
ddng hanh va chia sé trai nghiém sb cing
con cai. Su két ndi nhip nhang, déng bo
gilta cac chu thé nay sé tao ra mot mang
luGi bao vé da tang, gitip hoc sinh vimng
vang phat trién toan dién trong moi truong
sO an toan.

Loi cdm on: Nghién ctu nay duoc
thuc hién v6i sy hd tro chuyén mon va dir
liéu thyc té tir Ban Gidm hiéu cung tap thé
giao vién, hoc sinh cac truong THPT trén
dia ban thanh phd Ha Noi. Tac gia xin tran
trong cam on sy dong hanh va déng gop
quy bau nay.
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DIGITAL CITIZENSHIP EDUCATION FOR HIGH
SCHOOL STUDENTS IN HANOI: CURRENT STATUS AND
PREVENTIVE SOLUTIONS AGAINST CYBER RISKS

Nguyen Thuy Dung'

Abstract: This study analyzes the current status of digital citizenship education
and cyber risk prevention capabilities among high school students in Hanoi. Through
a field survey of 1,150 students across six high schools combined with descriptive and
inferential statistical methods, the paper evaluates the correlation between digital cognitive
competence, data security skills, and behavioral responses to online hazards such as fake
news and cyberbullying. The results reveal a paradoxical reality: despite frequent technology
engagement, students severely lack core data security skills and tend to remain silent
(72%) rather than seeking school support during digital crises. Based on these empirical
findings, the study proposes three key groups of solutions: reforming digital citizenship
education curricula toward practical experiential learning; enhancing digital pedagogical
competence and school psychological counseling skills for teachers,; and establishing a
robust interdisciplinary coordination mechanism among schools, families, and authorities.
These solutions aim to foster a safe and healthy digital environment, contributing to the
comprehensive development of knowledge and ethical resilience for the younger generation
in the digital transformation era.

Keywords: cyber risks, digital citizenship education, high school students, internet safety,

preventative solutions
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