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Tom tit: Vi sw pho bién hién nay ciia mang mdy tinh, hé thong truyén théng khong

dady, v.v., bao mdt di¥ liéu da tré: thanh mét chii @é ddc biét quan tam trong cdc co s6 ha tang

thong tin ma chiing ta dang xdy dung, dang sir dung va dang dwa vao trong cugc song hang

ngay. Viéc trién khai phan cimg mdt ma phai doi mdt véi nhitng yéu cau nghiém ngdt vé gid
thamh thdp va do phike tap tinh todn 16m. Bai bdo nay trinh bay mét kién triic md héa/gidi ma

rat nhé gon cho thudt todn tiéu chudn ma héa tién tién (AES). Kién triic AES dé xudt la mot

kién triic dheong ong, dwoc trién khai hiéu qua trong FPGA gid thanh thap.
Tir khéa: Tiéu chudn md héa tién tién (AES), mdt ma khoi, FPGA, RS232, UART.

I. Pit vin dé

Thong tin 1a mdt th vé cung quy
gid, nén ¢ kha ning rat cao xay ra cac
hoat dong truy cédp thong tin trai phép
hoic thay ddi thong tin nay boi mot ngudi
dung khong cht y. An toan thong tin trong
truyén thong v&i thong tin nhay cam khong
chi can thiét cho quan doi, cac co quan
chinh phtt ma con cho ca trong linh vuc
doanh nghiép va cac ca nhan. Pdng thoi,
su ra doi cua cac si€u may tinh lugng tu c&
16n nho vao thanh tuu khoa hoc cong nghé
da dan dén cac thut toan mat ma thong
tin cli nhu DES (data encryption standard)
[1] khong an toan. Trong hai thap ky gan

" Hoc vién Phong khéng — Khéng quin
T Truong Pai hoc Md Ha Noi

ddy, cac nha nghién ctu di phat trién
nhiéu thut toan mat ma. Tuy nhién, AES
(advanced encryption standard) dugc coi
1a thuat toan mat ma an toan nhét va d&
dang trién khai hon cho ca phan ciing va
phan mém [2-5].

Cho dén nay, nhiéu cach tiép can da
duoc dé xuat dé tao ra cac kién trac AES
nho gon, tiéu thu cong suat chip thap va
dat téc do xur 1y cao [2-7]. Trong sb do,
tiéu tén tai nguyén chip la mot tiéu chi
luén duoc quan tim cai thién nhat.

Trong khuén kh bai bao nay, nhém
nghién ctru s& trinh bay quy trinh thiét ké,
dé xuét kién trac ma hoa/giai ma AES rat
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nho gon, dugc trién khai mot cach hiéu qua
trong FPGA gia thanh thap. Cu thé, phép
nhan truong Galois trong phép bién doi
Mix-Columns va Inverse Mix-Columns
s& duoc tdi uu hoa bang phép dich bit va
cong, trong khi 1a hoat dong doi hoi khét
khe nhét vé lugng tiéu thy tai nguyén chip
va tbe do xu ly.
II. Thuat toan AES

AES 1a mot thut todn mat ma déi
xung, trong d6 mdt khdéa ma dugc sur dung

[t

cho ca hoat ddng ma hoa va giai ma. AES
cd ba phién ban, AES-128, AES-192 va
AES-256, khéc nhau vé d¢ dai bit khoa.
Sb vong hoat dong ma hoa va giai ma N,
cho mdi phién ban ciing khac nhau tuong
tmg 10, 12 va 14. Hinh 1 thé hién qua
trinh ma hda va giai ma cua thuat toan
AES. Ngoai trir vong cudi cling, tat ca céc
vong s& c¢6 bbn hoat dong sau: SubBytes/
InvSubBytes, ShiftRows/InvShiftRows,
MixColumns/InvMixColumns, va
AddRoundKey.

l Round Key,, 9

InvSubBytes

N punoy

InvShiftRows

InvMixcolumns

110J punoy

5

InvSubBytes

I

InvShiftRows P,

o
S { 'E Round Key, ‘
=
SubBytes
7
2 ShiftRows
P
2 Mixcolumns
2
]
g
SubBytes
- |:':|
| = ShiftRows
g
I~
e} { Round Key.,
.

[} }

0 punoy

Hinh 1. So do cdc khoi ciia hé thong

Phép bién dbi thay thé SubBytes/
InvSubBytes

Trude khi thuc hién qua trinh ma
héa/giai ma, 128 bit ban rd/ban ma dugc
nhém thanh khéi theo ma tran c6 bac 4x4
dugc goi la mot trang thai (state). Mot
state bao gdm bon hang byte, mdi hang
chira N, byte, N, =4, conghiala 0 <c <3.

Trong khéi state (S), mdi byte riéng 1é c6
hai chi sd: Chi s hang r, 0 <r <3, va chi
sb cotc,0<c<N,-1.Khi bat ddu ma hoa
va giai mi, ddu vao (in, ... in,;) dugc anh
xa vao state (Hinh 2). Sau khi tit ca céc
bién dbi cua khdi state dugc hoan thanh,
gia tri cudi cung cua n6 dugc anh xa dén
dau ra (out, ... out ).

input bytes Stare array output bytes
ing | ing | ing | inp Soo | So1 | So2 | Sos Olity | ouls | outg |otity>
iny | ins | ing | ing 9 S10 | S11 | S12 | S13 9 ouity | outs | oitg |otity3
iy | Ing | Imyg | inys S20 | S21 | S22 | S23 ouity | outg |oltyg|otit 4
ins | ing | ing | ings S30 | S31 | 832 | 833 0lit; | out; |outyy | ol 5

Hinh 2. Biéu dién khoi di¥ liéu state



Phép bién dbi SubBytes() 1a mot
phép thay thé byte phi tuyén tinh hoat
dong trén timg byte riéng biét ciia state dé
tao ra mét gia tri byte madi tao thanh budc
quan trong trong viéc bao toan dir liéu gbc

b =b®b ®bh

(i+4)mod8

(i+5)mod8

® b(i+6)m0d8 ® b(i+7)mod8 D¢,
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khoi bi truy cép trai phép. Mdi byte trong
ma tran state dugc coi la mdt da thirc trong
Truong Galois GF(28). Tiép theo, phép
bién ddi affine va phép nhan ma tran dugc
str dung dé bién doi byte nhu trong (1).

(1

trong d6 0 <i <8, b la bit thir / ciia byte va c, 1a bit thir i cua byte ¢ voi gid tri {63} hodc

{01100011}.
Bang 1. Bang tra Sbox

v

Bang 2. Bang tra InvSbox

0 |1 |2 |3 |4 |5 |6 |7 |8 |9 |a |b|c |d]e

63 |7c |77 | Tb [£2 | 6b | 6f |5 |30 (01|67 |2b|fe |d7 |ab

w

ca |82 |c9 |7d|fa |59 |47 [f0 |ad [d4 [a2 |af |9c |ad |72

3
52|00 | Ga|d3 |30 |36 | a3 |38 |bf (40 a3 |%e |81 |83 |d7|d

fd [93 [26 |36 |3f |£7 |cc |34 |a5 [e5 |f1 |71 |d8 |31

To | €3 |39 | 82 [9b [ 2f | £ | 87 |34 [8e |43 |44 | cd |de |9 | cb

04 |c7 |23 |c3 |18 |96 |05 [%a |07 |12 |80 |e2 [eb |27 |b2

54 |7b (94 |32 a6 |c2 |23 |3d |ee |4c [95(0b |42 | fa [c3 | de

PR S e =]
o
s}

09|83 |2c |1a|1b|6e |5a|al |52 |3b|d6 b3 |29 |e3 |2f

8 |2e |al |66 |28 (d9 |24 b2 |76 [5b|a2 |40 | 6d | 8b | dl | 23

A
L
w

dl |00 |ed |20 |fc [bl |5b [6a |cb |be |39 |4a [4c |58

T2 | f8 | f6 |64 (86 (68 |98 |16 |d4 |ad | 3c |cc [5d |63 | b6 (92

d0 |ef [aa |fb |43 |4d |33 |85 |45 [f5 [02 | 7f |50 |3c |oF

51 |23 |40 |8f |92 |9d |38 [f5 |bc |b6 |da |21 |10 |ff |3

Oc [13 |ec |5f |97 [44 |17 [c4 | a7 [Te |3d | 64

o e [~ e
o
(=%

5
60 |81 |4f |dc |22 |2a |90 [88 |46 |ee |b8 |14 [de | 5e | Ob

e0 |32 |3a |0a |49 |06 |24 [5c |c2 |d3 |ac |62 9195 |ed

o e
@
~1

cB |37 [6d |8d |d5 |de |29 |6c |56 ({4 |ea |65 |7a |ae

ba |78 (25 |2e |lc |26 |b4 |c6 |e8 [dd |74 |If [4b|bd |8b

fc |56 | 3e |4b | c6d (d2 |79 |20 |%a |db |cO |fe |78 |cd|3Ja | &

a |n
~
=1

3e | b5 |66 |48 |03 |6 |Oe [61 |35 |57 | b9 |86 |cl [1d

a
B’

G0 (51 | 7f | 29 [ 18 [ B3

18 |98 [11 (69 |d9 |Be |94 [Sb |le |87 | &9 |ce |55 |28
f |8 |al |89 |0d |bf |e6 |42 |68 |41 |99 |2d |Of [bO |5

a0 el |3b | 4d [ae [2a | £5 | b0 |c8 |eb |bb | 3c |83 |53 |99 |61

Phép bién dbi SubBytes() ciing c6
thé duoc tién hanh truc tiép bang cach sir
dung bang thay thé Sbox [2] (Bang 1).
Sbox nay co thé dao nguoc dé nhan duoc
InvSbox dung cho giai ma (Bang 2), dugc
xdy dung bing phép nghich dao nhan
trong truong hiru han GF(2%). Ap dung
phép bién dbi affine trén GF (2) duoc dinh
nghia trong (2)

b =h

(i+2)mod8

Db

(i+5)mod8

@ b(i+7)mod8 @ di (2)

Phép bién aoi
ShiftRows/ InvShiftRows

dich  hang

Céc hang cua ma tran khdi dir liéu
state duoc dich chuyén dinh ky. O day, cac
hang thtr hai, thir ba va thu tu dugc dich
chuyén sang trai mot, hai va ba lan tuong

ting, trong khi d6 hang dau tién van khong
bi anh hudng trong phép dich nay (Hinh
3). Theo d6, cac hang dugc dich chuyén
vong trai dé hoan thanh hoat dong giai ma.
Phép bién d6i dich vong hang 1a qua trinh
khuéch tan dau tién trong thuat toan AES.

le
27
98
e5

b8|le
b4 41
5d|52
e5| 30

d4 |e0|b8

bf | b4 |41
5d (52 =i
30 f1

d4|e0
27/ Hekd
11(98
f1

Dich I cét

Dich 2 cdt
St Ly

Dich 3 cot
= el

ae ae

Hinh 3. Chu trinh ShifiRows

Phép bién d6i cot MixColumns/
InvMixColumns

Thao tac trdn c¢Ot dugc thuc hién
& cap cot thong qua phép nhan ma tran.
Hoat dong MixColumns/InvMixColumns
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dugc biéu thi trong cac biéu thuc (3) va
(4) tuong Ung.

She| [02 03 01 01]]Soe

S'ie 01 02 03 O01|Si

Suel| " lo1 01 02 03 8| ©
She| 103 01 01 02 S
She] [0e Ob 0d 097 Soc
She| |09 0c 0b 0d|Sic
= “4)

S2e 0d 09 0Oe Ob || S2c
S3¢] |Ob 0d 09 Oe || S3c

VOi0<c<N,.

Phép nhan dugc thuc hién tirng cot
(4 byte). Mdi cot dugc nhan v4i ma tran
nén tong cong 16 phép nhan la duoc yéu
cAu. Phép bién ddi nay dua trén phép nhan
truong Galois (GF). Mdi byte trong cot
dugc thay thé b?lng mot gia tri khac 1a mt
ham cua tit ca bon byte trong cot di cho.

D@ thay rang, mdi byte trong cot
dugc thay thé b?lng mot gia tri khac 1a mat

ham ciia tit ca bén byte trong ¢t da cho.
Do d6, bing viéc thuc hién phép nhén
trong truong hitu han Galois, mdi khi 4
byte ddu vao s& cho mot khdi 4 byte ¢ dau
ra v&i tinh chat mdi byte & dau vao déu
anh huong t6i ca 4 byte dau ra. Cing voi
budc ShiftRows, MixColumns da tao ra
tinh chat khuéch tan cua thuat toan.

Phép bién d6i AddRoundKey

Thuét toan AES gdm nhiéu vong ma
hoéa lién tiép nhau. M&i vong ma héa ¢
mdt mat ma riéng dugc goi la khéa con
(Round Key) ¢6 cung kich thudc véi khdi
dir liéu dang duoc xtr ly va dugc phat sinh
tr bang ma khoa co so (Cipher Key). Phép
bién d6i AddRoundKey sé& thuc hién két
hop khoa con véi cac khdi state hién thoi
dé tao nén khdi state méi. Qua trinh két
hop duoc thuc hién bang phép tinh XOR
ting bit ctia khoa con véi khi dif liéu nhu
trong (5).

I:S(;c H Sl'(. > Séc H S';L :I = I:SO,(: > Sl,c b SZ,(: s S3,c ] (-B [Wround * Nb ] (5)

Quytrinhsinh khéaKeyExpansion

Quy trinh sinh khéa dé tao ra tong
s& N,(N + 1) byte tir 4 byte (32 bit). Thudt
todn yéu cau mot tap N, tir ban dau, va moi

vong trong s6 N_vong yéu ciu N, tir cua
dir liéu khoa. Két qua sinh khoa bao gdbm
mdt mang tuyén tinh céc tir 4 byte, duoc
ky hi¢u la w[i, 0 <i <N (N +1)

w[i]=SubWord (Rotword (w[i - l])) ®@w[i—N,]®Rcon (6)

voii= N, N, = {4,6, 8} véi AES kich thude 128, 192, 256 tuong (ing.

Trong d6, RotWord() thuc hién thao
tac dich chuyén vong céc byte thanh phan
trong mat tur, nghia 1a cac byte (a, b ,c,
d) cua tur s€ thu dugc mot tir cac byte (b,
c,d, a)o dau ra trong qua trinh ma hoa,
hodc (d, a, b, ¢) khi giai ma, SubWord()
ap dung phép thay thé dua trén bang Sbox
hay InvSbox, Rcon 1a mot hang sé cho
trude (7).

Reon|[i] = (RC[i1.{00},{00},{00})

RC[i]=x"" (7)
1<i< X

k



III. M6 ta trién khai phan cimg
thuat toan AES trén FPGA

Pé tan dung kha ning xtr ly song
song day du ctia FPGA, khéi dif liéu state
can phai thuc hién tit ca cac phép bién
doi trén 128 bit. Trién khai phép thay thé
SubBytes/InvSubBytes chiém nhidu tai
nguyén logic nhit vi n6 1a mot thao tac
tra ciru bang, duoc thuc hién trong FPGA.
Bang Sbox duogc trién khai duéi dang mot
ham Sbox() dugc md ta trong mdt thu vién
(Hinh 4, tuong tu v&i InvSbox). Mdi byte
trong 16 byte cua state diu vao duoc tra
vé gid tri tuong mg véi bang 1. Nhu vay,
tong cong 16 byte trong state s& yéu cdu
16 bang tra.

D& dang nhan thdy rang, di voi
ShiftRows/InvShiftRows, hang dau tién
dugc gan truc tiép dén hang dau ra, 3 hang
con lai dugc gan sang céc vi tri mdi tuong
tmg. Nhu vay, phép bién dbi ShiftRows/
InvShiftRows hoan toan khong lam mat
tai nguyén chip FPGA.

function SboxLookup (xy : s8)
return s8 is

variable t : s8;
begin

case Xy is
when x"00" =>t ;= x"63";

-- All 256 combinations from the Shox table
end case;
return t;
end function SboxLookup;

Hinh 4. Ma nguon ham déng géi bang tra
curu Sbox

Trién khai phan cung phép bién ddi
c¢ot MixColumns/InvMixColumns s€ ti€u
t6n nhiéu bo nhan trong chip FPGA (3),
(4) 1am giam nghiém trong toc do xir Iy
ctia FPGA. Tuy nhién c6 thé thiy ring,
ma trén trong (3) va (4) xt ly vdi phép
nhan gitra cac gia tri cot va tat ca ba hing
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s6 {01}, {02}, {03} trén trudng Galois
GF. Phép nhén véi {02} ¢c6 thé duoc thuc
hién & mic byte dudi dang dich trai mot
bit va XOR ting bit ¢ diéu kién véi
{1b}. Thanh ra, Trién khai phdn clng
cua MixColumns/InvMixColumns chi str
dung cac phan tir logic XOR (Hinh 5).

function PolyMult (
a:s8;
b:s8)
return s8 is
variable t : s8;
variable andMask : s8;
begin
andMask =b(7) & b(7) & b(7) & b(7) & b(7) & b(7) & b(7) & b(7):
case a(3 downto 0) is
when "0001" =>t :=b;
when "0010" => t := b(6 downto 0) & '0' xor (("00011011") and andMask);
when "0011" =>t ;= b(6 downto 0) & '0' xor (("00011011") and andMask) xor b;
when others => t := (others => '0");
end case;
return t;
end function PolyMult;

Hinh 5. Md nguon thuc hién cdc phép
nhan trén truong GF trong FPGA

Phép bién ddi AddRoundKey sir
dung céc phan tir logic XOR thuc hién
biéu thirc (5). Module sinh khéa va dao
ngugc qua trinh sinh khoéa sir dung thao
tac tra bang Sbox/InvSbox va cac phén tir
logic XOR.

IV. Thir nghiém thiét ké thuat
toan AES trén bo mach FPGA

So dd khéi thur nghiém, danh gia
thiét ké khéi ma héa/giai ma thuat toan
AES dugc trinh bay trong Hinh 6. Thu
nghiém dugc thuc hién voi thudt toan
AES 128 dua trén chip Xilinx Artix-7
FPGA XC7A35T-1CPG236C. Thiét ké
khdi ma hoa/ giai ma thuat toan AES duoc
thuc hién bang ngdn ngit mo ta phan cling
VHDL. Giao dién ngudi ding truyén
thong ndi tiép dugc tao bang ngdn ngi 1ap
trinh C# c6 thé gui va nhan dir lidu voi
khdi AES128 thong qua cong RS232 véi
bo mach FPGA. Bo mach Basys 3 Artix-7
FPGA Board la thanh phan phan cing
chinh duogc sir dung trong thir nghiém thiét
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ké. Cong USB dé 1ap trinh FPGA va dong
thoi lam truyén thong RS232 véi may tinh
tao nén su linh hoat cho bo mach. Mét
cong tic chuyén mach duoc s dung dé
bat dau qué trinh mé hoa/giai ma.

Mb-dun ma hda cé cac cong vao/ra sau:

Inputs

clk - Xung nhip véi tan sb 50 MHz.

rst —reset hé thong.

plaintext(127: 0) - Di lidu dau vao
dugc sir dung dé ma hoa (ban rd).

round(3: 0) - S& vong ma hoa nhan
duoc tir bd dém bén ngoai.

Output

ciphertext(127: 0) - Ban dugc ma
hoa 13 két qua ctia qua trinh ma hoa.

Moé-dun mé héa co cong dau vao
plaintext(127:0) nhan 128 bit dir liéu tir may
tinh. Hinh 7 va 8 biéu dién cho mo-dun ma
héa trong giai doan md phong. Ban rd dau
vao plaintext(127:0) nhan dir liéu & dang
hexa va ban ma dau ra ciphertext(127:0) tra
vé dir liéu dugc mé hoa.

PC/Laptop FPGA Board

USB '«—» USB-RS232

Hinh 6. Két ndi thir nghiém thiét ké

st

ROUND(30) round(3:0)

[00112233445566778899AABBCCDDEEFF| plaintext(127:0)

ciphertext(127:0) |(F9C4E0D86A7B0430D8CDB78070B4C55A]

Hinh 7. M6-dun ma hoa trong 10 vong

Name Value |Sl\lﬂl.l|ﬂlﬂr 7990 . 8000 . BOW . 8020 . BO30 . 8040 . B80S0 ., GOS0 ., BOTO
o CLK_SO0MHz 10 iClock T ] ] I i
= RST 1 <=1

% o PLAIN_TEXT  |001122334455667798998ABBCCODEEFF | c="00112233445566773893aabbocddeel

=l & ROUND A :Binary Counter &

o ROUND(Y 1

=ROUNDZ) D

= ROUND(1] i1 |
=ROUND(D) 0 ——— ! =

%o CIPHER_FEX]__ BACAEODBEATE0430DBCDB7B0TBACS | i

AB3C4ENDB6ATBO430D8COBTE070B4CE5A

[

M6-dun ma héa cung cép dir liéu duge ma hoa sau vong 10.

Hinh 8. Két qud mé phong VHDL mé-dun md héa

Dt liéu ban 1 cho md
phong duogc thiét lap vé&i gia tri
00112233445566778899aabbccddeeft &
ma hexa. Dirliéuxudtrasau 10 vongmahoa
1269c4e0d86a7b0430d8cdb78070b4c55a.

Mo-dun gidi ma bao gom cac cong
vao/ra sau day:

Inputs
clk - Xung nhip véi tan sb 50 MHz.

rst — reset hé thong.

ciphertext(127:0) - Dir liéu déu vao
dugc str dung dé giai ma (ban ma).

round(3: 0) - S vong mi hda nhan
duoc tir b dém bén ngoai.

Output

plaintext(127:0) - Ban dugc giai ma
1a két qua ctia qua trinh giai ma.
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pé giai ma, su dung dir liéu dugc plaintext(127:0) dugc tao ra tir giai ma.
tao ra tir md hoa (hinh 7 va 8). Hinh Tir céc Hinh 7-10 ¢6 thé thdy riing, cac két
9 va 10 minh hoa két qua mdé phdng
VHDL mo-dun giai ma, trong dé ban ma
ciphertext(127:0) iy dir liéu dugc ma
héa tor mé-dun ma hoa va dir liéu ban ro AES duara [2].

qua nhan dugc tir cic mo-dun ma hoa/giai

ma la hoan toan tuong ung vdi ti€u chuan

‘ ul

CLK_50MHz ek
RST rst plaintxt(127:0) +00112233445566778899AABBCCDDEEFF|

ROUND(30) round(3:0) . p
\69C4EOD86A7BD430DSCDB?BOTO B4C55A]->— ciphertext(127:0)

Hinh 9. Mo-dun giai ma trong 10 vong

Name Value Stimulator o 8000 (8005 . B010| « 8015 . 8020 .« 8026 . 80F
© CLK_50MHz 0 Clock | 1 i
o RST i o

% o CIPHER TERT— B304 0DB8AZB0430D8C0B707084 S 'B3c4e0d86 3700430080067 07004055

o R B B

= ROUND(Z) | 11
° ROUND(2) | [0
= ROUND() | 11 |
> RaUKD) | [0 1
#1® PLAIN_TEXT | C{001122334455667782994ABBCCDDEEFF V0122334455667 760395 ABECCDDEEFF

I

Hinh 10. Két qua mé phong VHDL mé-dun gidi md
G o

Seril Pou Optons Seial Porl Conmirication Optons
00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF Patt 9 C4 E0 D8 6A 78 04 30 DB CD B7 B0 70 B4 C5 5A Pait
CoMi v COM1 v
Baud Fale Baue Alle
(00w 3600 v|
=) ; Paity
Dit liéu gii tir PC dén [Noe & Dit ligu da ma hoa Mo |
m6-dun ma héa Siop Bt nhén duge tr mé- Stop Bits
L dun mi héa one v
DataBits Data B
8 v i v
Mode Mode
@ Hex ——— @® Hes
oo [Send | O e | 00112233445556778833asbbcoddeelt | Send O Text
ot

a) b)
Hinh 11. Panh gia thiét ké trén FPGA: Dir liéu dwoc gui tir PC dén mé-dun md hoa (a); D
liéu dwoc md hoa tir FPGA guri lén PC (b)
2 e EER

o Optione Seril Por Commur Optons:
69 C4 E0 DB GA 70 04 30 DB CD 87 80 70 B4 C5 5A Fot Pt
oM @ oM )
Baud Riate Baud Aate
3600 v 9600 -
Dir liéu da ma hoa Faly o
g tir PC xuong mo- g.:% s D liéu 4 gidi ma StopBits
dun giai ma o 3 nhan duge or mé-dun [One v
DataBite giai ma DasBis
8 v 8 >
Mode Meds
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Hinh 12. Pdanh gid thiét ké trén FPGA: Dit liéu dwoc givi tie PC dén mé-dun gidi ma (a);

Dit liéu dwoc giai ma tw FPGA guri lén PC (b)
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Pé kiém tra hé thong ma hoa, can
thiét 1ap trinh thiét ké 1én bo mach Basys
3 FPGA. Céc cong tic chuyén mach ciing
dugc dua vao trong thiét ké dé thuc hién
cac noi dung kiém tra tinh diing din thiét
ké. Sau khi lap trinh, tién hanh két ndi bo
mach v&i may tinh va thay ddi cac chuyén
mach thich hop dé thuc hién kiém tra. Cac
két qua danh gia thiét ké trén bo mach thé
hién trén cac hinh 11-14. Cac két qua nhan
dugc nay phu hgp véi md phong va thu
nghiém cuia tiéu chuan AES [2].

Hinh 13 dua ra tong hop cac tai
nguyén FPGA tiéu dung cho hai qua trinh
ma héa va giai ma. Tl hinh 13 ¢6 thé thdy
rang, cdu tric thiét ké dé xuét cho ma hoa/
giai ma chiém mot lugng tuong dbi nho
tai nguyén chip FPGA.

D6i véi ma hoa:

Selected Device : XC7A35T-1CPG236
Number of Slices: 1231 outof 5200 24%

Number of Slice Flip Flops: 2289 out of 41600 6%

Number of Block RAM/FIFO: 4 outof 50 8%
Doi vdi gial ma:
Selected Device : XCTA35T-1CPG236

Number of Slices: 1195 outof 5200 23%

Number of Slice Flip Flops: 2040 out of 9312 21%

Number of Block RAM/FIFO: 4 outof 50 8%

Hinh 13. Tong hop tai nguyén tiéu thu
cua chip FPGA

IV. Két luén

Trong bai bao nay, kién trac phan
cting dua trén FPGA cho ma hoa/giai ma
thuat toan AES da duoc dé xuét. CAu tric
phan cimg d& xuit nhdm trién khai hiéu
qua cho phép xir Iy cot ciia khoi dir liéu
state MixColumns/ InvMixColumns, loai
trir yéu cu cc by nhan trong thiét ké.

Nhém tac gia da tién hanh trién khai
thir nghiém thuat toan AES128 trong mo
phong va trén bo mach FPGA. Két qua
thiét ké thé hién hiéu qua vé tai nguyén

chiém dung trong chip FPGA. Khéi ma
hoa/giai md FPGA da duoc kiém tra va
xac minh bing ung dung phidn mém giao
dién nguoi ding dugce trién khai trén PC
giao tiép véi bo mach thong qua RS232
dé thuc hién truyén thong. Cac két qua
thir nghiém trén chip FPGA cho thay hoan
toan phu hgp vai bg dir ligu thtr nghiém
trong tiéu chuén AES.
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IMPLEMENTATION OF AES ENCRYPTION
ALGORITHM ON FPGA

Tran Van Nghia?, Vu Tat Diep’, Pham Minh Quy’, Nguyen Tien Minh®

Abstract: With the current ubiquity of computer networks, wireless communication
systems, etc., data security has become a topic of particular concern in the information
infrastructures we are building, using, and counting on in daily life. Cryptographic hardware
implementations face strict requirements of low cost and high computational complexity. This
paper presents a compact encryption/decryption architecture for an advanced encryption
standard (AES) algorithm. The proposed AES architecture is a pipelined one, which is efficiently
implemented in a low-cost FPGA.

Keywords: Advanced encryption standard (AES), cryptography, FPGA, RS232, UART.

 Air Force-Air Defense Academy

$ Hanoi Open University



