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Tém tit: Trong boi canh cdc cudc tan céng mang ngdy cang gia tang va phirc tap, ddc
biét la cac hinh thirc lira dao qua khong gian mang, viéc phat trién cac mé hinh phat hién
tdn céng la mét nhu cdu cdp thiét. Bai bdo nay dé xudt phwong phdp phdt hién URL Phishing
dua trén kién triic transformer, so sanh voi phwong phap phat hién dwa trén hoc may co
gidm sat sir dung ddc trung. Nhém tdc gia da trich xudt 36 ddc trung chia thanh hai nhém
chinh: dac trung URL va ddc trung Domain. Cdc thudt toan Random Forest, XGBoost, va
mé hinh BERT dwoc hudn luyén, kiém thir va danh gia trén bo dir liéu da dang, bao go”‘m ca
URL Phishing, URL Malware va Defacement. Két qud cho thdy mé hinh BERT dat do chinh
xac 99,05%, cung ty I¢ phat hién cao 99,45% voi do on dinh, chirng minh tinh hiéu qua cua
phurong phdp dira trén kién tric transformer:

Tir khéa: URL Phishing, phdt hién URL Phishing, kién tric transformer, BERT, XGBoost,
Machine Learning, Random Forest

I. Pit van dé cd nhan ctia nguoi dung. Theo bdo cdo cua

Trong nhitng ndm gin day, cic cude A’nti-Phishing Wor}dng Group (APWQ),
tAn cong mang ngay cang gia ting ca vé sd 50 luo?lg cac vu tan cong phishing trén
lugng va mirc do tinh vi, trong d6 cac cudc toan céu da tang manh, v6i hon 1,2 tri¢u
tan cong lira dao (phishing) thong qua vu duge ghi nhan trong ndm 2024, tang
URL tro thanh mot trong nhimg mdi de 15% so v6i nam trudc (APWG Reports).
doa nghiém trong ddi v6i an ninh mang. Nhitng cudc tan cong ndy khong chi anh
Céac URL Phishing thuong duoc thiét ké huéng dén ca nhan ma con gy thiét hai
dé gia mao cac trang web hop phap nhim 16n cho céc to chirc, voi tong thiét hai tai
danh cép thong tin nhay cam nhu tai khoan chinh wéc tinh 1én dén hang ty USD mdi
dang nhap, thong tin tai chinh hoac dir licu nam (FBI, 2023).
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Céc k¥ thuat tin cong URL Phishing
ngdy cang trd nén phic tap, bao gom viéc
sit dung URL rat gon, k¥ thudt che gidu
(obfuscation), va tham chi ca tri tu¢ nhan
tao dé tao ra cac URL gia mao kho bi phat
hién boi cac phuong phap truyén thong
(Alabdan, 2020). Cac phuong phap phat
hién URL Phishing hi¢n nay, nhu str dung
danh sach den (blacklist), phan tich cti phap
(heuristic analysis), hay hoc may (machine
learning), da dat dugc mot s6 thanh cong
nhat dinh. Tuy nhién, ching van gip kho
khan trudc su thay doi nhanh chéng cua
cac mau URL Phishing (Sahoo, Liu, & Hoi,
2017). Pac biét, cac cude tin cong phishing
nhim muc tiéu (spear phishing) va cac k¥
thuat tin cong dua trén tam 1y x4 hoi (social
engineering) dang gia tang, doi hoi nhiing
giai phap phat hién hiéu qua hon (Chiew,
Yong, & Tan, 2018).

Trong bdi canh do, viéc nghién ctru
va phat trién cac phuong phap phét hién
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URL Phishing tién tién, dic biét 13 nhiing
phuong phéap dua trén kién trac transformer
va phan tich dir li¢u thoi gian thuc, trd nén
cap thiét. Bai bao nay tap trung phan tich
céc k¥ thuat phat hién URL phishing, dong
thoi dé xuat hudng tiép cdn méi nham nang
cao hiéu qua phat hién va giam thiéu rui ro
tir céc cudc tin cong nay.

IL. Co sé 1y thuyét

Phishing 1a mot hinh thtc tin cong
lira ddo nham danh cip thong tin ca nhan
hodc thong tin nhay cdm ctuia nguoi dung
thong qua cac phuong tién dién tr nhu
email, mang xa hgi hoac tin nhin SMS.
Mot trong nhitng hinh thirc phd bién
nhat 13 thong qua céac lién két gia mao
(phishing URLs), noi ké tan cong thiét
ké cac dia chi URL c6 ciu tric tuong tu
v6i cac website hop phap nham danh lia
ngudi dung truy cap va cung cap dir liéu
ca nhan (APWG, 2024).
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Hinh 1. Cach thirc lira dio bang URL Phishing

Trong nhitng nim gan day, phat hién
URL phishing da thu hut sy quan tam rong
rdi tir cong dong nghién ciru. Noi bat c6
thé ké dén nghién ctru cia Opara va cong
su (2024) d& xuat WebPhish - mot md

hinh hoc sau dau-cudi két hop embedding
tor nd1 dung thdé cua URL va ma HTML,
xtr 1y bang cac 16p CNN, nhiam khai thac
ddng thoi ddc trung ngir nghia, cau tric
va nglr phap cuia website, dat do chinh xac



98,10%. Trong khi d6, Ghalechyan va cong
su (2024) tap trung vao hiéu sudt mé hinh
trong mdi truong thuc té, bang cach ung
dung mang no-ron xac suat (PNN) va mo
hinh truyén thong trén tap dir liéu két hop
tir cac ngudn mé (PhishTank, OpenPhish)
va dir liéu thuc té tir EasyDMARC, thu
dugc do chinh xac trung binh 97,00%.
Bén canh do, nghién ciu cuia Remmide
va cong sy (2022) ung dung mang TCN
(Temporal Convolutional Network), mot
bién thé cia CNN c6 kha ning md hinh
héa chudi dai han, cing véi embedding
Word2Vec va GloVe, dé xir Iy chudi URL.
Két qua thuc nghiém trén ba b dir licu
khéc nhau cho thay mé hinh dat d chinh
xéc 1én dén 98,95% vuot trdi so v4i cac md
hinh truyén thong nhu KNN hoic Logistic
Regression, va chimg minh tinh hi¢u qua
cua TCN trong nhi€ém vu phan loai URL

Phishing. Sanchez-Paniagua va cong su
(2022) dé xuat bo dir liéu PILU-90K v&i
cac URL login hop 1é nham phan anh tinh
hudng thuc té hon so vé6i cac nghién ctru
chi st dung trang chu. Ho ching minh
rang cic mod hinh huan luyén trén dir
liéu homepage s€ giam do chinh xac khi
ap dung 1én URL login, va mo6 hinh TF-
IDF két hop Logistic Regression dat két
qua 96,5%. Trong khi d6, Taha va cong
su (2024) thuc hién so sanh cac thuat toan
hoc may c6 dién trén tap dir liéu Kaggle,
cho théy Random Forest vuot troi voi do
chinh xac 96,89% theo sau la XGBoost
va Decision Tree. Nhin chung, cac nghién
cuu da kh?mg dinh tiém nang vuot trdi cua
cac mo hinh hoc sau, dac bi¢t 1a nhiing
mo hinh ty dong trich chon dic trung tr
dir liéu tho ddi véi bai toan phat hién cac
URL Phishing.

Bang 1. Mot s6 nghién civu trude day

Tac gia Phuong phap chinh Dic trung Mo hinh chinh

Opara va cong sw CNN deep learning véi
s d _|_ =10~
(2024) embedding Raw URL + HTML CNN (deep, end-to-end)
Ghalechya va cong sy | Fine-tuned BERT +
(2024) Probabilistic NN Raw URL BERT-basedNN
Remmide va cong sw Mang TC.N (Temporal Chudi URL va embedding tir | 2 16p TCN + pooling +
(2022) Convolutional Word2Vec/GloVe dense layer
Network)+Embedding Y

Sanchez-Paniagua va |ML & DL: TF-IDF + URL login thyc té: TF-IDF Logistic Rearession. CNN
cong sy (2022) Logistic Regression, CNN | N-gram va 38 déc trung NLP & & ’

Taha va cong su So sanh cac mo6 hinh hoc
(2024) may co dién

Random Forest,

bac trung rat trich tt URL | DecisionTree,XGBoost, LR,

AdaBoost

I11. Phwong phap nghién ciru
3.1. Cac thudt toan hoc may

Trong ba nhom ky thuat chinh cua
hoc may gém: ¢ giam sat, khong giam
sat va hoc tang cuong, chiing t6i lya chon
phuong phap may hoc c6 giam sat do
bai toan thudc nhom phan loai nhi phan.
Phuong phap nay st dung tip dir liéu gdm

cap dau vao - dau ra huan luyén mo hinh,
t6i wu qua ham mat mat nham giam sai sd
(Vii, 2016). Bé dam bao do tin cdy, tinh
chinh xac va tranh qué khop, chung to1 ap
dung cac ky thuat nhu kiém tra chéo, can
bang dit liéu, giam nhidu, va danh gia mo
hinh bang ma tran nham 1an.

KV thuat may hoc c6 giam sat dugc
nhom tac gia su dung trong nghién clru nay




la: XGBoost, Random Forest. XGBoost la
mot thudt toan ting cudng dan (gradient
boosting) t6i wu héa hiéu suit bang cach
két hop nhiéu cay quyét dinh yéu, ndi bat
v6i téc d6 nhanh va kha ning tranh qua

khép. Random Forest 1a mé hinh hoc to
hop su dung nhiéu cay quyét dinh doc lap
dé tang d6 chinh xac va kha ning tong
quat, dong thoi giam thiéu rui ro tir nhidu
dir liu.
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Hinh 2. Tong quan vé quy trinh mdy hoc

Bén canh hoc may c6 giam sat,
nhom nghién ctu Ilya chon mdt mod
hinh dya trén kién trac transformer, cu
thé 1a mé hinh BERT dé ¢6 su so séanh
téng quan vé phuong phap hoc c6 giam
sat truyén théng véi moé hinh st dung
kién trac transformer hién dai. BERT
(Bidirectional Encoder Representations
from Transformers) la mdt mo hinh xur ly
ngon ngit ty nhién (NLP) dya trén kién
tric transformer, dugc Google Al gidi
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thiéu vao nam 2018. BERT st dung co
ché attention hai chiéu dé hoc biéu dién
nglr canh cda tir trong cau, giup cai thién
dang ké d6 chinh xéac trong nhiéu tic vu
NLP nhu phan loai van ban, héi dap, va
tim kiém théng tin. M6 hinh dwgc huén
luyén trudc bang hai nhiém vu chinh:
Masked Language Model (MLM) va Next
Sentence Prediction (NSP), giup né hiéu
r& hon vé ngit canh cuia ngdn ngir (Devlin,
Chang, Lee, & Toutanova, 2019).

BERT base

BERT large
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Hinh 3. Kién triic mé hinh BERT dwoc phat trién tir kién tric Transformer (Smith, 2024)



3.2. Lwa chon ddc trung

Trong nghién cuu nay, dac trung
dugc chia thanh 2 nhém: dac trung URL
va dac trung Domain. Nhom déc trung cua
URL nhom tac gia str dung 20 dac trung tur
nghién ctru trude cia nhom (V, Tran, D,
Hoang, & Ngo, 2022). Cac dac trung do
nhu sau:

eurlLength: Do dai cua URL (sb
ky tur).

e specialCharsCount: S6 luong ky tu
dac biét (nhu |@#$%"&*(),.7":{}|< =+-).

e hasKeyword: Kiém tra xem URL
c6 chira tir khoa phishing pho bién (nhw
login, secure, update, verify, account,
password, bank, paypal, signin) hay
khong (1 co, 0 khong).

e hasSpecialChar: Kiém tra xem
URL c6 chtra ky tu ddc biét hay khong (1
c6, 0 khong).

e hexCharsCount: S& luong ky tu
hexa (dang %XX) trong URL.

e digitsCount: S6 lugng chit s trong
URL.

e dotCount: S6 lwong dau cham (.)
trong URL.

e slashRatio: Ti 1& s dau gach chéo
(/) so v61 do dai URL.

e uppercaseCount: S4 luong chir cai
in hoa trong URL.

e vowelsCount: S6 luong nguyén
am (a, e, i, o, u, ca chir hoa va chir thuong)
trong URL.

e consonantsCount: S6 lwong phu

am trong URL.

e domainToUrlRatio: Ti 1¢ do dai
domain so voi do dai toan b URL.

e hasHttpWww: Kiém tra xem URL
c6 chtra http, https, hoac www hay khong
(1 néu co, 0 néu khong).

e haslp: Kiém tra xem URL c6 chira
dia chi IP (IPv4 hodc IPv6) hay khong (1
néu c6, 0 néu khong).

e hasExe: Kiém tra xem URL co
chtra dudi .exe hay khong (1 néu co, 0 néu
khong).

e hasPort: Kiém tra xem URL co
chtra cong (port) hay khong (1 néu cé, 0
néu khong).

e hasBackslash: Kiém tra xem URL
¢6 chira dau \ hay khong (1 néu co, 0 néu
khong).

e hasRedirect: Kiém tra xem URL ¢6
chtra tham s6 chuyén huéng (nhu redirect,
url, link, goto, forward) hay khong (1 néu
¢6, 0 néu khong).

e hasRef: Kiém tra xem URL co
chira tham sd ref=, cdm=, referrer=,
reference=, hodc aff= hay khong (1 néu
¢6, 0 néu khong).

e maxSub30: Kiém tra xem chudi
con 16n nhat trong URL (phan tach bai
/?2&=#) c6 do dai > 30 ky tu hay khong (1
néu > 30, 0 néu khong).

Chung toi dé& xuat ddc trung phan
anh cac dic diém quan trong c6 thé phan
biét gitra cac domain trong URL lanh tinh
va URL phishing, dua trén cac dac trung
ngdn ngir, cu triic, thong ké va tryc quan
hoa dir li€u dugc minh hoa tai Hinh 4. Bac
trung vé ngit nghia, ching t6i sit dung bod
tir dién cua NLTK. (Vii, Tran, D3, Hoang,
& Ngb, 2022).



Trung binh 56 chir so trong domain (a)

05
0 I
Lanh tinh (0) Phishing (1)
Trung binh s0 lrong dau "-" trong
domain (b)
025
02
0.15
0.1
0.05
, 1N
Lah tish (0) Phishing (1)

Trung binh ty 1¢ ky tw l1a s6 va dau "-"
trén do dai domain (c)

0.15
01
005
0 I
Lanh tinh (0) Phishing (1)
S6 domain c6é tong ma ASCII chia hét
cho 2 (d)
50000
40000
30000
20000
10000
0
Lanh tinh (0) Phishing (1)

Hinh 4. Thong ké mét sé ddc trung ciia domain

Céc dic trung vé domain nhu sau:

e length: D6 dai cua domain (sé
ky tu).

e ItdFreq: Tan suit domain xuat
hién trong danh sach tén mién lanh tinh
(1 néu c6 trong legitDomainlm.txt, 0
néu khong).

e numberCount: S lugng chir sb
trong domain.

e hyphenCount: S6 luong ddu -
trong domain.

e numHypRatio: Ti 1& (s6 chit sd +
s6 diu -) trén do dai domain.

e even01: Kiém tra xem tong ASCII
ctia hai ky tu ddu tién ctia domain c6 chia
hét cho 2 khong (1 néu co, 0 néu khong).

eentropy: Entropy ky tu cua
domain, dwa trén phan phdi nguyén am,
phu am, chit $6, va ky tu khac.

e wordCount: S6 lugng tir c6 nghia
trong domain.

e wordEntropy: Entropy cua ky tu
thudc céac tir c6 nghia va khong thudc tir
trong domain.

o freqCommonWord: Tong gia tri
tan sudt ctia cac tir pho bién trong domain.

e wordCombination: Kiém tra xem
c6 cap tir két hop hop 16 trong domain hay
khong (1 néu ¢, 0 néu khong).

e maxWordLen: B dai cua tir dai
nhat trong domain.

e minWordLen: D6 dai cta tir ngin
nhat trong domain.

e hasNoun: Kiém tra xem domain c6
chtra danh tir hay khong (1 c6, 0 khong).

e hasVerb: Kiém tra xem domain c6
chira dong tir hay khong (1 co, 0 khong).

e hasAdjective: Kiém tra xem

domain c6 chira tinh tir hay khong (1 co,
0 khong).



3.3. Mo hinh phat hién

M hinh BERT (1)

B& dir lidu
huan luyén

Huin luyén mé
hinh BERT

M5 hinh hoc may .

B dit liéu ©6 gidm sat (2)

\_huin luyén_J

Phan tach dac
trung

v

Huin luyén mé
hinh hoc co
glam sat

M3 hinh 5L

B& dit liéu
kiém thi

Kiém tra URL URL )/ Kiém tra bing Phian tach dac
bing BERT Phishing Phishing mé hinh SL trung

Bb dit licu
' kiém the

Hinh 5. Quy trinh hudn luyén va kiém thir URL Phishing dé xudt

Hinh 5 mé ta quy trinh huén luyén
va kiém thir dé xuét, hai mo hinh phat hién
hoat dong mot cach doc 1ap nham so sanh
hiéu qud gitta phuong phap hoc sau st
dung BERT (1) va phuong phap hoc may
truyén thong dua trén dic trung dugc trich
xut thi cong (2).

V61 phuong phap dya trén mo hinh
BERT, toan by chudi URL tir bd dit liéu
huin luyén duogc dua truc tiép vao qua
trinh huén luyén mo hinh ngdn ngir sau,
trong d6 BERT c6 kha nang tu dong hoc
cac dic trung ngit nghia va cau trac tir dir
liéu dau vao thong qua cac token dugc
phan tach. Sau khi hoan tat huan luyén,
mo hinh dya trén BERT duoc sir dung dé
kiém tra cac URL trong bo dir liéu kiém
thir va dua ra quyét dinh phan loai URL 1a
phishing hay lanh tinh.

Nguoc lai, mo6 hinh hoc may c6 giam
sat khong truc tiép hoc tir chudi URL, ma
yéu cau phan tach va trich xuat dic trung
thi cong tir URL nhu chiéu dai, sé luong

ky tu dic biét, sé lugng dau chim, v..v.
Nhiing ddc trung dugc xdy dung thanh
vecto dic trung sir dung dé huin luyén
thong qua céac thudt toan hoc may nhu
Random Forest hoac XGBoost. Trong pha
kiém thtr, cac URL cling can dugc trich
xuat dic trung tuong tu trude khi dua vao
m6 hinh dé phan loai..

3.4. Phwong phap danh gia

Nhom tac gia str dung ma trdn nham
1an dé danh gia mo hinh:

e Ty 1€ duong tinh gia:
R :L (1)
FP+TN
e Ty I¢ am tinh gia:
F
'NR =—N Q)
FN+TP
e D¢ do:
2TP
Fl= 3)
2TP+FP+FN



¢ D chinh xac toan cuc:

_ TP+IN
TP+1TN +FP + FN

(4)

trong do, TP la dwong tinh, TN la
dam tinh, FP la dwong tinh gid (nham lin)
va FN la am tinh gia (bo sot).

o Ty 1¢ kiém thur:
DR - NCorrect 5)
NTest

trong do, NCorrect la s6 mau chan
doan chinh xac, NTest la t(fng $6 mau
kiém thit.

IV. Két qua va thao luin

4.1. Tgp div ligu hudn luyén va
kiém thii

B0 dit li¢u chung t61 su dung trong
bai nghién ctru nay la Malicious URLs
dataset (Siddhartha, 2021). BS dit liéu nay
khong chi c6 URL Phishing ma con cé

URL Malware va URL Defacement; duoc
téng hop tir nhitng tap dit liéu da duoc cac
nghién ctru trude day s dung nhu ISCX-
URL-2016, Malware Domain Blacklist,
Phishtank, PhishStorm, cung cac repo
GitHub chuyén vé URL an toan, dam bao
tinh tin cdy va da dang cua dir li¢u.

Dir li¢u sur dung trong bai toan dugc
chia 1am 2 phén: dit liéu huan luyén va
dir liéu kiém thir. Tap dir liéu huan luyén
gém: 75.000 URL lanh tinh gan nhén
“0”; 25.000 URL phishing, 25.000 URL
malware, 25.000 URL defacement tong
cong gdm 75.000 URL doc hai gan nhin
“1”: bai toan dugc dua vé phan loai nhi
phan. Tép dit liéu dung dé kiém thir gdm
5.000 URL doc hai mdi loai va khong nam
trong tap da huin luyén. Trong pha kiém
thir, chung t6i trién khai t6 chirc kiém thir
theo timg ho URL dé phan tich va danh
gia.

Badng 2. Dir liéu hudn luyén va kiém thir

T’@p dir liu Binh thudng Phishing Malware Defacement Tong
Huan luyén 75.000 25.000 25.000 25.000 150.000
Kiém thu 5.000 5.000 5.000 15.000

4.2. Két qua va dinh gid

Két qua tai Bang 3 va Bang 4 cho
thidy khi bd sung 16 dic trung domain
lam ting dang ké hiéu suit ctia mé hinh.
Cu thé, ACC ting 2,64% va 4,01% khi

st dung Random Forest va XGBoost.
Ty 1€ am tinh gid giam 3,13% va 4,37%
va duong tinh gia giam 2,14% va 3,63%
lan luot khi str dung Random Forest va
XGBoost.

Bang 3. Hiéu sudt mé hinh sir cic déic trung URL (Vii & cong su, 2022)

Thuit toan sir dung ACC Fl-score FNR FPR
Random Forest 93,69% 93,57% 8,38% 4,23%
XGBoost 93,70% 93,69% 6,69% 5,90%

Bdng 4. Hiéu sudt mé hinh sau khi thém 16 déic trung domain

Thuit toan sir dung ACC F1-score FNR FPR
Random Forest 96,33% 96,28% 5,24% 2,09%
XGBoost 97,71% 97,71% 2,32% | 2,27%




Trong nghién ctru nay, chiing t6i str dung 2 phuong phap dé lya chon mot phuong phap
ma & d6 hiéu suat 1a tot nhat. Phuong phap hoc may c6 giam sét str dung: Random Forest va

XGBoost; Phuong phap dya trén kién truc transformer sir dung mé hinh BERT.

Badng 5. Hiéu sudt hudn luyén

Thuit toan sir dung ACC F1-score FNR FPR
Random Forest 96,33% 96,28% 524% | 2,09%
XGBoost 97,71% 97,71% 2,32% | 2,27%
BERT 99,05% 99,05% 1,40% | 0,29%

Két qua trong Bang 5 cho thdy mo
hinh BERT dat hiéu sut vuot troi so voi
hai thuat toan hoc may c6 gidm sat, bao
gdém Random Forest va XGBoost. Cu
thé, mé hinh BERT dat d¢ chinh xéc la
99,05%, ty 1¢ am tinh gia va duong tinh
gia ciing thdp nhat lan luot 1a 1,40% va

0,29%. Diéu nay cho thdy mé hinh BERT
khong chi c6 do chinh x4c cao ma con
giam thiéu rai ro bo sot URL Phishing va
han ché phat hién nham URL lanh tinh
thanh URL Phishing. Vi vay ching t6i lya
chon mo6 hinh BERT cho viéc phan doan
URL Phishing.

Bang 6. So sanh voi cac nghién cuu truoc day

Cac nghién ciru ACC F1-score
Opara va cdng su (2024) 98,10%
Taha va cong su (2024) 96,89%
Ghalechya va cong su (2024) 97,00% 88,41%
Remmide va cong su (2022) 98,95% 98,00%
Sanchez-Paniagua va cdng su (2022) 96,50% 96,51%
Dé xudt cia chiing t6i 99,05% 99,05%

Béang 6 so sanh hiéu sudt mo hinh
dé xuét cua chung toi voi cac nghién ciru
truge ddy, mo hinh cua chung toi dat két
qua kha kha quan. So véi cac phuong
phap truyén théng nhu Random Forest

hay XGBoost, mé hinh BERT khong chi
vuot troi vé mat dd chinh xac ma con thé
hién su 6n dinh trong phan loai qua F1-
score cao, cho thay kha ning can bang tot
gilra precision va recall.

Bang 7. Ti I¢ phat hién (DR) cua cdc ho voi tirng mo hinh

Thuat toan sir dung Phishing | Malware | Defacement Tt ca
Random Forest 95,20% 98,26% 90,92% 95,87%
XGBoost 96,42% 98,42% 96,58% 97,66%
BERT 99,08% 99,92% 99,80% 99,45%

Bang 7 thong ké két qua phat hién
thtr nghiém trén 3 nhém URL Phishing,
cho thiy mé hinh BERT dat ty 1é phat
hién cao nhat & cé ba loai: Phishing dat
99,08%, Malware 99,92%, Defacement
99,80% va tong thé dat 99,45%. So véi
mot s6 nghién ctru trudc, mé hinh BERT

thé hién kha nang phan loai vuot trdi va
on dinh gitrta cac nhom URL doc hai.
Diéu nay khang dinh tinh hiéu qua va
tinh tong quat cao cia mo hinh BERT
trong nhiém vu phat hién URL Phishing
da dang.
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V. Két luén

Thong qua nghién ctou nay, nhém
tac gia da xay dung va danh gia mot mo
hinh phat hién URL Phishing dua trén
hai huéng tiép can: hoc mdy c6 giam sat
va dua trén kién trac transformer. Qua
thuc nghiém trén by ditr li€u 16n va da
dang, két qua thu duoc cho théy mo hinh
BERT c6 hiéu suit cao, dat 99,05%. Ty 18
phat hién dat 99,45% trén bd dir li¢u thur
nghiém. Hudng tiép can nay giap loai bo
qué trinh tim kiém va trich xuat cac dic
trung cua URL Phishing. M6 hinh BERT
dua trén kién tric transformer gitip mo
hinh c6 kha nang phat hién linh hoat va
hiéu qua cac mdu URL Phishing, ké ca
cac bién thé chua tirng xudt hién trong dir
liéu huin luyén.

Trong tuong lai, ching t61 dinh
hudng mo rong nghién ctru theo hai hudng:
(1) sir dung cac mé hinh hoc sau tién tién
nham trién khai trén céc thiét bi dau cubi
hodc nén tang gidi han tai nguyén, (2) st
dung cac tap dir li¢u maéi, 16n hon, da dang
hon nham phat hién URL Phishing.
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Vu Xuan Hanh?, Do Duy Trinh*, Ngo Van Son’, Nguyen Anh Tuan®

Abstract: In the context of the growing and increasingly complex cyber-attacks,

particularly cyber-fraud schemes, the development of attack detection models has become

an urgent necessity. This paper proposes a Phishing URL detection method based on a

transformer architecture and compares it with supervised machine learning-based detection

methods using feature extraction. The authors extracted 36 features and categorized them

into two main groups: URL features and Domain features. Algorithms such as Random

Forest, XGBoost, and the BERT model were trained, tested, and evaluated on a diverse
dataset, including Phishing URLs, Malware URLs, and Defacement data. The results show
that the BERT model achieved an accuracy of 99.05% and a high detection rate of 99.45%,
demonstrating its stability and proving the effectiveness of the transformer-based approach.

Keywords: Phishing URL, Phishing URL detection, transformer architecture, BERT, XGBoost,

Machine Learning, Random Forest
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