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Tom tit: Dé gidi quyét cdc thach thire vé chi phi, hiéu qua van hanh va kha nang mé
réng trong viéc gidm sdt nwéc, nghién ciru nay phdt trién va kiém nghiém mét hé thong do
lwong théng minh dau-cudi. Gidi phdap ndy két hop hai cong nghé tru cét: mang dién rong
céng sudt thap (LoRaWAN) cho viéc thu thép dir liéu tir xa va Tri tué nhan tao (AI) dé phén
tich va canh bdo sém. Kién tric ciia hé théng bao gom ba thanh phan cot 16i: (1) thiét bi end-
node dwge thiét ké dé c6 thé trang bi thém (vetrofit) trén cdc dong hé co hién hitu ma khéng
can thay doi két cau; (2) ha tang truyén théng LoRaWAN tiét kiém ndng lwong cho viéc thu
thdp dir lieu dién rong; va (3) nén tang phan tich dir liéu ung dung Al aé giam sat va dwa ra
canh bdo sém vé cdc hién twong bdt thuwong, dién hinh la ro ri. Qud trinh thir nghiém trong
diéu kién dé thi thuc té cho théy hé tho”ﬁg co do tin cdy cao, voi sai $6 do lwong chi dudi 1%
va kha nang duy tri két n6i LoRaWAN én dinh ¢ khodng cdach 1,2 km trong méi trieong cé vt
can. Mo hinh Al dwa trén thudt toan Isolation Forest da xac dinh thanh cong trén 90% cac
tinh huéng ro ri mé phong, dong thoi gitk ty 1é dwong tinh gia & mike t6i thiéu. Cdc két qud
nay khang dinh tinh kha thi va hiéu qua ciia gidi phép IoT dwoc dé xudt, mé ra tiém ndang cho
viéc hién dai héa quy trinh qudn 1y, t6i wu héa hiéu sudt van hanh va giam thiéu that thodt
nuoc sach trong thuc tién.

Tir khéa: mang LoRaWAN, céng to nude théng minh, chuyén doi sé6 nganh cap nude, tri tué
nhan tao (AI), phat hién bat thuong, Internet of Things (IoT), quan 1y tai nguyén nwée

I. bat van dé Revenue Water - NRW) va su thiéu hiéu

Trén pham vi toan cau, nganh cap qua trong cong tic van hanh. Nguyén
nuée dang d6i mat voi hai tré ngai chinh nhan cot 161 cua nhitng van d€ nay nam ¢
1a thit thoat nu6e khong doanh thu (Non- nhitng gidi han cia cac phuong phap do
"'Truong Pai hoc Mé Ha Noi

2 Hoc vién cao hoc, Truong Pai hoc Mo Ha Noi



ludng truyén théng (Ghane & cong su,
2023; Khairullah & cong su, 2025). Viéc
phu thudc vao viéc ghi chi s6 thu cong tur
ddng hod co hoc khong cung cap duoc dir
li¢u theo thoi gian thyc, gdy ra sy tri hoan
nghiém trong trong viéc xac dinh cac van
dé nhu ro i hodc gian 1an, tir d6 dan dén
nhimng t6n that tai chinh khong nho

Su phat trién cua Internet van vat
(IoT) va cac cong nghé¢ Mang dién rong
cong suit thip (LPWAN) di mang lai
giai phap tiém ning (Al-Fugaha & cong
su, 2015; Raza & cong su, 2017; Sinha &
cong su, 2017). Trong d6, LoORaWAN da
dugc chiing minh hi¢u qua cho céc ung
dung do luong thong minh nho tinh linh
hoat trong trién khai trén bang tan khong
can cap phép (Augustin & cong su, 2016;
Adelantado & cdng su, 2017; Colombo
& cong su, 2022; Haxhibeqiri & cdng su,
2018; Terrasson & Begriche, 2019).

Tuy nhién, thach thirc chinh van la
viéc phat trién mot giai phap hiéu qua vé
chi phi dé nang cip cac cong to co hién
hitu, dong thoi khai thac Tri tué Nhan tao
(AI) dé phan tich va phat hién sém cac
bat thuong tir dit liéu (Chandola & cong
su, 2009; Cook & cdng su, 2023; Brentan
& cong sy, 2017; Ebisi & Nikolakakos,
2021; Fernandes & cong su, 2019).

Nghién ctru nay giai quyét bai toan
trén bang cach dé xuat mot hé thong hoan
chinh, bao gom: (1) mot thiét bi thu thap
dir liéu (end-node) khong xam lan, (2)
ha tang truyén thong LoRaWAN 6n dinh
(Ahmed & cong su, 2022; Pasolini & cong
sw, 2018), va (3) mot nén tang phan mém
mg dung Hoc may dé phan tich cic mau
tiéu thu bat thuong (Hundman & cong su,
2018; Liu & cong su, 2008). Giai phap
hudng té1 tinh chinh xac, chi phi hop 1y
va kha ning mé rong, gop phan thuc day
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chuyén ddi s6 nganh nudc (Ghane & cong
su, 2023; Shrouf & cong su, 2014)

II. Co s& 1y thuyét
2.1. Cong nghé LoRaWAN

LoRaWAN (Long Range Wide Area
Network) 1a mot giao thic mang LPWAN
dugc thiét ké chuyén biét cho cac tmg dung
I0T yéu cau ba yéu té c¢dt 18i: tAm xa, cong
suét thap va tudi tho pin dai (Augustin &
cong su, 2016; Mekki & cong su, 2019).

2.1.1. Kién triic va Lop vat by (PHY)

Vé mat kién tric, LoRaWAN vén
hanh theo m6 hinh hinh sao cua cac ng6i
sao (star-of-stars), mot cau tric lién két bon
thanh phan: thiét bi cudi (End-Nodes), tram
chuyén tiép (Gateways), may chii mang
(Network Server) va may chu tng dung
(Application Server). Tai 16p vat ly (PHY),
cong nghé nay dua trén ky thuat diéu ché
CSS (Chirp Spread Spectrum), mot phuong
phap trai phd doc quyén duoc phét trién boi
Semtech (LoRa Alliance, 2015). K¥ thuat
nay cho phép tin hi€¢u dugc giai ma ngay ca
khi ndm dudi mérc nhidu nén, mang lai hai
vu diém vuot troi: kha ning truyén thong
& khoang cach rat xa (vai km trong db thi,
trén 10 km ¢ ndng thon) va kha nang khang
nhiéu tuyét voi (Ahmed & cong su, 2022;
Augustin & cdng su, 2016).

LoRaWAN hoat dong trén céac
bang tan ISM (Industrial, Scientific and
Medical) khéng can cip phép, vi du nhu
920-923 MHz tai Chau A, bao gom Viét
Nam (Adelantado & cong sy, 2017; LoRa
Alliance, 2020). Toc d6 dit liéu c6 thé thay
doi tiry thudc vao He s trai pho (Spreading
Factor - SF) va bang thong kénh, dao dong
tir vai trim bps dén vai chuc kbps (Bang
1). Viéc lua chon SF 1a mét sy danh doi
tryc tiép gitra toc do dit liéu va pham vi pha
song (Ahmed & cdng su, 2022).
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Bdng 1. Toc d@é dir liéu (bps) tham khdo
ciia LoRaWAN theo cdu hinh (Adelantado
& cong su, 2017, LoRa Alliance, 2015)

Chulinh | 563MHz-[ 902MHz-928
au hin 870 MHz MHz

SF12v6i 125kHz | 250 | Chua cép phép

SF11voi 125kHz | 440 | Chua cap phép

SF10v6i 125 kHz | 980 980
SF9 v6i 125kHz | 1760 1760
SF8 v6i 125kHz | 3125 3125
SF7v6i 125kHz | 5470 5470
SF7 v6i 250 kHz | 11.000 | Chua cap phép
50 kbps 50.000 | Chua cép phép

2.1.2. Lép MAC va Cdc I6p thiét bi

Giao thitc MAC cua LoRaWAN
dinh nghia ba 16p thiét bi (Class) nham
can bang gitra do tré truyén thong va tudi
tho pin (Adelantado & cong su, 2017):

Class A (mic dinh): T6i vu hoa
ning luong. Thiét bi chi mé hai cira s6
nhan (downlink) ngin ngay sau mdi lan
truyén dir liéu (uplink). Ché d6 nay phu
hop cho cac cam bién khong yéu cau tuong
tac thuong xuyén (Adelantado & cong su,
2017; Augustin & cong su, 2016).

Class B: B6 sung céac cira s nhan
dugc dong bd hoa bang tin hiéu beacon
tir gateway, cho phép downlink véi do tré
xac dinh, phu hop céc ing dung can diéu
khién dinh ky (Adelantado & cong su,
2017; Choi & cong sy, 2022).

Class C: Cung cip downlink vé&i do
tré thip nhit bang cach mo lién tuc cira
s6 nhan (trir khi dang truyén), nhung tiéu
thu nang luong cao nhét. Lop nay Iy tuong
cho céc thiét bi truyén dong (actuators)
can phan hoi tirc thoi (Adelantado & cong
su, 2017)

2.1.3. An ninh

LoRaWAN tich hop céc co ché bao
mét manh mé tir cac thiét bi dau cudi dén
cac thiét bj dau cudi (end-2-end security)

va & cAp d6 mang (Adelantado & cong
su, 2017; Zoppi & cong su, 2020). Giao
thirc sir dung ma hoa AES-128 cho ca ting
mang va tng ing véi cac khoa phién riéng
biét 1a Network Session Key (NwkSKey)
va Application Session Key (AppSKey)
(LoRa Alliance, 2020; Zoppi & cdng su,
2020).

2.2. Nguyén ly phat hién vong quay
trén cong to co

Dé chuyén dbi sb liéu tir cong to co
ma khong can can thiép co khi, nghién
ctru khao sat hai phuong phap cam bién
khong tiép xtc pho bién.

2.2.1. Cam bién LC (Inductance-
Capacitance)

Giai phap ap dung cho cac cong to
¢6 kim hodc dia chi thi lam bang kim loai.
Mbt mach cam bién LC tao ra mot dién
tir cam (ng 1én nhau. Khi phan kim loai
cua kim/dia quay di vao vung anh hudng
ciia cam bién, no gy ra dong dién xoay
(eddy current), 1am thay d6i dic tinh dao
dong ctia mach (giam bién d§ hodc thay
d6i tan sd) so véi khi phan phi kim loai di
qua (Kot, 2014). Bang cach phat hién su
thay d6i dinh ky nay, hé thong c6 thé dém
chinh xéac s6 vong quay.

NV%TW J\/i%\/\/’;w
Hinh 1. Minh hoa su khac biét tin hiéu
cam bién LC khi phét hién phan kim logi
(dwong mau do, bién do giam nhanh hon)

va phi kim loai (dwong mau xanh) cua bo
phdan quay (Kot, 2014).



2.2.2. Cam bién tir (Magnetic Sensor)
Phuong phap nay phu hop cho

cac cong to thé hé méi hon co sir dung
dia quay gin nam cham vinh ctru. Mot
cam bién hiéu ung Hall hodc cam bién
tr tro6 (nhu TMAGS5253 cua Texas

Instruments) dwoc dit gan duong di
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chuyén ctia nam cham. Khi nam cham
di qua, cam bién sé& phat hién su dao
dong va bién d6i dot ngdt cua tir trudng
va phan hdi lai tin hiéu dién twong ung.
Cam bién TMAG5253 c6 dai do rong
va bang thong cao, cho phép phat hién
chinh xéc vi tri va toc d6 quay ngay ca
& tée d6 cao (Texas Instruments, n.d.).
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Hinh 2. Mé phong hoat dong ciia cam bién tir: Nam cham trén dia quay cia céng to di qua
cam bién va tao ra tin hiéu dién.

2.3. Xir Iy bét thwong dit lidu

Dir liéu theo thoi gian vé tiéu thy
nudce 1a ngudn thong tin cuc ky quan trong
dé phat hién cac su kién bat thuong nhu ro
ri, v dudng dng, hodc cac hanh vi st dung
nude lang phi (Brentan & cong su, 2017;
Khairullah & cdng su, 2025). Cac ky thuat
Al, dac biét 1a hoc may khong giam sat,
cung cdp cong cu manh m& dé phan tich
cac chudi thoi gian nay (Chandola & cong
su, 2009). Bao cdo tap trung vao thuét
toan Isolation Forest.

Trong nghién ctu nay, thuat toan
Isolation Forest dugc lya chon 1am nén
tang cho viéc phat hién diém di biét
(outliers) (Liu & cong su, 2008) nho hi¢u
suit cao trong cac bai toan khong giam
sat. Nguyén ly hoat dong cua thuit toan
nay dua trén nhan dinh réng cac diém dix
lidu bat thuong co xu hudng dé ‘co lap’
hon so véi cac diém dit liéu thong thuong

(Ebisi & Nikolakakos, 2021; Liu & cong
su, 2008). Bang cach xay dung mot quan
thé cay quyét dinh ngau nhién, thuat toan
c6 thé xac dinh cac diém di biét, boi chung
thuong yéu cau mot duong dan ngin hon
(it 1an phan nhanh hon) dé duoc phan tach
ra khoi phan con lai cua tap dir lidu.

III. Phuwong phap nghién ctru va
thiét ké h¢ théng

3.1. Thiét ké End-node

Thiét bi end-node, dugc ga“in truc
tiép 1én dong ho nudce hién hitu, thuc hign
hai chirc nang chinh: thu thap chi s6 va
truyén dit liéu dén gateway.

Khoi vi diéu khién: Trung tim
xtt 1y cia end-node 1a vi diéu khién
STM32L072CZ, mot lua chon toi wu nhd
su két hop gitra hi¢u suét tinh toan va dic
tinh tiéu thu dién ning cuc thip. Vi diéu
khién nay quan 1y viéc doc cam bién, xur
1y tin hiéu dé dém vong quay, tinh toan luu
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luong, va diéu khién module LoRaWAN
(Ismail & cong su, 2021).

Khdi cam bién: Tuy thudc vao loai
cong to, khdi nay st dung cam bién LC
tw ché tao hodc cam bién tir TMAG5253
(Texas Instruments, n.d.).

Khoi truyén théng LoRaWAN:
Viéc truyén thong khong diy duoc dam

nhiém boi mot module LoRaWAN tich
hop chip SX1278, dugc cau hinh dé hoat
dong trong dai tan 920-923 MHz, pht hop
v6i quy dinh cho cac img dung LoRaWAN
tai Viét Nam.

Khoi ngudn: Sir dung pin Lithium
3.7V dung luong 3000mAh két hop véi
mach 6n ap DC/DC hi¢u suét cao dé toi uu
hoa thoi gian st dung pin (Jordan, 2002).
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Hinh 3. So do nguyén Iy khoi truyén tin ciia End-node, bao gom vi diéu khién STM32L,
module LoRa SX1278 va cac linh kién phu tro.

3.2. Thiét ké Gateway

Gateway déng vai tro cau ndi gitra
cac end-node va may cht mang.

Nén tang phan cimg: Ung dung mot
thi€t bi nhung Raspberry Pi 4 Model B lam
bo xtr Iy chinh (Ismail & cong su, 2021).

By tiap trung LoRa (LoRa

Concentrator): Su dung module gateway
dua trén IC baseband SX1302 va IC RF

front-end SX1250 cua Semtech. Kién triic
nay mang lai hiéu suat cao, giam dang ké
cong suét tiéu thu va cai thién do nhay
thu so v6i thé hé SX1301 cii (Semtech
Corporation, n.d.-a, n.d.-b).

Phin mém Gateway: Cai dit phan
mém ma nguén mé Semtech UDP Packet
Forwarder dé chuyén tiép cac goi tin
LoRaWAN nhan dugc dén Network Server.

5X1250

Hm—

I | | ]
o e -3 -
[f“lilJllll |

iy

VCCCORE

Voo VCC_RADIO VCC_FEM

From 3.3V or 5V Rall

Hinh 4. So do khoi ciia Gateway.



3.3. Nén ting phin mém va tich
hop Al

May chu Mang (Network Server):

St dung nén ting mai ngudn mo
ChirpStack (The Things Network, 2018),
c6 nhiém vu quan ly cac gateway, end-
node, xtr ly cac goi tin MAC va quan ly
bao mat.

May chit Ung dung (Application
Server):

Giai ma va luu trr dir liéu tiéu thu
vao co s dir liéu chudi thoi gian InfluxDB
(Marjani & cong sy, 2017).

Cung cap giao dién web dé hién thi
dir liu lich su tiéu thu cho nguoi quan 1y.

Trién khai mé hinh AI dé phan tich
va gui canh bao.
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Trién khai M hinh AlI:

Ghi nhan gia tri nudc theo chudi
thoi gian ti€u thu nude tr cdc end-node
trong giai doan 30 ngay.

Huén luyén mé hinh Isolation Forest
béng thu vién cua Python (Liu & cong su,
2008).

Tich hop mo hinh di huin luyén
vao Application Server dé phan tich dit
li¢u va gui canh bao cho khach khi phat
hién bét thuong.

IV. Két qua thuc nghiém va thao luin

Thu nghiém dugc thuc hién tai
khuén vién truong Pai hoc Mo Ha Noi,
mot moi truong d6 thi dién hinh véi nhidu

toa nha va vat can.

Hinh 5. Nguyén mau thiét bi End-node thu thip dir liéu tir cong to nwde

4.1. Danh gia do chinh xdc va tiéu
thu nang luong ciia End-node

Dé xac thuc do chinh x4c, dit liéu
tir end-node dugc ddi chiéu véi chi sb ghi
nhan tha céng trong sudt 10 ngay. Két qua
phan tich cho thdy mot sai s6 rat nho, chi
khoang 0,87% v&i do 1éch 0,3%.

V& mit ning luong, dong tiéu thy do
duogc 1a 25 mA trong trang théi hoat dong
va giam xudng con 8 pA & ché do nga sau.
Dua trén céac thong $6 nay, voi mot vién
pin Lithium dung luong 3000 mAh va tin
suét truyén tin 15 phat mot 1an, thoi gian
hoat dong cua thiét bi duoc du phong dat

4,6 nam.
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4.2. Pdanh gid hi¢u néng truyén thong LoRaWAN
End-node duoc lip & nhiéu noi ding dé danh gia chat lugng két ndi & cac khoang cach
khac nhau t6i gateway. Két qua duoc tong hop trong Bang 2.

Sen!
] Autoscral ] Show timestamg HNewlne w | 11500baud Cear output

Hinh 6. Giao dién Network Server hién thi thong s6 goi tin nhan duoc tir End-node
Két qua cho thdy hé théng duy tri két ndi rat 6n dinh ¢ khoang cach 1én t6i 1.2 km, voi
ty 18 mat goi tin dudi 10% (Petdjajirvi & cong su, 2017). Didu nay khiang” dinh LoORaWAN
1a lya chon phu hop cho viée trién khai mang do ludng nude thong minh trén quy mo rong
trong khu vuc do thi.
Bdng 2. Két qua do lwong RSSI, SNR va Ty 1é giti tin thanh cong theo khodng cdch.

Khodng cach  RSSI  SNR  Thanh cong .

m  (@m @B) (%) Ghi cha

100 -75 9,5 100 Tam nhin thang

300 -82 7,0 100 Xuyén 1 16p tuong, vat can it

500 -90 4,5 99,5 Moi truong d6 thi, c6 vat can

700 -98 1,0 98 Mot truong do thi, ¢6 vat can

1000 -105 =25 95 Moi truong do thi, nhi€u vét can

1200 -112 -6,0 90 Tin hi¢u bi anh hudng boi nhicu toa nha

1500 -118 9.5 75 Tin hi€u yéu, két n6i khong 6n dinh

4.3. Danh gia mé hinh phat hién riéng biét, trong do c6 2 kich ban ro ri
bt thuwong dugc mo phéng (luu lugng nudc ting

M6 hinh Isolation Forest duoc cao va duy tri lién tuc vao ban dém). Két
hudn luyén bang file dir liéu 30 ngay qua dugc tong hop qua ma trdn nham 1an
va kiém thtr trén mot tap dit liéu 7 ngay trong Bang 3.

Bang 3. Ma tran nham lan ciia mé hinh Isolation Forest trén tap dir liéu kiém thir.

Du doan
Binh thudmng Bt thuong (R0 ri)
Thue té Binh thuong 1650 (TN) 25 (FP)
’ Bat thwong (Ro ri) 10 (FN) 92 (TP)
T ma tran nham lan, hiéu nang D¢ dac hiéu (Specificity): 98,5%
dugc tinh todn: Do chinh x4ac duy bao duong
Do chinh xéac (Accuracy): 98,0% (Precision):78,6%
Do nhay (Recall/True Positive Vo1 ty 1€ phat hién thanh cong

Rate): 90,2% hon 90% cac truong hop 1o ri, mé hinh



d3 ching minh trién vong to 16n cta Al
trong viéc xdy dung hé thong giam sat
chu dong va canh bio sém cho mang ludi
cp nude (Cook & cong su, 2023; Ebisi
& Nikolakakos, 2021). Mic du chi sb
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Precision 78,6% dugc xem la kha quan
dbi véi mot hé thdng canh bao ban dau,
viéc t6i vu hoa dé giam thiéu cic canh
bao gia van 1a mot myc tiéu can thuc hién
trong tuong lai.

— Di liéu tiéu thu thue té
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Hinh 7. Biéu d6 chudi thoi gian tiéu thu nuée trong hd gia dinh. Puwong xanh biéu dién dir

liéu thuec té dwoc ghi nhan lién tuc, trong khi cac diém do thé hién cdc bat thwong dwoc mo

hinh Al phat hién - nghi ngo la ro ri nuoc.

4.4. Thao lugn

Céc két qua nghién ctru da ching
thuc tinh hi¢u qua va kha thi cta giai
phap do nuéc théng minh duge dé xuat.
Hé théng mang lai uu thé 15 rét so voi
phuong phép thu cong, cho phép thu thap
dir liéu ty dong va gén thoi gian thyc, tu
d6 giup cac nha cung cép dich vu phat
hién nhanh chéng su that thoat nudc va
t8i wu hoa van hanh (Khairullah & cong
su, 2025). Mot loi ich kinh té quan trong
khac dén tir viée st dung cam bién khong
xam lan, gitp loai bo chi phi thay thé hang
loat cong to co hién hitu. V& nén tang
cong ngh¢, LoRaWAN khong chi uu viét
hon mang di dong vé chi phi va thoi luong
pin (Augustin & cong su, 2016; Sanchez-
Gomez & cong su, 2017), ma con mang
lai su tu chti cao hon cho cac t6 chuc trong
viée trién khai va quan 1y mang so véi cac
dbi thu LPWAN khéac nhu NB-IoT (Sinha
& cong su, 2017).

V. Két luan va huéng phat trién

Nghién ciru da thiét ké, ché tao va
thir nghiém thanh cong mot hé thong do
ludng nudc thong minh hoan chinh, két
hop cong nghé LoRaWAN va Tri tu¢
Nhan tao. Hé théng cho phép thu thap dir
ligu ty dong tir cong to co voi do chinh
x4c cao, truyén dif liéu hiéu qua qua mang
khong day tam xa, va phan tich phat hién
cac mau tiéu thu bat thuong. Két qua thyc
nghiém ban dau di cung cép co s¢ vimg
chéc cho tinh kha thi va hiéu qua cua giai
phap, mang lai tiém ning 16n trong viéc
hién dai hoa cong tic quan Iy cip nudc,
giam thit thoat va t6i vu chi phi van hanh.

Céc hudng phat trién tiép theo:

Trién khai hé théng trén quy mo 16n
hon dé danh gia hiéu qua thuc té va do 6n
dinh trong dai han (Haxhibeqiri & cong
su, 2018).

Nghién cuu va so sanh cac thuat
toan Al phac tap hon nhu LSTM hoac
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Autoencoder dé nang cao kha ning phat
hién nhiéu loai bt thuong tinh vi (Hundman
& cong sy, 2018; Sakurada & Yairi, 2014).

Phat trién giao dién ung dung di

dong hoan chinh cho ¢4 nguoi quan ly va

nguoi tiéu dung cuoi.
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RESEARCH AND DEVELOPMENT OF
A SMART WATER METERING SYSTEM
USING LORA COMMUNICATION PROTOCOL

Nguyen Van Manh’?, Tran Xuan Manh* Nguyen Hoai Giang’,
Dang Khanh Hoa’, Quach Thi Hanh’

Abstract: This paper details the development of an end-to-end smart water metering
system, from its conceptualization through to practical implementation. By integrating
LoRaWAN technology with Artificial Intelligence (Al), the system is engineered to rectify
the deficiencies inherent in manual meter reading and legacy remote solutions, specifically
addressing persistent challenges related to cost, operational efficiency, and scalability. The
system's architecture is predicated on three integral components: (1) a non-invasive end-
node device designed for retrofitting onto existing mechanical meters without requiring
structural modifications, (2) an energy-efficient LoORaWAN communication infrastructure
for wide-area data acquisition; and (3) an Al-driven analytics platform for monitoring and
issuing early warnings for anomalous events, most notably leakages. Empirical testing in a
real-world urban environment validates the system's high fidelity, demonstrating an average
measurement error of less than 1% and sustaining reliable LoRaWAN connectivity up to 1.2
km amidst obstructions. Furthermore, the integrated Isolation Forest AI model proved highly
efficacious, correctly identifying over 90% of simulated leakage scenarios while maintaining
a minimal false positive rate. Collectively, these findings affirm the feasibility and efficacy
of the proposed 1oT solution, paving the way for modernizing water management protocols,
optimizing operational performance, and substantially mitigating water loss in practical
applications.

Keywords: LoRaWAN network, smart water meter, digital transformation in water supply,
Artificial Intelligence (Al), anomaly detection, Internet of Things (loT), water resource management
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