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Tém tat: Internet Van vit (IoT) dang phat trién véi toc do biing né, két noi hang ty
thiét bi vao mét mang ludi toan cau, mang lai nhitng co hgi chiea tirng c6 nhwng ciing di kém
véGi nhitng théach thire bao mdt nghiém trong. Cdc mé hinh bdo mdt tdp trung truyén thong to
ra khéng dii kha ndang dé bao vé méi trieong IoT phi tdp trung va rong Iom, tao ra cdc diém
16i duy nhdt va nhitng lo ngai vé quyén riéng ti. Cong nghé Blockchain, véi cdc ddc tinh cot
161 1a phi tdp trung, bat bién, minh bach va kha ndang tw dong héa théng qua hop dong théng
minh, néi 1én nhw mét giai phdp nén tang cé kha ndng gidi quyét cac van dé nay. Bai bdo irng
dung Blockchain dé ting cuong an ninh cho IoT. Chiing téi dé xudt mot mé hinh kién tric lai,
nhiéu 16p, két hop Blockchain, Pién todn bién (Edge Computing) va Hop dong thong minh
dé tao ra mot hé tho”ﬁg bao mat, co kha nang mo rong va hiéu qua. Mo hinh nay dwoc phdn
tich sdu vé kha ndang chéng lai cac méi de doa an ninh phé bién nhir gia mao danh tinh, tan
céng Nguoi dimg gitta (MITM) va thao ting dit liéu. Cudi ciing, bai bdo thdo ludn vé cdc loi
ich, han ché ciia gidi phdp va dé xudt huwéng nghién ciru trong twong lai.

T khoa: internet van vdt (loT), blockchain, bao mdt loT, toan ven dit liéu, hop déng
thong minh

I. Dit vin dé su phat trién bung nd nay lai di kém véi

Internet Van vat (IoT) dang dinh nhiing thach thirc bdo mat nghiém trong.
hinh lai thé gi6i cua chung ta bang cach Céc thiét bj IoT v6i tai nguyén han ché,

két nbi hang ty thiét bi vat Iy vao mot mang hoat dong trong moi truong khong duoc

ludi toan cau, md ra vo so6 co hoi dé cai
thién hi¢u qua, ty dong hoa va chat lugng

cudc song (Lee & Lee, 2015). Tuy nhién,

'Khoa Pién - Bién Tir, Truong Pai hoc Md Ha Noi

kiém soat, da tré thanh muc ti€u hap dan
cho cac cudc tan coéng mang (Mahmoud

va cong su, 2015).
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Ciac mo6 hinh bdo mat tap trung
truyén thong to6 ra khong hiéu qua trong
moi truong [oT phi tap trung. Ching tao
ra cac diém 15i duy nhat (single points of
failure), gy tén kém chi phi bao tri va dat
ra nhimg lo ngai 16n vé quyén riéng tu dit
liéu (Reyna va cong su, 2018; Zyskind va
cong sy, 2015). Vu tan cong béng botnet
Mirai, loi dung cac thiét bj IoT yéu kém dé
thuc hién cac cudc tin cong tur chdi dich
vu (DDoS) quy mo 16n, 1a minh ching 1o
rang cho su yéu kém cua cac giai phap
hién tai (Khan & Salah, 2018).

Trong bdi canh d6, cong nghé
Blockchain néi 1én nhu mot giai phap dot
pha. Véi cac dic tinh cot 16i 1a phi tap
trung, bat bién, minh bach va kha nang
thuc thi hgp dong thong minh, Blockchain
cung cap mot md hinh méi dé quan 1y cac
twong tac va dir liu trong IoT mdt cach
an toan ma khong can bén trung gian
(Christidis & Devetsikiotis, 2016). Béng
cach luu trir cac ban ghi trén mot so cai
phéan tan, Blockchain dam bao tinh toan
ven dit liéu va cho phép kiém soét truy cap
mot cach minh bach (Kshetri, 2017).

Bai bao nay nhiam muc dich cung
cép mot phan tich toan di¢n vé viée ung
dung Blockchain dé ting cudng an ninh
cho IoT. Péng gop chinh cua bai viét bao
gdm viéc tong quan cac thach thic bao
mét, d& xudt mot mo hinh kién trac tham
khao két hop Blockchain va Dién toan
bién, phan tich sau vé kha ning cua md
hinh trong viéc chéng lai cac mbi de doa
an ninh, va thao luan vé cac loi ich, han
ché ciing nhu cac hudng nghién ciru trong
tuong lai.

II. Co s& Iy thuyét

2.1. Tong quan céng ngh¢
Blockchain

Blockchain 12 mot sd cai ky thuat
$6 phan tan va bét bién, noi dit liéu duoc
nhém thanh cac “khéi” va lién két véi nhau
bé“mg mat ma (Christidis & Devetsikiotis,
2016). Ciu tric nay lam cho viéc thay doi
dir lidu trong quéa khtr tré' nén gan nhu bét
kha thi. Cac dic diém chinh bao gom:

e Phi tap trung (Decentralization):
Khong c6 mot thuc thé trung tim ndo
kiém soat mang ludi. Ban sao cta sd cai
dugc luu trir va dong bd héa trén nhiéu
nut, loai bo diém 16i duy nhat (Khan &
Salah, 2018).

« Bit bién (Immutability): Dit liéu
da duoc ghi vao blockchain khong thé bi
thay d6i hodc x6a bo, dam bao tinh toan
ven tuyét doi (Kshetri, 2017).

e Minh bach (Transparency): Tuy
thudc vao loai blockchain, cac giao dich
¢6 thé dugc xem boi tat ca nhimng ngudi
tham gia, tao ra moi truong dé kiém toan.

« Hop dong thong minh (Smart
Contracts): La cac chuong trinh tu thyc
thi dugc luu trir trén blockchain, ty dong
héa viée thuc thi cac diéu khoan khi diéu
kién dugc dap tng, rat hiru ich cho viéc
quan 1y truy cép hay thuc thi chinh sach
trong IoT (Ouaddah va cong su, 2017).

« Co ché dong thuin (Consensus
Mechanism): La cac thuat toan (vi du:
PoW, PoS, PoA) cho phép cac nut trong
mang phi tap trung dat dugc thoa thuan
vé trang thai cua s6 cai (Xie va cong su,
2019).



2.2. Kién trisc hé théng IoT va cdc
vin dé bio mt

Mot hé théng ToT dién hinh gém ba
16p: Cam nhan (thiét bi), Mang (truyén
di liéu), va Ung dung (dich vu nguoi
ding). Mbi 16p déu c6 nhing 15 hong bao
mat riéng, tur tan cong vat ly, gia mao dir
lidu, nghe 1én, tan cong Nguoi ding giira
(MITM), dén ro ri dit liéu nhay cam. Kién
trac tap trung truyén thong khong thé giai
quyét triét dé cac van dé nay, khién hé
thdng c6 nhiéu diém yéu dé& bj khai thac
(Mahmoud va cong su, 2015).

2.3. Cdc nghién cuu truéc ddy
trong linh vuc Blockchain—IoT

Viée tich hop Blockchain va IoT da
thu hut sy quan tdm 16n cta gidi nghién cuu
(Khan & Salah, 2018; Ali va cong su, 2019).
Nhiéu cong trinh d4 dé xuat cac kién tric cu
thé dé giai quyét céc van dé thuc tién. Vi du,
Dorri va cong sy (2017) da thiét ké mot kién
trac blockchain nhe cho nha thong minh.
Novo (2018) dé xuat mot hé thong quan
I truy cap phi tap trung st dung hop dong
thong minh. Zyskind va cong su (2015) 1a
nhitng nguoi tién phong trong viée st dung
blockchain dé bao vé quyén riéng tu bing
cach chi luu trix siéu dit liéu trén chudi.

Tuy nhién, cac nghién ctru nay cling
thtra nhan réng viéc 4ap dung truc tiép
cac nén tang blockchain cong khai nhu
Ethereum vao IoT 1a khong thuc t& do
cdc tao can veé do tré, thong luong thép
va chi phi giao dich cao (Reyna va cong
su, 2018). Do do, viéc thiét ké cac kién
trac nhe, c6 kha nang mé rong va tiét kiém
nang luong van 1a mot huéng nghién ctru
tich cuc (Dorri va cong su, 2019).
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III. Phuwong phap va Vit liéu
nghién ciru

3.1. M6 hinh dé xudt (Proposed
Architecture/Model)

Dé giai quyét cac thach thire da néu,
chung toi dé xudt mot mo hinh kién truc lai,
nhiéu 16p, két hop cong nghé Blockchain,
Hop dong thong minh va Pién toan bién
(Edge Computing).

Kién triic tong thé bao gdm ba16p chinh:

1. Lép Thiét bi va Dién toan bién
(Device and Edge Layer): GOom cac
Thiét bi IoT (cam bién, co ciu chap hanh)
chi thyc hién nhiém vu co ban 1a thu thap,
ky dién tir va gui dir liéu. Cac Nut Bién
(gateway, router thong minh) manh hon
dong vai tro trung gian, gitp tong hop, loc
dir liéu va tuong tac véi 16p Blockchain,
giam tai cho cé thiét bi IoT va mang chinh.

2. Lép Blockchain va Sé cai phan
tan (Blockchain and Distributed Ledger
Layer): M6 hinh sit dung Kién tric
Blockchain lai dé ting kha ning mé rong.

o Blockchain Chinh (Main Chain):
La mdt blockchain riéng tu hodc lién minh
(permissioned) c6 d§ bao mat cao, xur 1y
cac giao dich quan trong nhu ding ky thiét
bi, cap nhat firmware.

oKénh/Chudi phu (Sidechains/
Channels): Danh cho céc giao dich dir li¢u
tan suat cao. Dir liéu tir cac nhom thiét b
duoc xir Iy «ngoai chudi chinh» (off-chain),
va chi trang thai cudi cung hodac mdt ban
tom tit mat ma (hash) dugc ghi 1én chudi
chinh, gitp giam tic nghén dang ké.

oLuwu trir dir liéu Off-chain: D@

liéu thé c6 dung luong l6n duoc luu trix
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trén cac hé théng phan tan nhu IPFS, trong
khi blockchain chi luu trir ham bam (hash)
cua dir liéu dé dam bao tinh toan ven ma
van giit blockchain gon nhe (Li va cong
su, 2019).

II. Lép Ung dung va Dich vu
(Application and Service Layer): Day
1a 16p nguodi dung cudi va cic vng
dung twong tic véi hé thong, truy vin
blockchain dé xac thue danh tinh, kiém
tra quyén hoic xdc minh tinh toan ven
dir li¢u.

Vai tro ciia cac thanh phan cét 15i:

« Hop dong thong minh (Smart
Contracts): La by nao ty dong hoa cac
quy trinh bao mat (Ouaddah va cong su,
2017).

o Hop ddng Piang ky: Quan Iy vong
doi, dinh danh va khoéa cong khai ctua thiét
bi.

oHop ddng Kiém soat Truy cip
(ACC): Cho phép chu s¢ hiru dir li¢u dinh
nghia va thyc thi cac chinh sach truy cap
chi tiét (Novo, 2018).

o Hop dong Toan ven Dir liéu: Ghi
lai ham bam, dau thoi gian va ID thiét b
1én blockchain dé xac minh sau nay.

oCo ché dong thuian: Uu tién
sit dung cac co ché nhe nhu Proof of
Authority (PoA) hodc Delegated Proof
of Stake (DPoS) thay cho PoW tén nhidu
nang luong.

Ludng hoat dong co ban: Quy
trinh bat dau tir viéc dang ky thiét bi trén
blockchain. Sau d6, thiét bi thu thap va giri
dir liéu da ky dén nat bién. Nut bién xéac
thuc, luu dir li€u tho vao IPFS va ghi ham
bam cua dir 1i€u Ién blockchain thong qua

hop ddng théng minh. Khi mot tng dung
yéu cau truy cap, hgp dong thong minh s&
kiém tra chinh sach, cap phép va tra vé
dia chi dir liéu trén IPFS dé tmg dung truy

xuat va xac minh.

3.2. Phdn tich bao mdt (Security
Analysis)

Mo hinh dé xuit cung cip co ché
bao v¢ da 16p chéng lai nhiéu méi de doa
phd bién:

« Chéng gia mao va tan cong Sybil:
Viéc yéu cau moi thiét bi phai duoc dang
ky danh tinh duy nhat trén blockchain
thong qua Hop dong Ping ky ngan chin
cac thiét bi trai phép tham gia mang va giri
dir li¢u sai 1éch (Zhang & Wen, 2017).

e Pidm bdo tinh toan ven dir li¢u:
Bang cach luu trit ham bam cia dir lidu
trén mot sd cai bat bién, bét ky su thay
d6i nao ddi voi dir lidu gbe (du do 15i hay
c¢d ) s& bi phat hién ngay 1ap tirc vi ham
bam khong con khép (Bahga & Madisetti,
2016).

e Chéng tin cong Nguwdi dimg
giira (MITM): Giao tiép dugc ky dién
tir, ngan ké tan cong thay doi dit liéu ma
khong 1am mat hiéu luc chir ky. Mang
ludi phi tap trung ciing khién viéc tiém dix
liéu gia tré nén kho khan.

« Kiém soat truy cép phi tip trung
va linh hoat: Mo hinh trao quyén cho
chu s¢ hiru dir liéu dinh nghia va thyc thi
chinh sach truy cap thong qua hop dong
thong minh, thay vi phu thuoc vao mot
quan tri vién trung tdm (Ouaddah va cong
su, 2017).

« Tiing cuwong quyén riéng tu: Dir
liéu nhay cam dugc luu trit ngoai chudi



(off-chain), blockchain chi chra siéu dir
liéu va ham bam. Vi¢c str dung blockchain
riéng tu va danh tinh bt danh cling gitp
che gidu danh tinh thuc (Zyskind va cong
su, 2015).

« Kha ning phuc hoi va chéng
tin cong DDoS: Kién trac phi tap trung
khong c6 diém 15i duy nhat, gitip hé théng
c6 kha nang phuc hdi cao hon nhiéu so véi
cac may chu trung tam.

3.3. Danh gid thwc nghiém hodc mo
phong (Implementation and Evaluation)

Mo phong dir liéu blockchain bang
JSON

Tan suat gom dir liéu thanh ban ghi
moi 6 phit.

Mdi ban ghi c¢6 thé duge luu trén
Blockchain bang 1 hash riéng biét, bao

4l Bang dir ligu cam bién loT trong 1 gid (mai 6 phut)

1D Thiét bj Loai thiét bj

CEVDOT Cdm bién nhigt 3 1000000

DEVOD2 Cam bign 39 §m 100600

11200

101800

Thai gian [(UTC)

Vi tri

Phong A101

Phang A102

CitasB 1

Hidnh lang L1

Phéng E201

Han céng B2
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gdm timestamp, sensor ID, data, signature.

Céc dir li¢u nhay cam (vi du hinh
anh) chi luu hash, dir liéu gdc co thé luu
ngoai chudi (off-chain).

Cot “Trang thai” co thé dung dé kich
hoat cac smart contract tu dong néu diéu
kién bat thudng xay ra.

e tx id: ma giao dich (Transaction
ID) do Blockchain tao khi ghi dir liu.

e timestamp: thoi diém ghi nhan dit
liéu.

e device id, sensor_type, location:
thong tin thiét bi.

e data: dir liéu cam bién thyc té.

e status: phan loai hoac danh gia
(binh thuong, canh bao,...).

e hash: ham bam dai dién ndi dung
dé dam bao toan ven (chdng gia mao).

Gid

Nhin didn ngud 3 ngui Gl hinh

Trang thi khéa

Cubing 48 dnh sdng (hax) 450

NBing db khéi (ppm)

Hinh 1: thiét bi m6 phong

M&i thiét bi IoT (hodc chi s¢ hitu
thiét bi) c6 mdt cap khoa:

e Public Key (PK) — dung dé ma
hoa dir liéu, ai ciing ¢ thé thay.
(SK) —
dé giai ma, chi nguoi so hitu biét.

e Private Key dung

Khi cam bién thu thap dir liéu:

e Dir liéu duoc ma hoa béng Public
Key cua chu thiét bi.

e M3 hoa xong, n6 dugc ghi vao
Blockchain (v6i hash dé xac thuec).

e Chi nguoi c6 Private Key méi co
thé giai ma va doc dit liéu.

Nhiéu nghién ctu dd xay dung céc
nguyén mau (prototypes) va thyc hién cic
mo phong dé danh gia hiéu suat cia cac
kién trac Blockchain-IoT. Vi dy, trong
nghién cuu cua Dorri va cong su, ho da
trién khai mot kién trac blockchain nhe
cho nha théng minh trén cac thiét bi co
tai nguyén han ché nhu Raspberry Pi. Két
qua cho thdy hé thong c6 thé xir 1y cac
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giao dich nhu md/khoa cua thong minh
v6i d6 tré chip nhan duoc (vai gidy). Chi
phi tinh toan va bd nhé trén cac nut bién
la kha quan, chiing t6 tinh kha thi cta viéc
dura blockchain dén gan hon véi ria mang.

Cic phan tich vé thong luong
(throughput) thuong cho thdy cac
blockchain riéng tu sir dung co ché dong
thuan nhu PoA c6 thé dat duoc hang tram,
tham chi hang nghin giao dich mdi gidy
(TPS), cao hon nhiéu so véi cac blockchain
cong khai nhu Ethereum (khoang 15-20
TPS). Piéu nay phu hop véi yéu cau cua
nhiéu tng dung IoT. Tuy nhién, chi phi
luu trit van 12 mot van dé. Khi sb luong

[
{

"tx_id": "exs3af.

“timestamp": "

“device_id": /ee1",

“sensor_type": emperature”,
“location": "Phbong Al101",
“data": {

"unit": "°c",

"value": 26.3
s
“status": “Normal®,

“hash": "3f9chd...e90c"

ol

“tx_id": "exal9

“timestamp": " -19T10:06:002",

“device_id":

CFY

“sensor_type": "Humidity",

“location": "Phong A102",
“data": {

"unit": "%"
"value": 68

b

thiét bi va giao dich tang 1én, kich thudc
ctia blockchain ciing ting tuyén tinh, doi
hoi cac giai phap toi wu hoa luu trit va cét
tia (pruning) sb cai dinh ky.

Céc danh gia vé chi phi giao dich
(gas fee) trén cac nén tang cong khai nhu
Ethereum cho thay chiing c6 thé 1a mot rio
can dang ké dbi v6i cac ung dung IoT ¢
tan suat giao dich cao va gia tri thap. Pay
1a 1y do chinh khién cac mo hinh dé xuét
thuong uvu tién blockchain riéng tu/lién
minh hodc céc gidi phap Lop 2 (Layer-2)
nhu kénh trang thai, noi cac giao dich vi
mé co thé dugc thuc hién gé‘m nhu mién
phi ngoai chudi chinh.

Hinh 2: dit liéu luu trit kiéu blockchain

{
"tx_id": "e
"timestamp": "2825-86-19T10:80:0807",
"device_id": "DEvee1l"
"data_encrypted": "@x048aa6fcdldéb7a8edee...”,
"owner_public_key": "8x843abdef123456...",
"hash™: "@xe@alfg..."

}

Hinh 3: dir liéu blockchain voi ma hoa hoan toan



Tom lai, cac bﬁng chung thuc
nghiém va mé phong tir cong dong nghién
ctru cho thdy ring, mic du con nhiéu
thach thirc, viéc xay dung cac hé théng
Blockchain-IoT an toan va hiéu qua la
hoan toan kha thi, dac biét khi sr dung cac
kién trac lai, nhe va t6i wu hoa cho méi
treong cu thé.

IV. Két qué va Thio luin
4.1. Lgi ich thuc té

Viéc ap dung mé hinh dua trén
blockchain mang lai nhiéu loi ich hiru
hinh. Trong chudi cung g, né tao ra mot
ban ghi khong thé thay d6i vé ngudn gbc
va hanh trinh cta san pham. Trong linh
vue y t&, n6 cho phép bénh nhan kiém soat
hd so stic khoe dién tir ciia minh mot cach
an toan (Rahman & Mohsen, 2020). Trong
cac thanh phé thong minh, no6 co6 thé tao ra
mot thi truong dir li¢u phi tap trung, noi
nguoi dan co thé chia sé dit liéu mot cach
an toan (Hashemi va cong su, 2016).

4.2. Han ché va Rao cin

Mic du ¢6 tiém nang lén, viéc trién
khai Blockchain cho 10T van d6i mit véi
nhiéu rao can:

« Kha ning mé rong: Pay van la
thach thirc 16n nhat, khi cac cong nghé
hién tai chua thé xu 1y khéi luong giao
dich khong 16 ctia IoT toan ciu.

« Do tré: Thoi gian can thiét cho
qué trinh dong thuan gay ra do tré, khong
phu hop cho céc tng dung thoi gian thuc
nhu céc thiét bi can diéu khién lién tyc....

e Chi phi va tiéu thu niang lugng:
Viéc duy tri mot mang ludi blockchain
van doi hoi tai nguyén tinh toan va ning
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luong dang ké.

« Thiéu chuin héa: Sy thiéu trong
thich giita cac nén tang blockchain va nha
cung cap IoT can tré viéc ap dung trén quy
mo lon (Atlam & Wills, 2019).

o Sw phitc tap: Thiét ké va trién
khai mot hé théng dua trén blockchain doi
hoi chuyén mon cao.

4.3. So sdnh véi cdc cong nghé sé
cdi phan tan khac (DLT)

Blockchain khong phai 1a cong nghé
DLT duy nhét. Cac giai phap khac ciing
dang dugc kham pha:

e IOTA va Tangle: IOTA st dung
cau tric dit liéu PO thi c6 hudng khong
tuan hoan (DAG) thay vi chudi khéi. No
cho phép xur 1y giao dich song song va
khong mét phi, duoc thiét ké dic biét cho
cac giao dich vi md gilra cac may trong
IoT.

o Hyperledger Fabric: La
mot framework blockchain riéng tu
(permissioned) c6 kién tric mo-dun,
phu hop cho cac ung dung doanh nghiép
(B2B) trong IoT, noi cac bén tham gia da
biét va tin tudng 13n nhau.

So véi blockchain truyén théng,
IOTA c6 kha ning mé rong tot hon
nhung co ché dong thuan van con méi.
Hyperledger Fabric c6 hiéu suat cao
nhung tap trung hon. Viéc lya chon cong
nghé DLT phu thudc vao yéu cau cia timg
ung dung.

V. Két luin

Céc thach thirc bdo mat nghiém
trong dang kim ham tiém nang cia IoT.
Cong ngh¢ Blockchain, véi cac dic tinh
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phi tap trung va bét bién, mang lai mot sy
thay d6i mé hinh can thiét cho an ninh IoT.
Kién tric tham khao ma chung t6i dé xuét,
két hop blockchain, hgp dong thong minh
va dién toan bién, tao ra mot hé théng bao
mat toan dién, dam bao tinh toan ven dir
lidu va cung cip co ché kiém soat truy cap
phi tap trung.

Mic du cac thach thire vé kha ning
mo rong, do tré va tiéu chuan hoa van ton
tai, cong dong dang tich cuc phat trién cac
giai phéap sang tao. Blockchain 1a m§t cong
cu nén tang manh mé&, c6 kha ning xay
dung lai niém tin trong thé gi6i k¥ thuat
s6. Viéc tiép tuc nghién ctru va trién khai
cac giai phép Blockchain-IoT la budc di
tat yéu dé hién thuc hoa toan bo tiém nang
cua cudc cach mang Internet Van vat.

Huéng phat trién twong lai
(Future Work)

Linh vuc Blockchain-IoT van con
rat non tré. Cac hudng nghién ctru trong
tuong lai c6 thé tip trung vao:

e Tich hop Tri tué nhan tao (Al):
St dung AI dé phan tich va phat hién cac
hanh vi bat thuong trén blockchain.

« T6i wu hoa cho Pién toan bién
va 5G: Nghién ctru céc client blockchain
siéu nhe va tan dung mang 5G cho céc
ung dung thoi gian thuc (He va cong su,
2020).

e Co ché ddong thuin thich vng:
Phat trién céc thuat toan déng thuan moi,
nhe va c6 kha niang thich tng véi diéu
kién mang.

e Kha niang twong tac giira cac
chudi: Xdy duyng cac giao thirc chuin
hoa dé cac hé théng IoT trén cac nén tang

blockchain khac nhau c6 thé giao tiép an
toan.
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BLOCKCHAIN APPLICATIONS IN IOT NETWORK
DATA SECURITY AND INTEGRITY

Pham Tien Huy’, Nguyen Hoai Giang’

Abstract: The explosive growth of the Internet of Things (IoT) offers immense benefits
but also introduces critical security challenges that traditional centralized architectures
cannot effectively address. This paper proposes a paradigm-shifting, multi-layer decentralized
security architecture for IloT leveraging Blockchain technology. The proposed model
integrates the strengths of distributed ledgers, smart contracts, and edge computing to ensure

data integrity, manage secure access control, and enhance user privacy.

A comprehensive security analysis is conducted, demonstrating the model's resilience
against common threats such as data spoofing, Man-in-the-Middle (MITM) attacks, and
unauthorized access. The architectures feasibility is further illustrated through a simulation,
where a lightweight blockchain network was implemented to handle JSON-formatted data
transactions from a limited set of loT devices. The simulation results demonstrate the
system s effectiveness in immutably recording and validating data. The findings affirm that
Blockchain offers a promising foundational framework for building a secure and trustworthy
1oT ecosystem. The paper also discusses existing limitations, such as scalability, and outlines

future research directions to foster more robust and efficient implementations.

Keywords: internet of things (loT), blockchain, loT security, data integrity, access control,
smart contracts, decentralized architecture
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