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Tém tit: Trong moi truong nghiép vu hién dai, cac quy trinh phirc tap doi hoi sy tham
gia cua nhiéu bén véi vai tro va trach nhiém khdac nhau, khién cdc luoc do chiv ky tap thé
truyén thong tré nén thiéu linh hoat. Bai bao nay kién nghi mét mé hinh chit ky tap thé véi cau
triic tong quat, cho phép thiét Idp mot moi quan hé ky “nhiéu-nhiéu”’giita mét nhém nguwoi ky
va cac thanh phdn ctia van ban. Bé hién thuc héa mé hinh, mét luwoc do chir ky cu thé dugc
xdy dung diea trén mdat ma dinh danh (IBC) va phép ghép cdp song tuyén tinh. Viéc dp dung
IBC khéng chi giiip logi bé ganh ndng trong viéc quan 1y va phdn phoi chirng thi sé ciia ha
tang khéa cong khai (PKI) ma con cung cdp kha ndng mién nhiém tw nhién trudc cic cudc
tan cong khéa lira ddo (rogue-key attack). Mot chitng minh an toan hinh thirc dwoc cung cdp
trong mé hinh tién tri ngau nhién, cho thay lwgc do dat dwoc tinh khéng thé gia mao hién hiru
truede tan cong lua chon thong diép va dinh danh thich ung (EUF-CMA-ID), dua trén do kho
ciia bai todn tinh toan Diffie-Hellman (CDHP). Phdn tich so sanh vé hiéu nang cho thdy lwoc
d6 dé xudt c6 chi phi tinh todn va kich thuéc chit ky canh tranh, trong khi van dam bdo tinh
linh hoat vuot tréi, phit hop véi cdc ing dung thiee tién nhuw hop dong dién tir, quy trinh phé
duyét tai chinh, va qudn Iy chudi cung iing.

Tir khéa: chit ky tap thé, chit ky da chit ky, mdt ma dwa trén dinh danh, cdp song tuyén tinh,
an toan co thé chirng minh

I. Pit van dé doi hdi su tham gia va rang buc trach
Lo 2 axe L, hi¢ ja nhiéu bén (Jinila & K thy,
Trong boi canh chuyén doi so, cac fhem cu.a‘ ieu bén (Jinila ana ’y
. L ) i 2015). Piéu nay tao ra mot nhu cau cap
quy trinh nghi¢p vu phirc tap nhu phé thiét vé mot co ché chir ky sb linh hoat, co
duyét hop dong da phuong, quan ly chuoi kha nang phan anh chinh xac cac mdi quan

cung tng, hay bo phiéu dién tir ngay cang hé trach nhiém phuc tap nay.

' Khoa Pién - Bién Tir, Truong Pai hoc Mé Ha Noi



Céc luoc dd chir ky tap thé truyén
thdng thuong gia dinh vai tro cta cac thanh
vién 1a ngang hang (Bellare & Neven,
2006), trong khi cac md hinh cai tién nhu
ctia Harn (1999) chi hd trg mdi quan hé ky
"mot-mot’ gitra nguoi ky va thanh phan van
ban (Li et al., 2000). Khoang tréng nghién
ctru hién nay chinh 1a sy thiéu Véng mot
lwoc dd hiéu qua cho phép mot mdi quan
hé ky ’nhiéu-nhiéu’ (many-to-many) — tirc
12 mot nguoi c6 thé ky nhiéu phan, va mot
phan c6 thé yéu cau nhiéu nguoi ciing ky
(Gentry & Ramzan, 2006).

Dé giai quyét triét dé van dé nay, bai
bdo dé xudt mot mo hinh chir ky tap thé
c6 cAu trac téng quat va hién thuc hda no
béng mot luge do cu thé dua trén mat ma
dinh danh (IBC). Uu diém vuot trdi clia
giai phap nay la: (1) HS tro day du moi
quan hé ky ’nhiéu-nhiéu’ théng qua ma
tran trach nhiém linh hoat (Micali, Ohta,
& Reyzin, 2001). (2) Loai bd su phuc
tap ctia ha tang khoa cong khai (PKI) va
mién nhiém ty nhién véi tan cong khoa lira
dao (rogue-key attack) nho s dung IBC
(Shamir, 1985; Boneh & Franklin, 2001).
(3) Pat dugc an toan co thé ching minh
va hi€u nang canh tranh (Pointcheval &
Stern, 2000; Cha & Cheon, 2003).

Hién tugng nay anh huong dén
khoang 80% bénh nhan trong céc giai
doan tién trién cta bénh (Pérez-Lopez et
al., 2016), thuong xuit hién khi bt dau
di, quay nguoi, hodc di qua cac khong
gian hep, tr d6 lam gia ting dang ké
nguy co té ngd, han ché tinh ty chi va
suy giam nghiém trong chat lugng cudc
song (Walton et al., 2015; Creaby & Cole,
2012).
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II. Co s& 1y thuyét

2.1. Cip song tuyén tinh (Bilinear
Pairings)

Phép ghép cip song tuyén tinh 1a
mot cong cu toan hoc nén tang, cho phép
thiét ké nhiéu giao thirc mat ma hién dai
(Menezes1993). Mot anh xa song tuyén
tinh e: G xG_1 — G, (v6i G_1, G, la cac
nhom cyclic cing cép nguyén t6 ¢) phai
thoa man dong thoi ba thudce tinh cbt 15
(Galbraith2008):

1. Tinh song tuyén tinh: Cho phép
thue hién cac phép toan mii trén cac phan
tor ctia nhom, thé hién qua dang thuc
e(aP.bQ) =e(B, Q).

2. Tinh khéng suy bién: Dam bao
anh xa khong tam thuong (e(P, P)~ 1.7,
giip tao ra cac gia tri c6 y nghia trong
nhom dich.

3. Kha ning tinh toan hiéu qua:
Ton tai thuat toan dé tinh gia tri e(P, Q)
trong thoi gian chap nhan dugc.

Céc cau trac nay thuong dugc xay
dung tr cap Weil hodc Tate trén duong cong
elliptic Barreto2006.

2.2. Cac Gia dinh D¢ phurc tap

Do an toan cua luge dd dé xuit dua
trén do kho cua bai toan tinh toan Diffie-
Hellman (CDHP) trong cac nhom duoc
trang bi phép ghép cdp. Dinh nghia 2
(CDHP): Cho m6t nhém cyclic G, cip g,
mot phan tir sinh P € G, vacac phan tir aP,
bP € G, v6ia, b € Z chua biét. Bai toan
CDHP la tinh todn phén tir abP € G,. Gia
dinh CDHP cho ring khong c6 thuit toan
thoi gian da thirc nao c6 thé giai bai toan
CDHP véi x4c suét dang ké.
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2.3. M6 hinh An toan

Luoc d6 ciia chiing toi duoc chimg minh
an toan trong mo hinh tiéu chuén, cu thé 1 Tinh
khong thé gia mao hién hitu trudc tan cong lya
chon thong diép va dinh danh thich img (EUF-
CMA-ID) (*Boldyreva2003, Boldyreva2003;
*Cha2003, Cha2003). M6 hinh nay dugc dinh
nghia qua mot tro choi tuong tac gitta mot
K¢ tan cong A va mot Nguoi thach d6 C . Ké
tAn cong dugc cip quyén truy van oracle dé
14y khoa bi mét va tao chit ky. 4 dugc xem 1
thanh cong néu co thé tao ra mot chit ky gia
mao hop 1€ cho mdt thong di€p moi, dudi mot
dinh danh ma khoa bi mat twong tmg chua

I11. Phuwong Phap Nghién Ciru

3.1. M6 hinh H¢ thong

Hé théng bao gdm ba thuc thé:
Trung tam tao khoéa (PKG), Nguoi ky
(Signers), va Nguoi xac thuc (Verifier).
Van ban M duoc chia thanh ¢ thanh phﬁn,
M={m, ..., mt}. Mot nhom gém n nguoi
ky U=1{u, ..

quan hé giira nguoi ky va cac thanh phan

., u } s€ tham gia ky. Méi

van ban dugc dinh nghia bdi mdt ma tran
trach nhiém A, 1a mdt ma tran nhi phan
kich thudc n x . Phan tir A[4, j] =1 néu
ngudi ky u, chiu trach nhi¢m ky thanh

timg bi truy van trude do. phan m, va nguoc lai.
(a) Mé hinh truyén thong (b) Mé hinh phan bigt trich nhiém (Harn) (c) M hinh da thinh phin & xust
o) Thénh phin 1 Thénh phin 2
Nenboi b | o5 GO Ky LE§2
Phiin 2
Newikil o -
Thénh phin 3 Thanh phin k
K§2 Kyt
Kl | K52 || Eit Ao Frént
Titci rmr.g ky o mgt vén bin Neron iy S i 3
Ky linh hoat — nhién ngwor, nhiéy phan

Ky vdo phin riéng

Hinh 1: Mo hinh ky tap thé co cau tric tong quéat. Mot tap hop n ngudi ky va k thanh phan

van ban c6 moi quan hé ky nhi€u-nhiéu linh hoat, dugc dinh nghia bdi ma tran trach nhi¢m.

3.2. Xdy dung Lwoc do

Lugc dd duogc xdy dung dua trén
nam thuat toan sau:

1. Setup(1*): Giai doan nay do PKG
khoi tao voi cac buoc:

« Chon mét cip song tuyén tinh (e,
G, G,) bac ¢, mot phan tir sinh P € G,.

Chon mot khoa bi mat chu s € Z* va

tinh khoa cong khai chu P ,=sP.

Chon hai ham bam mat ma: H, : {0,
1} —G vaH, : {01} —Z.

« Cong bd cac tham sd cong khai
params = {q, e, P, Pp H, H,}. Giir bi mat

ub’
msk =s.

2. Extract(params,s,ID): PKG tinh
va gui khoa bi mat SK. =s - H (ID,) cho
nguoi dung

u, ¢6 dinh danh ID..

3. Sign(params, {SK}, M, A):



Ngudi ky (Signer)
Pha 1: Cam két ban déu

Mai nguwdi ki chon sé ngiu nhidn k
Tinh gia tri cam két R;
Giri R 161 Neudi difu phéi

- R
Pha 3: Tao chi¥ k¥ thanh phin
Vi R, méi ngudi ki tinh:

Iy = Hash(R || message;)

5 =k + h-SK:
Gi §; cho ngwii didu phéi
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Ngudi didu phéi (Coordinator)
Pha 2: Téng hop cam két
Thu thap ciac R tir ngwii ki

Tinh todn R = TR;
Giri lai R cho tat ca ngwéi ki

Pha 4: Téng hop chit ky

Téng hop cac S thanh 5§ =75
uit chi¥ ki cudi cong:

o=(R, 8)

Hinh 2: M6 hinh luu do thuat toan tao chir ky tap thé

Bude 1 (Cam két): Mdi ngudi ky
u, chon ngau nhién k. € Z* va tinh cam két
R =kP.

Cac R, duoc quang ba.

« Buée 2 (Tinh todn tong hop): Mot
ngudi diéu phdi (hodc mdi thanh vién)
tinh cam

két tong hop R = ;nRi.

« Buée 3 (Tao chit ky thanh phan):
Mobi ngudi ky u, tinh téng gia tri bam cua
cac thanh phan minh chiu trach nhiém:

h,=3Y'H,(m,R) (mod g). Sau do, u, tinh
chir ky thanh phan: S =k P+hSK..

« Buée 4 (Tao chirky tdp thé): Nguoi
diéu phdi thu thap cac S, va tinh chit ky tap
thé cudi cung: S = 2"S. Chir ky cudi cung
lac =(R0S).

4. Verify (params, {ID }, M, A, ¢ ):
Dé xac thuc chir ky 6 = (R, S), nguoi xac
thuc thuce hién:

* Tinh khoa cong khai Q. = H\(ID)
cho mdi u.

« Tinh khoa cong khai téng hop dua trén céu tric ky:

n t

Qagg = Z

« Kiém tra phuong trinh xac thyc:

> H(mR) |- ()

i=1 \ \j=1A[j]=1

[e(S, P)\overset?=e(R,P) - e (Oagg, Ppub)] ()

Néu dang thirc ding, chit ky hop 16.

Chimg minh Tinh ding din:
e(S,P)= €(Z(kiP +hiSK;), P)

= e(Zk;P, P)- e(Zhi(SQi), P)

=e(R P)-e() hiQi sP)
= G(R, P) e(Qagg, Ppub)

Ding thirc trén ching t6 luge do 1a
ding dén vé mit toan hoc.
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3.3. Luwu do Thudt todn Xdc thue

Bét diu

/ DPéu vio: 0 = (f, S), M, {IDi}, 4 /

Tinh Qi = H1(ID;) cho mdi i

Tinh h; = H>(m;) cho mdi m;

Tinh Qagg tr ma tI'é:lIl A

Kiém tra (S, P) = e(R, P) - e(Quge, Pout)

Co

/ Tra vé "Hop 18’ /

Khong

/

Tra vé "Khong hop 187 /

Két thic

Hinh 3: Luu do thuat toan xéac thuc chit ky

IV. Phéan tich va Thao luian
4.1. Phan tich An toan

Dinh 1y 1. Luoc do dé xudt dat duoc
an toan EUF-CMA-ID trong mo hinh tién
tri ngdu nhién, véi gia dinh rang bai todn
CDHP la kho giai trong nhom G,.

So lugc y tuong chung minh: Chig
minh duoc thuc hién bang ky thuat quy
gian. Mot thuat toan B dugc xay dung dé
giai bai toan CDHP (P, aP, bP) bang cach
tuong tic véi ké tin cong 4 nhu mot
chuong trinh con. B s€ m6 phdng mdi
treong cho 4 va su dung k¥ thuat R€ nhanh
(Forking Lemma) cua Pointcheval2000
(Pointcheval2000). Khi A tao ra mot chix
ky gia mao thanh cong, B ¢ thé loi dung

két qua nay dé trich xuat va giai dugc gia
trj abP. Su ton tai ctia mot ké tin cong A
hiéu qua s& dan dén mot thuat toan hiéu
qua dé giai CDHP, diéu ndy mau thun voi
gia dinh ban dau vé do kho cia bai toan.
Mot wu diém an toan ndi bat cua
viéc str dung IBC 1a kha nang khang lai tin
cong khoa ltra dao (Rogue-Key Attack)
mot cach ty nhién. Trong cac lugc dd dua
trén PKI, ké tin cong co thé chon khoa
cong khai cua minh mot cach khéo 1éo
dé mao danh ca nhoém Bellare2006. Trén
lugc do cua ching toi, khoa cong khai 0.
=H (ID,) dugc xac dinh mot cach tat dinh,

ngan chan hoan toan loai tan cong nay.



(a) PKI truyén théng

CA
(T4 chirc chirng thuc)

Cip ching thu 36
Nguti dilng 1 Ngudi ding 2
(pk_I. sk 1) (pk_2, sk 2)

Yén can CA vd cliing thirsd

185

(b) H¢ mét dinh danh (IBE)

PKG
(Trung tam sinh khoa)

sl danh (ID)

Sinh khoa sk D

Ngudi ding
Nbn khoa bi mat sic ID

Khéng edn chime thir s6

Hinh 4: So sanh quy trinh quéan 1y khoa. (a) PKI truyén thong yéu cau CA va chimg thu sd.
(b) Hé mat dinh danh (IBC) don gian hoa quy trinh, loai bo nhu cau vé chimg thu.

4.2. Phan tich Hi¢u nang va So sanh

Béang 1 so sanh chi phi tinh todn va
cac tinh ning cua lugc d6 dé xudt voi cac
cong trinh tidu biéu.

Lugc d6 ciia chung t6i ¢6 kich thude
chir ky khong d6i, chi gdm hai phan tir ctia
nhom G,. Chi phi ky ctia mdi thanh vién la

rat hiéu qua, chi yéu ciu mot phép nhan vo
hudng. Chi phi xac thuc phu thude tuyén
tinh vao sb luong ngudi ky, tuy nhién cac
phép todn nay co thé duoc thuc hién song
song. Sy linh hoat, quan ly khéa don gian
va an toan ndi tai 1a nhitng vu diém vuot

troi bu ddp cho chi phi nay.

Bang 1: So sanh cac Lugc dd Chit ky Tap thé

Tinh ning Harn (Harn1999) Gentry (Gentry2006) Pé xuat
Gia dinh an toan DLP CDH CDH
Nén tang PKI IBC IBC
Kich thudc chir ky O(n) o(1) o(1)
Khang Rogue-Key Khong Tu nhién Tu nhién
M5 hinh linh hoat Khéng (1-1) Khéng (n-1) C6 (nhiéu-nhiéu)

V. Két luén

Bai bdo nay da trinh bay mot giai
phép cho van dé thiéu linh hoat cta cac
phuong phéap chit ky tap thé truéc day
thong qua viéc dé xuat mot mo hinh c6
ciu tric tong quat ciing mot luge do hién
thuc héa nd. Bang cach dwa trén nén tang
mat mi dinh danh, lugc d6 khong chi
dap Gmg duoc cac kich ban ky két phirc
tap ma con dugc chirng minh 1a an toan
va hiéu qua. Cac hudng phat trién trong

tuong lai ¢ thé bao gdm viéc mo rong

tinh nang (vi du nhu tich hop chir ky mu,

chit ky ngudng), thuc hi€n chirng minh

an toan trong mo hinh chuan, va nghién

ctru cac phién ban khang tin cong luong

tir dya trén nhiing bai toan kho nhu bai

toan trén luoi.
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A GENERAL-STRUCTURED COLLECTIVE
SIGNATURE SCHEME BASED ON IDENTITY-BASED
CRYPTOGRAPHY

Vu Tat Diep’

Abstract: In modern business environments, complex processes often require the
involvement of multiple parties with distinct roles and responsibilities, which makes traditional
collective signature schemes lack flexibility. This paper proposes a general-structured
collective signature model that supports a many-to-many signing relationship between a
group of signers and the components of a document. To instantiate this model, we construct a
concrete scheme based on identity-based cryptography (IBC) and bilinear pairings. The use
of IBC not only eliminates the burden of certificate management and distribution inherent in
public key infrastructure (PKI) but also provides natural resistance to rogue-key attacks. A
formal security proof is given in the random oracle model, showing that the scheme achieves
existential unforgeability against adaptive chosen-message and chosen-identity attacks
(EUF-CMA-ID), under the assumption of the hardness of the Computational Diffie—Hellman
Problem (CDHP). Performance analysis indicates that the proposed scheme achieves
competitive computational cost and signature size while offering enhanced flexibility, making
it well-suited for practical applications such as electronic contracts, financial approval
workflows, and supply chain management.

Keywords: collective signature, multi-signature, identity-based cryptography, bilinear pairing,
provable security
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