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Tém tit: Trong boi canh s6 héa da nén tang, khong gian sé nhw “canh cira mo rong vo
tan”, noi sinh vién (SV) c6 co hi tiép can kho tri thire toan cau nhung ciing tiém dn nhiing
“Viing t6i” vé an ninh phi truyén thong va chién tranh théng tin. Nhiém vu bdo vé Té quoc
(BVTO) trong tién trinh mdi, bén canh “tuyén phong thii cirng” bang bién phdp quan su,
khoa hoc cong nghé can hinh thanh “tuyén phong thi mém” nhw I6p ld chdn phi vt chdt dya
trén ban linh chinh tri, nang luc tw twéng va ky nang sé. Gido duc quéc phong va an ninh
(GDOP&AN) giit vai tro nong cot, khéng dirng lai & trang bi kién thirc quan sir quoc phong
ma con rén luyén ban linh, ky nang xir Iy théng tin, phan bién va phong chong théng tin xdu
déc trong boi canh “6 nhiém thong tin” dong thoi xdy dung trach nhiém cong déan va y thire
BVTO tir khi “nuéc chwa nguy”’; hinh thanh “khdng thé tw twéng”, ndng cao ndang lwc mién
dich triede tdc dong tiéu cuc trén khéng gian sé. Xdy dung “tuyén phong thii mém” cho SV la
yéu cdu chién hege nham cing co thé trn long dan trong ky nguyén sé. Pé xudt mot sé gidi
phap xdy ding “tuyén phong thit mém” cho SV thong qua GDQP&AN hinh thanh thé hé tri
thire tré vira vitng vang 1y twong vira linh hoat trong g xir s6, tro thanh luc heong phong
thit quan trong, gép phan BVTQ tir sém, tir xa.

Tir khéa: chién tranh thong tin, gido duc quoc phong va an ninh, khéng gian 6, sinh vién,
tuyén phong thii mém

I. Dat van de toan cau héa manh mé, khong gian s6 dan
Trong bdi canh chién tranh thong tr6 thanh mot moi truong song mdi, gan
tin va cac moi de doa an ninh phi truyén b6 mat thi€t voi cac hoat dong hoc tap,
thong khong ngung lan rong bdi nhiing cong tac nghién clru va giao tiép xa hoi
lan song hoi nhap qudc té sau rong va ctia mdi c4 nhan. Dic biét, véi SV 1a luc
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luong tré ké tuc sy nghiép BVTQ trong
thoi dai moi, khong gian ) mang lai loi
ich nhu mdt kho tang tri thuc v6 han, noi
nudi dudng khat vong sang tao, dong
thoi day ciing 1a dong xody ngam chira
dung nhiéu nguy co vé an ninh phi truyén
thong. Sy lan truyén cua tin gia dé thao
tung nhén thirc con non tré, nguy co “6
nhidm tu tuong” va cac hoat dong chién
tranh thong tin cling nhu cac tic dong
xuyén bién gi6i ca cac thé lyc thu dich,
chdng pha da va dang tryc tiép tac dong
dén 161 sdng, tu twong va nhan thirc cua
thé h¢ chu nhan tuong lai cua dat nudc.

Dai hoi XIII khing dinh: “Chi déng
ddu tranh kip thoi, hiéu qud, timg bude ddy
lui cac logi toi pham; phong ngira va vrng
phé kip thoi véi ciac moi de doa an ninh
truyén thong va an ninh phi truyén thong;
lam that bai am muu va hoat dong “dién
bién hoa binh”, bao loan ldt dé ciia cdc thé
luc thu dich, phan dong” [4, tr. 69]. Quan
diém trén nhan manh yéu cau méi trong
nhiém vy BVTQ thoi ky méi khong chi
dung lai & phuong dién cong nghé hay bi¢n
phap quén sy truyén thong ma con nam &
binh dién phi truyén théng dat biét 1a trén
mat trdn khong gian sd, trudc yéu cau do
viée chu trong xay dung mot “tuyén phong
thi mém” nhu mot kha ning tu dé khang
vé tu tuwong, chinh tri, dao dirc, 16i séng
va k¥ ning s6 cia mdi ¢4 nhan nhat 1a SV
tr& thanh van dé& cbt 1i trong chién luogc
BVTQ trén “mit tran sb”.

Cong tac GDQP&AN trong cac
co so gido duc gitt vi tri nong cbt trong
trién trinh xay dung tuyén phong thu nay.
Diéu 19 Luat sb: 30/2013/QH xac dinh
ndi dung phd bién kién thirc QPAN cho
toan dan vé: “Nhitng hiéu biét can thiét
vé doc ldp, chii quyén, thong nhdt va toan
ven lanh thé ciia Té quoc; dm mueu, thi
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doan hoat déng chong phd ciia cdc thé
luc thu dich; nhiém vu quéc phong va an
ninh trong tung thoi ky, phong thu dadn
su; trach nhiém cua cong dan doi véi su
nghiép xdy dwng va bdo vé Té quéc Viét
Nam xd héi chii nghia” [5]. Diéu nay cho
thdy cong tac GDQP&AN khong chi dong
vai tro truyén dat kién thirc quan sy bén
canh d6 huéng dén viéc hinh thanh ban
linh chinh tri, ndng cao nang luc xur ly
thong tin va xay dung niém tin viing chic
cho SV trudc nhitng bién dong phirc tap
ctia khong gian sd.

Tir nhimng van dé trén co thé thay,
viéc xdy dung “tuyén phong thi mém”
trén khong gian sd théng qua cong tac
GDQP&AN cho SV khéng don thuan 1a
mot yéu cau nhat thoi ma con thé hién
tam nhin chién lwoc 1au dai. Tham luan
tap trung phan tich co s¢ 1y ludn va thuc
tién; 1am rd nhitng thach thirc hién dai nhu
chién tranh thong tin, an ninh phi truyén
théng trén khong gian sb; dong thoi dé
xuét nhitng dinh huéng va giai phap nham
phét huy vai tro cia GDQP&AN trong
xdy dyng ban linh, niém tin va nang luc sb
cho SV. Qua d6, c6 thé noi SV khong chi
1a ddi tuong can duoc bao vé ma con dong
vai trd nhu mot luc lugng nong cbt trong
su nghi¢p BVTQ tir som, tir xa trong ky
nguyén so.

I1. Co s&' 1y luan

2.1. Khdi niém “tuyén phong thii
mém” va nhiém vu bio vé Té quéc trén
khéng gian sé

Khai niém “tuyén phong thi mém”
c6 thé hiéu 1a h¢ thdng rao chin ning luc
mém hodc mot lop “la chin phi vat chét”,
nham chin dimg sy xam nhap cua cac
dong chay thong tin doc hai, cac thé luc
chéng pha, phong ngira cac thu doan phi
truyén thong trén khong gian sb.
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Ban chit cua tuyén phong thu nay 1a
mot su két hop da tang, bao gdm ban linh
chinh tri, nhan thitc hanh vi, phim chat
dao duc 13 16p nén cling cung voi k¥ ning
sO va nang lyc ung xir c6 trach nhiém 1a
mili nhon linh hoat. Day la nén tang tao
nén strc dé khang xa hoi, mot dang “mién
dich s6” truc nhitng nguy co thong tin
sai I¢ch, xuyén tac, “dién bién hoa binh”,
bao loan 14t dd, cach mang mau thong qua
khong gian mang,... von da duoc Dang ta
chi rd trong nhiéu van kién 1a nhiing thach
thirc chua timg ¢6 vé an ninh phi truyén
thdng trong bdi canh sb hoa.

N6i ham ctia tuyén phong thi nay c6
thé dugc hiéu day du khi dat trong mdi quan
hé bd tro voi “tuyén phong thu clig” tirc
cac giai phap vé k¥ thuat, phap luat, co s&
ha tng s6 va co ché quan 1y caa Nha nudc
dbi voi khong gian sb hodc cac bién phap
quéan su truyén thong. C6 thé thay, khac
v6i tuyén phong thu trén, “tuyén phong
tht mém” tao nén ndi luc xa hdi, hinh
thanh “mién dich s6” & cap do con ngudi,
dac biét 1a trong cong dong SV. Can nhan
manh rang “tuyén phong thit mém” khong
mang tinh thich Uimg thu dong trudc nhiing
bién ddi, day 1a mot tién trinh chii dong
mang tinh dinh huéng. Bao gém trang bi
kién thirc GDQP&AN cho SV theo Luat
GDQP&AN va cac chuong trinh dao tao
hién hanh nhu Thong tu 05/TT-BGDDT
[6]; hinh thanh k¥ nang irng x1r van minh,
c6 trach nhiém trong moi truong sd; nudi
dudng kha ning “tu dé& khang” trudc
thong tin x4u doc, qua d6 bién mdi SV tré
thanh mot “t& bao khoe manh” trong hé
mién dich xa hoi. Chinh nho sy bén vimg
tir bén trong, “tuyén phong thu mém” méi
c6 thé bd trg cho “tuyén phong thu cimg”
tao thanh hé thong phong thu téng hop.
M&i quan hé nay phan anh quan diém két
hop chit ché giita “xay” va “chbng”, giita

“bao vé tir bén ngoai” va “cung cd tir bén
trong”, dap mg yéu cau nhiém vy BVTQ
trong thoi dai moi.

O goc do 1y thuyét, khai niém “tuyén
phong tha mém” ¢6 thé dbi chiéu va lién
hé vdi cac tiép can hién dai vé an ninh
phi truyén thong va strc manh mém, nhan
manh sy anh hudéng bang tu tuéng, vin
hoéa, tri thirc. Co thé théy, sic manh cua
mot qubc gia trong ky nguyén sé khong
chi phy thudc & cong nghé hay tiém lyc
quan sy ma con phu thudc vao kha nang
“mién dich” vé nhan thirc, van héa va ban
linh chinh tri xa hoi.

Van dung vao bdi canh Viét Nam,
khai niém nay gin lién v6i quan diém cua
Pang vé BVTQ “tir sém, tir xa” va trén
moi khong gian, trong d6 khong gian sb
dugc coi 1a mot khong gian sdéng moi.
Trong van ki¢n Pai hdi XIII chi rd yéu
caw: “Chu déng ngdn ngira cdc nguy co
chién tranh, xung dot tir sém, tir xa; phdat
hién sém va xit Iy kip thoi nhing nhén té
bat loi, nhat la nhitng nhédn té cé thé gay
dot bién; dcfy manh ddu tranh lam that bai
moi dm muwu va hoat dong chong phd ciia
cac thé luc thi dich, phan dong va co hoi
chinh tri” [4, tr. 117]. Pay la co s& chinh
tri, tu tuong cho viéc hinh thanh “tuyén
phong tha mém” trén khong gian sd.

Khéng gian s6 ddi voi SV nhu mot
su tdc dong hai chiéu. M6t mat, n6 duoc
xem la mot dai duong méi cua thoi dai vé
tri thie, noi sinh vién ¢6 thé ra khoi tim
kiém tri thirc moéi, sang tao va giao luu
tiép can tri thirc toan cau, qua do truc tiép
gop phan thuc hién cac dinh hudng chién
lugc trong Nghi quyét s6 57-NQ/TW va
Nghi quyét s 71-NQ/TW. Mit khac, day
ciing 1 “mat tran” tiém an nhiéu nguy co:
tin gia, bao lyc ngdn tir, cich mang mau,
kich dong cuc doan hay cac hoat dong loi



dung “dién bién hoa binh” nham tic dong
dén nhan thirc, tu duyva nén tang tu tuong
non tré cua SV. Viéc xdy dung “tuyén
phong thu mém” vi vay khong chi 1a yéu
cau mang tinh cap bach ma con 1a nhiém
vu gido duc can co trong thoi dai $0.

2.2. Sinh vién trén khéng gian sé:
tir muc tiéu tin cong dén luc lwong trong
“tuyén phong thii mém”

SV gilt mét vi tri dac biét trong cau
trac xa hoi hoc tap s6, 1a nhom tiép xuc
thuong xuyén véi khong gian sd, tir hoc
tap truc tuyén, mang xa hoi dén cac dién
dan trao ddi hoc thuat va cac hoat dong
xd hoi. Diéu nay khién SV tro thanh ddi
tuong dé bi tac dong boi cac nguén thong
tin sai 1éch, chua kiém chimg. Pong thoi,
SV ciing 1 thanh phan c6 kha ning trd
thanh luc lugng lan toa thong tin tich cuc,
c6 tiém nang chuyén hoa thanh ngudn luc
bao vé an ninh tu tuéng gan voi nhiém vy
BVTQ trén khong gian mang.

Tuy nhién, thyc trang hi¢n nay cho
thay sy phan hoa kha 16n trong nhén thirc
va nang lyc an ninh s6 cua bd phan SV.
Mot bd phén c6 ¥ thic t6t vé trach nhiém
cong dan, nhung cling con khong it SV
thiéu kha niang kiém chimg thong tin va
chua hiéu day du vé trach nhiém phap ly
khi tham gia khong gian s6. Bén canh d6
la nhiing thach thirc hién dai vo cung 16n
ma SV phai dbi mit trén khong gian sb:
tir deepfake dén tac dong xuyén bién gidi
Céc phuong thirc tin cong hién dai khong
chi dimg ¢ “tin gia” don thuan ma di tinh
vi thanh vii khi héa Al dé tao ra hinh anh,
video gia, str dung thuat toan dé khuéch
dai thong tin phan cuc hay lgi dung cac
nén tang véi thuat todn goi ¥ nham tao ra
“bong bong xac nhan”. Nhirng ky thuat
nay khién SV khé phan biét that gia, nhat
1a khi n6i dung dugc trinh bay hap dan,
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cam xuc manh. Ngoai ra, tac nhan xuyén
bién gidéi nhu nhom loi ich, cac to chuc
tuyén truyén nudc ngodi,... co thé khai
thac cac van dé x4 hoi nhay cam dé khuay
dong tam 1y gidi tré. Thue t& qudc té cho
thdy, SV nhiéu nude ting 1a tim diém cta
cac cugc van dong chinh tri, xa hoi. Tai
Bangladesh, nam 2018 SV da phat dong
phong trao biéu tinh toan qubc vé an toan
giao thong, str dung mang xa hoi dé t6
chtrc va lan téa thong di¢p. Va méi day
nhit, nim 2025 & Nepal, phong trao biéu
tinh GenZ 1a minh chtng cho viéc thiéu
ban linh chinh tri s& dan dén bi cuén vao
vong xody bat 6n. Nhing vi du nay phan
anh 1d nguy co va dong thoi khang dinh
tam quan trong cua viéc xdy dung “tuyén
phong thi mém” cho SV Viét Nam trong
b6i canh toan cdu hoa va hoi nhap quéc té.

Trén khéng gian sb, SV 1a myc tiéu
d& bi 161 kéo, d& bi tac dong boi cac chién
dich thong tin béi cac ly do co ban nhu:
muc do va tan suét st dung nén tang sb
cao va hanh vi chia sé ndi dung nhanh
va cam tinh; qua trinh hinh thanh nhan
thirc van dang dién ra, nhat 13 nhan thirc
vé chinh tri, xd hoi van chua hoan thién,
do @6 dé bi anh hudng bdi thong tin chua
duoc kiém chtng; thiéu k¥ ning phan tich,
kiém chig va thong tin trong méi trudng
c6 ndi dung phuec tap. Song song do, trong
lich st dan toc, SV ludn gitr vai tro tién
phong trong cac phong trao cach mang, tu
cao trao diu tranh chéng thuc dan dén su
nghiép BVTQ va d6i méi. Budc vao ky
nguyén sd, vai tro nay dugc dit trong diéu
kién mdi, khi “mat tran” khong con gidi
han trén chién trudng truyén thong ma mo
rong sang khong gian s6. Nhu vay, SV
véi tu cach 1a luc luong tré, nang dong,
gidu tiém ning sang tao, tinh than tham
gia x4 hoi va kha nang lan téa cao khién
ho tro thanh “t& bao” clia “tuyén phong
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thi mém” va 1a ngudn lyc c6 thé huy dong
dé lan toa thong tin chinh x4c, ngin chin
tin gia va hinh thanh vin hoéa an ninh sb
néu duoc trang bi du k§ nang, kién thirc
va ban linh. Diéu nay phu hop véi quan
diém chién lugc cua nude ta vé phat huy
va huy dong sttc manh toan dan dong thoi
coi trong gido duc va dao tao nhan luc
chit lugng cao bao dam doc 1ap, tu chii va
an ninh quéc gia theo Nghi quyét 71-NQ/
TW va Nghi quyét 57-NQ/TW. Do do,
nhin nhan SV khong chi 1a “muc tiéu” ma
con 1a “lyc lwong” 1a budce chuyén tu duy
quan trong dé bién ho tré thanh mat xich
then chdt cua “tuyén phong thi mém” trén
khong gian s6 13 yéu cau mang tinh tat yéu
trong bdi canh mai.

2.3. Vai tro cua cong tdac gido duc
quéc phong va an ninh trong xdy dung
“tuyén phong thit mém”

Trong h¢ sinh thai tri thue hién dai,
cong tdc GDQP&AN c6 vai tro nhu mot
mit xich khong thé thiéu, vira mang tinh
nén tang 1y lun, vira truc tiép boi dudng
cho SV nhimg ning luc can thiét dé tham
gia BVTQ trong ky nguyén s6. Theo quan
diém xuyén sudt Pang ta luon xac dinh
qudc phong toan dan khong chi 13 su két
hop sttc manh chinh tri, quan su, tiém
luc kinh té va van héa ma con phai dwa
trén “thé tran long dan”, noi trach nhiém
va ban linh ctia mdi ca nhan chuyén hoa
thanh sttc manh trude van ménh dit nude.
DPai hoi XIII chi ra r6: “hoan thién Iy lugn
vé quéc phong, an ninh va tw duy moi vé
bado vé Té qudc tir sém, tir xa, tir khi “miede
chwa nguy” trén co sé xdy dung thé tran
long dén vitng chdc” [4, tr. 100-101]. Tt
d6 o thé thiy, cong tac GDQP&AN chinh
1a mot kénh quan trong dé xay dung ban
linh chinh tri, nudi dudng ¥ chi tinh than
ctia SV, bién déy tro thanh luc lugng tién

phong trong “tuyén phong tha mém” cua
dat nudc.

Trudc hét, GDQP&AN trang bi cho
SV nhimg kién thirc co ban va hé théng vé
chinh tri, quc phong va an ninh. Thong
tu 05/2020/TT-BGDDT quy dinh rd muc
tiéu cua chuong trinh GDQP&AN 1a trang
bi: “kién thirc co ban vé quan diém cia
Dang, chinh sach, phap ludt cua Nha
nuede vé quoc phong va an ninh; xdy dung
nén quoc phong toan dan, an ninh nhin
dan, xdy dung thé tran quoc phong toan
ddn gan véi thé trgn an ninh nhéan dan,
xdy diwng liee heong vil trang nhdn dan; bo
sung kién thirc vé phong thi dan sw va ky
nang quan sw; san sang thwe hién nghia
vu quan su, nghia vu cong an bdo vé 76
quéc”. Day khong chi 14 tri thie 1y thuyét
ma con 14 hanh trang dé SV ¢6 thé nhan
dién, phén tich va (mg xir trudc nhitng van
dé thyc tién trong doi séng sb.

Tht hai, cong tic GDQP&AN co
chtrc nang ren luyén k¥ nang xur 1y thong
tin, phong chdng chién tranh tim 1y va
chién tranh thong tin. Trong bdi canh
chién tranh hién dai ngay cang “phi tuyén
tinh”, khong chi dién ra bang vii khi ma
con bang dong chay dir liéu, tin tic gia
mao va thao ting du ludn, SV chinh la
dbi twong d& bi tac dong. Thyc té & nhiéu
nudc nhu Nepal, Bangladesh hay Ukraine
cho thay, SV vira 1a luc lwong ning dong
nhat trong khong gian s6 vira dé tré thanh
muc tiéu cua cac chién dich chién tranh
thong tin nham khoi ddy xu hudng cuc
doan, bat méin xd hoi. Do do, cong tac
GDQP&AN chu trong dao tao ky nang
phan bién, chon loc thong tin, biét dat cau
hoi dung va kiém ching ngudn tin chinh
thong tré thanh mot yéu cau cip thiét. Co
thé xem ddy nhu qua trinh xdy dung “l4
chan tinh than”, giap SV khong bi cudn



troi boi “6 nhiém thong tin” hay cac lan
song tam 1y xa hoi bét on.

Tha ba, cong tac GDQP&AN gbop
phan xdy dung ban linh chinh tri, trach
nhiém cong dan va y thuc BVTQ tur xa.
Nhu Pai hoi XIII khang dinh, BVTQ
trong tinh hinh méi phai dit trén nén tang
“tir som, tur xa, tr khi nudc chua nguy”.
Diéu nay c6 nghia 13 trach nhiém cua SV
khong chi thé hién khi dat nudc co xung
dot, ma phai thé hién ngay trong viéc duy
tri thai d§ chinh tri viing vang, khong bi
lung lac boi quan diém sai trai, tha dich.
Thong qua cong tac GDQP&AN, SV dugc
gido duc dé trd thanh nhiing coéng dan
“c6 khang thé tu tuong”, nghia 1a c6 kha
ning tu mién dich trudc nhiing tic dong
tiéu cuc trén khong gian s6, tir d6 cung ¢
“tuyén phong tht mém” bang niém tin, ly
tuong va trach nhiém xa hoi.

Cudi cung, taic dong cu thé nhat cua
cong tic GDQP&AN dbi voi SV chinh
1a nang cao “y thirc s6”, kha ning tng
xUr thong tin an toan, khoa hoc, cé trach
nhiém va nhan van trong moi truong
mang. Khong chi dimg lai & viéc hiéu biét
cac quy dinh phap luat vé an ninh mang,
SV can duoc rén luyén ning luc phin
tich, phan bién va chon loc thong tin. Pay
chinh 13 k§ ning sdng con trong bdi canh
chién tranh thong tin dang dién ra trén quy
mé toan cau, noi ma mdi cu click chuét,
mdi luot chia sé déu c6 thé tao ra hiéu img
x4 hdi sau rong.

Tom lai, khong dung lai & vai tro
1a hoc phan bét budc trong chuong trinh
gido duc, cong tic GDQP&AN con la
mot “hé mién dich” chinh tri tu tudng
cho SV trong ky nguyén sd. Thong qua
GDQP&AN, SV duogc cung cip kién thire,
ky nang, dugc nuoi dudng ban linh chinh
tri va tinh than trach nhiém tir d6 c6 thé
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phat trién thanh luc luong then chdt trong
xdy dung “tuyén phong tht mém” BVTQ
tur khi “nude chua nguy”.

2.4. Dinh hwong va giai phap xdy
dung “tuyén phong thii mém” cho sinh
vién thong qua céong tic gido duc quéc
phong va an ninh

Trong bdi canh chién tranh thong
tin, tin cong mang va cac thach thic an
ninh phi truyén thong ngay cang phic tap,
viéc xdy dung “tuyén phong thi mém”
cho SV can dugc xem nhu mot nhiém vu
chién luge gén vo1 muc tiéu lau dai cua
qudc phong toan dan. Trén co s& d6, mot
s6 dinh huéng va giai phap co thé trién
khai nhu sau:

Thir nhdt, ndng cao ndi dung
GDQP&AN theo huong tich hop gido duc
an ninh sé

Khong gian mang vira 1a moéi truong
hoc tap vura la “mat tran” modi trong
BVTQ. Vi vay, ndi dung GDQP&AN
trong nha truong dai hoc cin duoc mé
rong, gin voi gido duc vé an ninh sb, ky
ning truyén thong s, nhan dién va phan
bac thong tin sai 1éch. Pay khong chi la
trang bi tri thuc ma con 1a rén luyén ban
linh va thai d¢ Gng xur ¢6 trach nhiém trén
khong gian mang. Chang han, SV khong
chi hoc vé 4&m muu “dién bién hoa binh”
trén 1y thuyét, ma con dugc hudng dan
cach kiém chimg tin gia, phan tich ngudn
tin, tranh bi thao ting boi cac chién tranh
tam 1y trén khong gian s6.

Thit hai, ting dung céng nghé sé
trong giang day va hudn luyén

Phuong phap giang day GDQP&AN
truyén thong can dugc bd sung bang cac
cong cu gido duc hién dai hay “su pham
cong nghé (EdTech padagogy)”. Viéc mo
phong tinh hudng an ninh mang, xay dung
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hoc liéu s, tao dién dan ddi thoai gitp SV
trai nghiém va xtr 1y van dé thuc té. Mot
s6 mé hinh c6 thé van dung nhu:

(1) M6 hinh Serious Games: Khac
voil game giai tri, Serious Games trong
GDQP&AN c6 thé duge thiét ké voi muc
tiéu nhan thirc, hudng t&i phat trién tu duy,
ra quyét dinh, phan bién. Cho phép SV
nhap vai vao cac tinh hudng gia 1ap nhu
xung dot thong tin, xung dot nhan thic,
tw vé mang dé dién tap ning lyc “phong
thi mém”. Vi du: Tro choi “Thong tin that
gia” (Fact or Fake), co thé thiét ké dé SV
“chan” cac thong tin gia lan truyén trén
mang xa hdi hodc co thé dbi pho véi céac
luan diéu xuyén tac cua thé luc thu dich.
C6 thé thiét ké nhiéu vong choi voi nhiéu
mirc 6 khac nhau, qua mdi vong SV ngay
cang nang cdp duoc k¥ ning nhan dinh
va phan bién. C6 thé xem day 1a mo hinh
“chuyén hoa tri thirc thanh hanh vi”.

(2) M6 hinh M6 phong thuc té 4o
VR/AR: Md hinh nay cho phép SV trai
nghiém cac tinh hudng ao hoa trong moi
truong ba chiéu, két hop hinh anh, 4m
thanh va twong tac thoi gian thuc. Co thé
van dung mo phong cac tinh hubng tan
cong mang vao hé thong ha ting thong tin
cua mdt co quan, don vi gid dinh hodc tai
hién “khtng hoang thong tin”, chién dich
truyén thong x4u doc trén mang xa hoi, gia
1ap tinh hudng tng pho véi hanh vi tuyén
truyén sai trai,... SV s& nhap vai 13 “nguroi
bao vé an ninh mang” hodc “‘chuyén vién
truyén théng chinh thong” hodc “céng
dan ky thudt s6” dé phan tich dir liéu, ra
quyét dinh nhanh va dinh hudng du luin
ding hudng.

(3) Dién dan dbi thoai s6 trén cac nén
tang LMS: Mot sb noi dung c6 thé trién
khai trén cac nén tang Edmodo, Moodle,
Google Classroom hoac Microsoft Teams

nhu Dién dan “Phong tuyén thong tin”
sinh vién phan tich, phan bac tin gia, luan
diéu sai trai; thao luan tinh huéng “Cong
dan sb c6 trach nhiém”, tranh luan vé
quyén ty do thong tin va giéi han an ninh
qudc gia; cac budi dbi thoai truc tuyén véi
chuyén gia an ninh mang, nha nghién ctu,
gitip mé rong tam nhin thyc tién.

(4) Ung dung AL C6 thé mo phong
chatbot “thé lyc thu dich”, d& Al vao vai
“d6i thi” tao ra cac kich ban tin cong thong
tin, dua ra cac luan diém sai 1éch dé SV phan
bién; hoic Al vao vai “ngudi hudng dan” Al
danh gia bai phan bién caa SV, chi ra diém
yéu trong lap luan tir d6 c4 nhan héa qua
trinh rén luyén tu duy phan bién.

Thir ba, tang cuong phoi hop gitta
nha truong, gia dinh va xa hoi

Xay dung “tuyén phong tha mém”
cho SV khong thé chi dit trén vai nha
trudng. Can c¢6 su tham gia dong bo tir gia
dinh 13 chu thé gido duc dinh hudng gia
tri, xa hoi 13 chu thé tao moi trudng lanh
manh va vin hoa mang dong thoi co thé
phéi hop cac co quan qudc phong an ninh
dé huéng dan ky ning nhan dién, canh
bdo nguy co, phdi hop bao vé thong tin
ca nhan. Thong qua sy phdi hop nay, SV
s& dugc bao vé toan dién ca vé tri thire, k¥
ning va moi trudng song.

Thit tu, phat huy vai tro chu dong va
sang tao cua sinh vién

SV khong chi 1a d6i trong duge bao
vé ma can tr¢ thanh “tic nhan phong thu
mém”. Piéu ndy c6 nghia 13 SV phai tham
gia chu dong vao cac hoat dong nghién ctru
khoa hoc, xay dung san phdm truyén thong
s6 va hinh thanh cac cong dong truc tuyén
tich cuc. Nhiéu md hinh ¢6 thé trién khai
nhu: d6i SV xung kich an ninh mang, nhom
truyén thong chdng tin gia trong truong dai
hoc hodc cau lac by nghién ctru quéc phong



an ninh trong ky nguyén s6. Khi d6, méi
SV khéng chi 1a ngudi tiép nhan tri thirc ma
con 1a “chién si trén khong gian s6”, gop
phan cing ¢d nén tang tu tuong, chinh trj
trong thoi dai méi.

Thir nam, két néi kinh nghiém quoc
1é va boi canh toan cau

Thuc tién cic phong trao SV &
Nepal, Bangladesh hay “cach mang mau”
cho thiy, néu thiéu dinh huéng chinh tri
vanén tang tu tudng virng vang, SV rat dé
bi 16i kéo, bién thanh coéng cu cho cac thé
luc bén ngoai. Do do, gidi phap cho Viét
Nam khong chi 1a “phong thu” ma con 1a
“chu dong hoi nhap” hoc hdi cach gido
duc an ninh s6 cta cac qudc gia tién tién,
dong thoi giit viing ban sic va dinh hudng
chinh tri ctia Pang.

Xay dung “tuyén phong thu mém”
cho SV 1a mét qué trinh két hop chit ché
gitra gido duc chinh tri, tu tuong voi trang
bi k¥ nang s6 hién dai. Thong qua viéc ddi
mdi GDQP&AN, tng dung cong nghé,
tang cuong phdi hop da chiéu va phat huy
vai trd chu dong ciia SV, chung ta c6 thé
hinh thanh mot thé hé tré vira viing vang
vé 1y tuong vira linh hoat trong tmg xtir
trén khong gian mang. D6 chinh 1a 16p “1a
chan tinh thin” cia qudc gia, gop phan
BVTQ tir som, tir xa trong ky nguyén hoi
nhap va chuyén doi s toan cau.

I11. Phuwong phap nghién ciru

Dé tiép can va lam sang to van dé
nghién ctru, bai viét st dung tong hop
nhiéu phuong phap nghién ctru khoa hoc
x4 hoi nhan van, dam bao tinh hé théng,
khach quan, phii hop véi yéu cau 1y ludn
va thyc tién hién nay. Trudc hét, phuong
phap phan tich tong hop duoc sir dung
dé hé thong hoa co s 1y luan cia Pang,
Nha nuéc vé qudc phong toan déan, an
ninh nhan dan ciing nhu cic quan diém
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méi trong cac nghi quyét, tir d6 khai quat
thanh nén tang khoa hoc cho viéc phan
tich van dé. Bén canh d6, phuong phap
lich st 16gic van dung dé khao sat qua
trinh hinh thanh, phat trién cua cong tac
gido duc qudc phong va an ninh trong hé
théng gido duc dai hoc, qua do chi ra tinh
tat yéu ctia viéc gan két noi dung nay véi
b6i canh khong gian s6 va nhimng thach
thirc an ninh phi truyén thdng. Ngoai ra,
phuong phép so sanh ddi chiéu dugc van
dung dé 1am r6 diém twong dong, su khac
biét va mdi quan hé bd sung gitta “tuyén
phong thi cing” dya trén tiém luc quéan sy,
khoa hoc cong nghé va “tuyén phong thi
mém” dua trén ban linh chinh tri, nang luc
tu tuong va y thirc cong dan cua sinh vién.
Bai viét ciing sir dung phuong phap phan
tich tai liéu thi cap giup khai thac cac van
kién chinh tri, nghi quyét, cong trinh khoa
hoc va nghién ctru chuyén nganh, qua dé
lam co s& tham chiéu khoa hoc. Dac biét,
v6i viée két hop phuong phép tiép can lién
nganh, bao gém chinh tri hoc, quc phong
an ninh, truyén thong sb va khoa hoc giéo
duc, bai viét huong dén xay dung mdt cai
nhin da chiéu, khong chi dimg lai & mé ta
hién twong ma con 1y giai ban chét, du bao
xu huéng, tir d6 dé xuat giai phéap trong
viéc hinh thanh “tuyén phong thu mém”
trén khong gian s thong qua cong tac
GDQP&AN cho SV.

IV. Két qua nghién ctru va thao luin

Két qua nghién ctru cho thiy viéc
xdy dung “tuyén phong thu mém” trén
khong gian s6 thong qua GDQP&AN cho
SV khéng chi mang tinh cip thiét trudc
nhimg nguy co chién tranh thong tin va an
ninh phi truyén théng ma con ¢ y nghia
chién Iuoc l4u dai trong cling c6 “thé tran
long dan”. Thuc tién tai nhiéu co sé gido
duc dai hoc ¢ Viét Nam, viéc hinh thanh
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“tuyén phong thi mém” trong sinh vién
khong con 14 van dé 1y luan thuan tay ma
dang dién ra rd nét trong thuc té hoc duong
va khong gian sd. Pién hinh, naim 2023
Pai hoc Duy Tan da khai trwuong phong
Skills Lab vé An ninh mang dong thoi ra
mit chuong trinh “Vudn vom Nhan tai An
toan - An ninh Mang” hay con dugc goi la
Dy 4n “Blue Rock”, hudng dén viée cung
cap cho xi hoi mot luc lugng SV mang y
thirc BVTQ trén khong gian sd. Bén canh
do, nam 2023 Truong DPai hoc Nha Trang
cling da khanh thanh Phong thuc hanh An
ninh mang, du 4n nay dugc coi nhu 1a mdt
bude di 1on trong xay dung SV trd thanh
“liyc luong ndng cdt” trong “tuyén phong
thit mém” trén khong gian sd.

Phan tich 1y luan cho thdy, tuyén
phong th nay dugc hinh thanh tir sy két hop
cua tri thtrc, ban linh chinh tri, y thirc cong
dan va ky nang s0, qua d6 tao nén mot 1op
“khang thé tu tuong” trong xa hoi. So véi
mot s tiép can qudc té vé an ninh phi truyén
thdng, c6 thé thiy sy tuong dong trong viée
nhan manh dén vai tro cta “sttc manh mém”
va an ninh tu tuong; tuy nhién, diém khac
biét ctia Viét Nam nam & viéc gén truc tiép
khai ni¢m nay véi cong tic GDQP&AN.

Thao luan tir két qua nghién ctu
ciing cho thdy mot sb van dé dat ra. Tha
nhat, trong khi nhiéu nghién ctu quéc té
tap trung vao giai phap cong nghé hoac
chinh sach quan tri khong gian sd, nghién
ctru ndy bo sung goéc nhin vé con ngudi,
cu thé 1a sinh vién - nhu mot luc lugng
16n cua tuyén phong tha mém. Pay 1a su
dong gbép moi, lam 1o tinh chu dong va
sang tao cua thé hé tré trong BVTQ tur
som, tir xa. Thir hai, nghién ctru dong thoi
chi ra khoang cach gitra muc tiéu gido duc
va thuc tién: noi dung GDQP&AN hi¢n
nay tuy dd c6 budc doi méi theo Thong

tu 05/2020/TT-BGDPT, nhung van chua
theo kip tbc do bién d6i cua chién tranh
thong tin va cong nghé sd. Piéu nay dit ra
yéu cau tiép tuc tich hop gido duc an ninh
s0, k¥ ning phan bién va ting xtr thong tin
vao chuong trinh dao tao.

Dong gop khoa hoc cua nghién ctru
1a khai quat hoa khai niém “tuyén phong
tht mém” nhu mot mo hinh ly luan vé an
ninh phi truyén thng trong diéu kién sb
hoa. Vé thuc tién, nghién ctru khang dinh
GDQP&AN khong chi dung lai ¢ viéc
truyén dat tri thirc quan sy, chinh tri ma con
g6p phan nudi dudng kha ning ty dé khang,
gitp sinh vién chuyén tir vi tri “myc tiéu
dé bi tac dong” sang “luc lugng phong thu
tich cuc”. Tuy nhién, nghién ctru ciing thira
nhan han ché khi chua di sau vao khao sat
dinh lugng hodc phan tich so sanh truong
hop quéc t& mot cach hé thong. Pay sé& 1a
hudng tiép theo nham cing cb luan diém
va mé rong tinh Gng dung cta két qua.

V. Két luan

Trong ky nguyén sd, khi khong gian
mang tré thanh khong gian sdng song
song thuc té, van dé an ninh phi truyén
thong ma dic biét 13 an ninh théng tin
va an ninh tu tuéng ngay cang ndi bat va
phirc tap. Su lan truyén cua tin gia, chién
tranh thong tin va cac hoat dong can thi¢p
xuyén bién gi6i di cho thdy: BVTQ ngay
nay khong chi dua vao tuyén phong thi
ciing bang cong nghé va strc manh quan
su ma con can dén mot “tuyén phong thu
mém” duge hun dic tir sttc manh tri thuc,
y thuc va nhén thirc; ngoai ra dugc xay
dung tir ban linh chinh tri va trach nhi¢m
xa hdi clia ¢4 nhan, trudc hét 1a SV “mach
ngudn tri thirc tré” cta dat nudc.

Cong tac GDQP&AN chinh 1a mét
xich khong thé thiéu trong qua trinh nay.
Thong qua viée trang bi kién thirc QPAN,



rén luyén kha nang xur 1y va phan bién
thong tin, cong tic GDQP&AN gop phan
hinh thanh “khang thé tu tuong” va ning
luc phong thit mém cho SV trong bdi canh
chién tranh thong tin hién dai. Khong
dimg lai & yéu cau trudc mat nham chu
dong dbi pho v6i mdi hiém hoa an ninh
phi truyén thong bén canh d6 con mang
y nghia nhu mgt budc di, mot tam nhin
mang tinh chién lugc trong xay dung “thé
tran long dan” va BVTQ tir sém, tur xa.

Nhirng dinh hudng 16n cua Dang va
Nha nude vé d6i méi gido duc, phat trién
khoa hoc, cong nghé, chuyén doi s6 qudc
gia va xay dung thé tran qudc phong toan
dan da tao co so chinh tri va phap 1y viing
chic dé nang cao chat luong GDQP&AN
trong cac co sé gido duc dai hoc. Nhiém
vu dit ra 1a phai tiép tuc d6i méi noi dung,
phuong phép, gin két chat ché gitra giang
dudng va thuce tién doi séng sd; dong thoi
phat huy vai trd chu dong, sang tao cua
SV, bién ho thanh nhiing lyc lugng phong
thit mém trén khong gian sd.

C6 thé khang dinh rang, xdy dung
“tuyén phong thut mém” cho SV thong
qua cong tac GDQP&AN khong chi bao
vé chinh thé hé tré trudc nhiing tac dong
tiéu cuc tur khong gian mang ma con khoi
day va phat huy strc manh cua ho trong su
nghi¢p BVTQ Viét Nam xa hoi chu nghia
trong tinh hinh mdéi. Pay la con duong
dung dan, lau dai va bén viing két hop
gifta “sttc manh mém” ctia con ngudi Viét
Nam véi “stc manh cing” cua khoa hoc,
cong nghé tao thanh mot thé tran quéc
phong toan dién trong thoi dai sb.
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BUILDING A “SOFT DEFENSE LINE” IN CYBERSPACE
THROUGH NATIONAL DEFENSE AND SECURITY
EDUCATION FOR STUDENTS

Nguyen Van Phuc?, Dinh Van Quyen’

Abstract: In the context of multi-platform digitalization, cyberspace emerges as an
“Infinite open door,” where students have the opportunity to access the global repository
of knowledge but also face hidden ‘“dark zomnes” of non-traditional security threats and
information warfare. The mission of safeguarding the Fatherland in the new era, alongside
the “hard defense line” built on military measures and science-technology, requires the
establishment of a “soft defense line” as an intangible shield grounded in political will,
ideological strength, and digital competencies. National Defense and Security Education
plays a core role, not merely providing military and defense knowledge but also fostering
resilience, skills in information processing, critical thinking, and resistance to harmful
information within the context of “information pollution” while simultaneously cultivating
civic responsibility and the awareness of protecting the Fatherland before the nation faces
peril. It also contributes to forming “ideological antibodies” strengthening immunity against
negative impacts in cyberspace. Building such a “soft defense line” for students is a strategic
requirement to consolidate the “people’s defense posture” in the digital era. This paper
proposes several solutions to strengthen the “soft defense line” for students through National
Defense and Security Education, aiming to shape a young intellectual generation that is both
firm in ideals and flexible in digital engagement, becoming an essential defensive force that

contributes to safeguarding the Fatherland early and from afar.

Keywords: information warfare, national defense and security education, cyberspace, students,
soft defense line
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